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I. INTRODUCTION 
This packet contains all of the materials necessary to participate in the Thirty-Second 

Annual New York Metropolitan MENTOR Moot Court Competition.  Participants may not 

utilize any materials not contained in this packet or referenced in Appendix I in preparing for and 

presenting their arguments. 

The MENTOR Program focuses on student advocates’ abilities to organize and present 

their arguments persuasively.  Judges will question advocates as they normally would in 

appellate court proceedings.  Participants should refrain from memorizing prepared texts.  

Rather, they should focus on understanding the legal issues, structuring coherent arguments, 

effectively responding to judges’ questions, thinking extemporaneously, and being persuasive.  

Some participants may be called upon to advance unpopular positions with which they disagree.  

This is often a characteristic of the legal process and should not diminish the student’s 

enthusiasm or the quality of presentation. 

This year’s imaginary lawsuit is entitled Tyler Kreetor v. United States of America.  The 

issues are:  (1) Whether an investigatory stop is valid when it is based on a tip from a retired 

police officer stating only that the suspect is acting suspiciously; and (2) whether a court should 

defer to a federal agent’s belief that the suspect was armed and dangerous and that the scope of 

the Agent’s search was proper. 

This packet contains the fictitious majority opinion of Judge Fiano and two dissenting 

opinions, one from Judge Lawrence and one from Judge Skordalos.  Set forth in the District 

Court’s opinion is the Statement of Facts.  In addition, this packet contains the Order granting the 

Petition for a Writ of Certiorari to the United States Supreme Court, which includes the two 

questions certified for review. 
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II. RULES OF THE COMPETITION 

Preliminary rounds are scheduled for Monday, November 7; Wednesday, November 9; 

Thursday, November 10; and Wednesday, November 16, 2016.  Each participating school 

will compete on one day of the preliminary rounds, which will be held at Fordham University 

School of Law, 140 West 62nd Street, New York, NY 10023.  All teams must register by 8:45 

a.m. on the morning of their round.  Rounds will begin promptly at 9:15 a.m.  Failure to register 

on time may result in disqualification. 

Upon completion of the preliminary rounds, the two top-scoring teams from each of the 

first four days will advance to the quarterfinals.  The next eight overall top-scoring teams from 

all the preliminary rounds will have another chance to try to advance during the “Wild Card” 

round on Tuesday, November 22, 2016.  During the Wild Card round, these eight teams will 

compete again and the four top-scoring teams will advance to the quarterfinals.   

The twelve quarterfinalist teams will compete in the quarterfinal rounds on Monday, 

November 28, 2016.  The four top-scoring teams will then advance to the semifinal rounds on 

Thursday, December 8, 2016, to be held at the Thurgood Marshall United States Courthouse.  

The two top-scoring teams will advance to the final round on Thursday, December 15, 2016, 

also to be held at the Thurgood Marshall United States Courthouse.  Scores will not be disclosed 

during the competition, but will be available for review after the competition ends.  Schools will 

be notified of advancement by telephone.  Advancement results will be available at the end of 

each day after all rounds are completed.  

Competition conflicts must be submitted in writing by Friday, October 7, 2016.  The 

last day to withdraw from the competition is Thursday, October 13, 2016.  Untimely 

withdrawals may result in disqualification from the 2017 MENTOR Moot Court Competition. 
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III. TEAMS 

Each school will field two teams, and each team will have two students.  Team I will 

represent Appellant Tyler Kreetor on both issues.  Team II will represent Appellee United States 

of America on both issues.  Only two students from each team may participate in each round of 

oral argument. 

Whether the semifinalist teams will represent Appellant or Appellee depends on the 

teams’ scores and whether the teams have faced each other in a prior round.  For the semifinal 

round, each participating school may select any four representatives of the eight students from 

their school who participated in the competition’s preliminary rounds.  In the preliminary rounds, 

however, only two students can serve as oralists.   

The two finalist schools will be announced after the semifinal rounds at the closing 

luncheon to be held at Thurgood Marshall United States Courthouse on December 8, 2016.  The 

two finalist teams will reach a mutual agreement as to which team will represent Appellant and 

Appellee, respectively.  If no agreement can be reached, assignment of representation will be 

determined by a coin toss. 

IV.  PREPARATION 

Teachers and attorneys from sponsor law firms may coach the teams.  Teams should 

arrange practice rounds alone, with teachers, and with attorneys from sponsor law firms.  Visits 

to the appellate courts to observe the nature of appellate oral advocacy are also encouraged.  

Teams may not utilize any legal precedent or research aids not listed in Appendix I, 

including using redacted sections of Appendix I sources.  Moreover, participating attorneys may 

not use any outside materials in coaching student advocates.  The facts contained in the record 

are inclusive; students may not invent facts or present data that conflict with these materials.  
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However, in drawing inferences about the strength of given arguments, students may draw upon 

personal knowledge, such as general knowledge about crime and crime prevention. 

Teams may photocopy the cases and statutes cited in the fictitious opinions.  If a team has 

trouble accessing the cases, please contact the Fordham Moot Court office at (212) 636-6882 or 

egoldstick@law.fordham.edu for assistance.  The list of cases and statutes used in the two 

opinions are set forth in Appendix I and PDFs will be provided.  

V.  FORMAT OF THE COMPETITION 

The order of arguments at each round will be as follows:  (1) counsel for the Appellant on 

Issue I; (2) counsel for the Appellant on Issue II; (3) counsel for the Appellee on Issue I; and (4) 

counsel for the Appellee on Issue II.  Each student advocate will have ten minutes to argue his or 

her client’s position.  Time periods will be strictly enforced.  No rebuttal time will be permitted. 

During the competition, only two team members may argue for each side—i.e. one 

student advocate per issue.  All four team members may, however, be seated at the counsel table 

in the courtroom.  Students may not pass notes once the oral arguments begin. 

All teams, coaches, teachers, and guests are invited to attend their school’s rounds.  

Unfortunately, some rooms may not be large enough to accommodate all spectators.  Therefore, 

we will contact each school to determine the number of spectators expected to attend the 

competition.  If we are unable to accommodate your school’s request, the teacher-coach will be 

informed as such, and the number of spectators will be limited.  While MENTOR attorneys 

and teachers may be present during oral arguments, they may not coach the students while 

the round is in progress.  Additionally, all persons affiliated with a school participating in the 

competition are prohibited from previewing the arguments of other participants.



 

 

VI.  SCORING 

All rounds will be scored by a panel of judges.  No attorney may judge his or her 

MENTOR high school in any round.  Judges will evaluate students on the following criteria:  (1) 

overall persuasiveness; (2) ability to respond effectively to questions; (3) knowledge of the case 

law; (4) clarity of arguments; and (5) poise and appearance.  Scoring in each category will range 

from one to ten, with ten being the highest score.  After both teams have presented their 

arguments, the bench will give comments to the individual oralists.  The bench will not announce 

a ruling on the merits of the case nor will the bench reveal the specific scores of the teams.  The 

bench may, however, provide group or individual feedback to the oralists as time permits. 

VII. AWARDS 

All team members will receive a “Certificate of Participation.”  The finalists will receive 

a gift commemorating their participation in the competition.  The name of the overall winner will 

be engraved on the MENTOR trophy. 

VIII. CONTACT INFORMATION 

Please address all inquiries regarding the New York Metropolitan MENTOR Moot Court 

Competition to: 

Evan Goldstick 

Mentor Editor 
     Fordham University School of Law 
     Moot Court Board, Room 1-103 
     150 West 62nd Street 
     New York, New York 10023 
 
     Phone: (914) 826-0318   
     Email: egoldstick@law.fordham.edu 

 



 

 

 

United States Court of Appeals  
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______________ 

 

TYLER KREETOR, 
Appellant, 

 
v. 
 

UNITED STATES OF AMERICA, 
Appellee. 

 
______________ 

On Appeal from the United States District Court for the  
District of Fordham 
______________ 

Before the Thirteenth Circuit, sitting en banc. 

Opinion for the Court by Chief Judge FIANO;  
Concurrence and Dissent by Circuit Judge LAWRENCE; 
Concurrence and Dissent by Circuit Judge SKORDALOS.  

 



 1 
 

FIANO, Chief Judge: 

This case comes before the Court on appeal of Appellant’s conviction on three counts in 

the United States District Court for the District of Fordham.  Appellant, Tyler Kreetor, was 

convicted for attempting to detonate an explosive device in violation of 18 U.S.C. § 844(f)(1), 

for receiving and distributing illegal substances across state and international borders in violation 

of 21 U.S.C. § 841, and for providing material assistance to a terrorist group in violation of 18 

U.S.C. § 2339B.   

This appeal involves two distinct questions, both of which touch upon fundamental 

privacy rights of individuals with respect to a device that an increasing majority of Americans 

own—smartphones.1  The first issue requires this Court to consider when a law enforcement 

agent’s warrantless search of a cellphone may be considered reasonable in light of exigent 

circumstances.  The second issue concerns whether a trial judge may order a technology 

company to comply with a court order to aid law enforcement in an investigation by accessing, 

or helping law enforcement access, private data located within the company’s products. 

On appeal of a district court’s denial of a motion to suppress evidence—the first issue of 

this case—an appellate court reviews the district court’s conclusions of law de novo. See Pierce 

v. Underwood, 487 U.S. 552, 558 (1988).  This Court reviews the grant of a government motion 

to compel compliance with a search warrant—the second issue in this case—under an abuse of 

discretion standard. See id. 

I. 
FACTUAL BACKGROUND 

 
Appellant, Tyler Kreetor, is an eighteen-year-old male resident of Fordham City, 

Fordham, who was a senior at Fordham City High School (“FCHS”) at the time of his arrest.  

                                                
1 Current studies show that roughly 90 million eyePhones are in use in the United States. 
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Fordham City is one of the major cities of America, with a population of 8.5 million people, 

spread across five boroughs. 

A. 
EVENTS LEADING TO THE ARREST 

 
On September 14, 2015, the Fordham City Police Department (“FCPD”) received a threat 

that FCHS would be the target of a terrorist attack.  Shortly thereafter, FCPD’s Counter 

Terrorism Unit determined that the threat was credible, and that Yousis was responsible for the 

threat.  Yousis is a non-religious terrorist organization, devoted to the destruction of America.  

While FCPD, and American law enforcement more generally, is aware of Yousis and the 

identities of a few members, law enforcement has never been able to successfully locate any 

Yousis members.  Yousis has recently gained notoriety throughout the world for their attacks on 

Americans, both on foreign and domestic soil.  Unlike many other terrorist organizations, Yousis 

uses social media to spread its message, imagery, and other propaganda, and to encourage others 

to spread its ideology and iconography.  In keeping with this technological trend, Yousis has 

infamously used popular technology to aid its members in carrying out their attacks.  The most 

commonly used technology that FCPD is aware of is a cellphone application known as Remote, 

which can be used to remotely detonate explosives. 

Andrea Marcus is a forty-two-year old woman who is a Detective for FCPD.  Detective 

Marcus joined the FCPD in 1995 as a Patrol Officer, and was promoted to Detective in 2010.  

Throughout the course of Detective Marcus’ career, she has dealt with more than 300 cases, and 

has been the lead investigator on 100 of those cases.  Detective Marcus has never been 

reprimanded, disciplined, or received anything but outstanding feedback from her superiors.  

Along with the rest of the FCPD, Detective Marcus completed her training in new cellphone 

technology and cellphone security features in 2014.  The training included detailed explanations 
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of two leading technology companies’ products and software—Apple, Inc. and Orange, Inc.2  

Specifically, the training focused on how difficult it is for law enforcement to access the 

smartphones produced by Apple and Orange when they are loaded with the newest software due 

to high-level password encryption—Orange’s newest smartphone is the eyePhone 6S, which runs 

the newest operating system, eyeOS 8.  The training also included a section on terrorist groups’ 

use of technology, including discussion of the Remote application. 

As part of Detective Marcus’ promotion to Detective, she became the new FCPD officer-

in-charge of FCHS.  The FCHS officer-in-charge is responsible for being at the school, during 

school hours, for three days a week.  As the FCHS officer-in-charge, Detective Marcus is the 

first point of contact for any incidents occurring at FCHS that require police involvement and is 

assigned to all investigations involving a student currently attending FCHS.  As a result, when 

the FCPD Counter Terrorism Unit received Yousis’ threat toward FCHS, Detective Marcus was 

assigned to the investigation. 

By September 18, 2015, Detective Marcus had identified two suspects for the threatened 

attack, both of whom were students at FCHS:  Kreetor and Tiffany Anco.  These two FCHS 

students piqued her suspicions for two reasons.  First, Kreetor and Anco were both cousins of a 

Yousis leader, Julian Donnell, whom the FCPD Counter Terrorism Unit believed to be a high-

ranking member of the Fordham City cell of Yousis.3  Second, both suspects’ social media 

accounts contained significant amounts of Yousis imagery and messages.  The profile pictures 

                                                
2 Apple and Orange are fierce competitors in the smartphone market.  However, despite their 
dueling advertisement campaigns, the technology in their respective newest smartphones is 
identical for all purposes relevant to the disposition of this case. 
3 Cells are a way in which terrorist groups can organize themselves.  In a cell structure, many 
decentralized “cells,” or groups of people, exist that are completely disconnected from each 
other, and are unaware of both non-cell members and high ranking officials’ identities.  This 
structure prevents any one member from giving away the identities of any other member not 
located within their cell, whether it be to an opposing group or to law enforcement.  
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for both suspects on their Facebook, Twitter, and Instagram accounts depicted them standing in 

front of photoshopped backgrounds containing Yousis imagery.  Additionally, the vast majority 

of the suspects’ public social media communications between each other either mentioned 

Yousis or contained violent anti-American sentiment.  Finally, all biographical sections of their 

social media accounts mentioned the Yousis slogan, “America Must Die.” 

On the morning of September 21, 2015, Detective Marcus was stationed at FCHS.  As the 

students began filing into school, Detective Marcus noticed Kreetor and Anco carrying a large 

duffel bag.  Detective Marcus observed that Kreetor and Anco were struggling to carry the bag 

and thought the bag contained something quite heavy.  She then followed Kreetor and Anco to 

see where they were headed with the bag.  Detective Marcus watched the two students place the 

duffel bag in a locker and then part ways a few minutes before school began.  Immediately after, 

Detective Marcus returned to her usual post in the school office, where she had a view of the 

main entrance, the front hall of the school, and the exit-only side doors. 

As Detective Marcus sat down in the office, she saw one of the side doors open and 

Kreetor and Anco walk out on to the sidewalk.  Detective Marcus observed that as the two 

students moved away from the building, they were moving rather quickly and repeatedly looking 

over their shoulders.  At this point, Detective Marcus decided Kreetor and Anco’s activity was 

highly suspicious and that there was a real chance that Kreetor and Anco were in the midst of 

carrying out the Yousis threat.  Detective Marcus then immediately did two things:  first, she 

contacted the appropriate FCHS personnel to order an evacuation, and second, she called the 

FCPD Bomb Squad to inform them of her belief that the bag she saw Kreetor and Anco place in 

a locker contained a bomb.  Detective Marcus then ran outside to confront the two students. 
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By the time Detective Marcus reached Kreetor and Anco, they were two blocks away 

from the school.  As soon as Detective Marcus was within shouting distance, she announced 

herself and told the two students to stop moving and slowly walk towards her.  Upon hearing 

this, Kreetor and Anco immediately took off in opposite directions.  Detective Marcus began to 

chase Kreetor, knowing that she could only catch one of them.  The chase was short-lived, and 

ended less than a minute after it began, with Detective Marcus tackling Kreetor to the ground.   

When Detective Marcus made the tackle, the phone that Kreetor was holding during the 

chase flew out of his hand, landing several feet away.  Before walking over to the phone, 

Detective Marcus restrained Kreetor by placing him in handcuffs, and attaching the handcuffs to 

a nearby railing.  Detective Marcus then walked over to the phone, identified it as an eyePhone 

6S, and then noticed that it was on and unlocked.  Recalling her 2014 cellphone training, she 

immediately recognized that if the eyePhone was password protected, nobody would be able to 

access the phone once it locked.  Due to Detective Marcus’ belief that the duffel bag she 

observed the two students place in the locker was a bomb, she decided to look through the phone 

to determine if there was any information she could gather to either confirm her belief or prevent 

an explosion. 

Detective Marcus looked through the phone for nearly two minutes, including looking at 

text messages, emails, and glancing at all of the applications located on the home screen.  During 

the search of the phone, Detective Marcus opened text conversations labeled Tiffany Anco, 

Mom, Dad, and three un-labeled conversations that only displayed the phone number.  In the 

conversations between Kreetor and Anco, Detective Marcus read text messages where Anco 

repeatedly asked Kreetor if he had properly tested Remote.  Detective Marcus also read one of 

the unlabeled conversations, which discussed Kreetor receiving a shipment of 
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methamphetamines from an unidentified person in Toronto, Canada, as well as the two other 

unlabeled conversations, which discussed Kreetor’s distribution of the drugs to two different 

individuals in two different states.  Detective Marcus did not locate the Remote application 

during this search.  Immediately after the search of the phone, Detective Marcus called in the 

arrest. 

While Detective Marcus was in the process of arresting Kreetor, the FCPD Bomb Squad 

arrived at FCHS.  With the aid of the school faculty, the Bomb Squad successfully evacuated the 

school.  After the evacuation, the Bomb Squad removed the duffel bag from the locker.  The bag 

did in fact contain a bomb, which had no countdown timer, but was capable of remote 

detonation.  The Bomb Squad then successfully defused the bomb, neutralizing the threat. 

Tyler Kreetor was indicted by the Grand Jury on September 24, 2015, for violating 18 

U.S.C. §§ 844(f)(1), 2339B, and 21 U.S.C. § 841.4 

B. 
ORANGE AND EYEPHONE SECURITY FEATURES 

 
This case involves questions of law directly implicating the privacy of cellphone data, 

and therefore, it would be prudent to discuss the details of the relevant security features found on 

Orange’s eyePhone 6S.  All eyePhone 6S smartphones come preloaded with eyeOS 8, the newest 

operating system created by Orange.  Orange’s eyeOS 8 has two new categories of features that 

make data on eyePhones exponentially more secure:  password encryption and security features 

protecting the passwords.  When a device has encrypted data, the device’s password is the only 

way to access the device and the data within. 

                                                
4 At the time of the indictment, and as true today, Tiffany Anco has not been located, and 
remains at large. 
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Orange created three different features that protect the data on the device:  remote 

deletion of all data, manual entry of password, and a delete-upon-failure function.  Remote 

deletion of data is accomplished by logging on to Orange’s website, from any device, and 

entering the user’s preconfigured username and password.  If this feature is not preconfigured, it 

cannot be remotely configured, because the user must physically have their eyePhone when he or 

she creates a username and password.  The second feature, manual entry of passwords, was 

designed to prevent a non-user of a device from using a computer program that generates 

millions of passwords in a matter of minutes in an attempt to hack the phone.  This technique of 

using a computer program to guess passwords at a high rate is called the “brute force” approach.  

The delete-upon-failure function is a second feature that prevents a brute force hack of the 

device.  All eyePhones with eyeOS 8 will delete all data on a device if the password to a phone is 

incorrectly entered ten times. 

These three features, combined with the ability to have a password encrypt all data within 

the device, make an eyePhone with eyeOS 8 essentially inaccessible to anyone who does not 

have the password.  For further security protection, Orange has a corporate policy whereby they 

do not keep records of passwords that its customers create.  Orange also does not currently have 

any software that allows it to decrypt data on a device without the password, and has no intention 

of creating such software. 

Historically, Orange has complied with all lawful search warrants and court orders to 

extract data from pre-eyeOS 8 devices.  In complying with these warrants and orders, Orange has 

never had to create new software or significantly divert resources from their normal course of 

business.  However, a court has never ordered Orange to comply with a search warrant regarding 

a password encrypted device or an order compelling them to create new software. 
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II. 
PROCEDURAL HISTORY 

 
Prior to trial, Appellant Kreetor moved to suppress the evidence Detective Marcus 

gathered during the warrantless search of the eyePhone.  Kreetor argued that Riley v. California, 

134 S. Ct. 2473 (2014), makes warrantless searches incident to arrest of cellphones unlawful.  

The government countered that Riley did not make all warrantless searches incident to arrest 

unlawful because exigent circumstances may exist such that a warrantless search could be 

reasonable.  The District Court denied Kreetor’s motion to suppress, holding that exigent 

circumstances existed such that the eyePhone search was lawful, and that its ruling was in 

harmony with the Supreme Court’s holding in Riley. 

After the suppression hearing, the government applied for, and was granted, a search 

warrant for Kreetor’s eyePhone.  In its applications, the government argued that in light of the 

discovery of the bomb and the Appellant’s Yousis ties, there was a high likelihood the eyePhone 

contained information that would assist the government in learning more about Yousis’ structure, 

and potentially the location of Yousis’ top leaders.  However, citing its corporate policy of only 

complying with lawful court orders, Orange refused to comply with the warrant because it did 

not believe it to be lawful.  The government then filed a motion to compel Orange to comply 

with the warrant, claiming the District Court had the authority to issue this order under the All 

Writs Act, 28 U.S.C. § 1651.  Orange opposed this order, and filed a brief in opposition.  Kreetor 

also filed an opposition brief,5 arguing the All Writs Act did not confer the authority on the 

District Court to issue the order, and in the alternative, that issuing the order under the All Writs 

Act would be an abuse of discretion because such an order would be unreasonable. 

                                                
5 Kreetor submitted a timely motion to the District Court under Federal Rule of Civil Procedure 
24(b) seeking permissive intervention on this issue.  The District Court granted Kreetor’s motion 
and allowed them to file briefs in opposition to the government’s motion along with Orange. 
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The District Court granted the government’s motion over Orange’s objection, finding that 

the requirements for an All Writs Act order were met and that, in the court’s discretion, the order 

did not impose an undue burden on Orange.  The order compelled Orange to create software to 

remove the three security features protecting the device’s password.  Orange ultimately created 

the court ordered software that was loaded on to Kreetor’s eyePhone and removed the three 

password security features.  After the removal, the government used its own technology to 

unlock the eyePhone with a brute force method, and was then able to access all of the device’s 

data.  Because the contents of what the government discovered are not relevant to the 

determination of either issue in this case, the Court will not discuss the contents of the phone. 

At trial, the jury convicted Kreetor on all three counts.  Kreetor timely appealed his 

convictions, arguing (i) that the District Court erred in denying his motion to suppress evidence 

gained from the warrantless search of his phone because no exigent circumstances existed, and 

(ii) that the District Court did not have the authority under the All Writs Act to order Orange to 

comply with the search warrant by creating new software.6  We disagree with both of Kreetor’s 

arguments, and now affirm the District Court’s judgment in its entirety. 

III. 
THE FOURTH AMENDMENT AND EXIGENT CIRCUMSTANCES 

 
This Court first addresses whether Detective Marcus’ warrantless search of Kreetor’s 

eyePhone was lawful.  For the reasons set forth below, we affirm the District Court and hold that 

several exigencies existed such that the warrantless search was reasonable under the Fourth 

Amendment. 

 
 

                                                
6 This Court, for the sake of judicial economy, consolidated Orange and Kreetor’s appeal with 
regard to the second issue.  The Court also removed Orange as a named party to avoid confusion. 
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A. 
LEGAL BACKGROUND 

 
The Fourth Amendment to the United States Constitution reads as follows: 

The right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no Warrants 
shall issue, but upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
seized. 

 
The focus of any Fourth Amendment inquiry is on the reasonableness of the search and 

seizure. See Riley v. California, 134 S. Ct. 2473, 2482 (2014).  Conducting a search without a 

warrant is generally considered unreasonable. See id. at 2482.  However, several exceptions to 

the warrant requirement exist such that a warrantless search may be considered reasonable. See 

id.  One such exception, which is also the most common exception, is a search conducted 

incident to arrest. See id.  The Supreme Court, in a seminal case regarding searches incident to 

arrest, recognized two policy concerns that justified certain warrantless searches:  the need to 

prevent the destruction of evidence and the need for officer safety. Chimel v. California, 395 

U.S. 752, 763 (1969).  However, the Supreme Court in Riley held that law enforcement agents’ 

warrantless searches of cellphones incident to arrest would not be presumed reasonable because 

cellphones do not fit within the rationale underlying the exception. See Riley, 134 S. Ct. at 2484-

85.  Specifically, Riley held “the two risks identified in Chimel—harm to officers and 

destruction of evidence—are present in all custodial arrests. There are no comparable risks when 

the search is of digital data.” Riley, 134 S. Ct. at 2484-85.  The Supreme Court rejected the 

government’s attempt to analogize searches of cellphone data to those searches incident to arrest 

of physical items that have been upheld as reasonable, stating that comparing the two “is like 

saying a ride on horseback is materially indistinguishable from a flight to the moon. Both are 

ways of getting from point A to point B, but little else justifies lumping them together.” See id. at 
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2487. 

Despite the holding, the Court in Riley acknowledged that another category of exceptions 

to the warrant requirement may allow for warrantless searches incident to arrest of cellphones—

exigent circumstances. See id. at 2494.  Exigent circumstances can make an otherwise 

unreasonable warrantless search, reasonable, when “the needs of law enforcement [are] so 

compelling that [a] warrantless search is objectively reasonable under the Fourth Amendment.” 

Id. (citing Kentucky v. King, 536 U.S. 452, 460 (2011)).  To determine when a warrantless 

search conducted pursuant to exigent circumstances is reasonable, courts look to:  (i) whether the 

law enforcement agent had probable cause to believe the search of the item would reveal 

evidence of a crime; and (ii) whether any exigent circumstances were present that required an 

immediate search. See Warden, Md. Penitentiary v. Hayden, 387 U.S. 294, 298-301 (1967); 

United States v. Camou, 773 F.3d 932, 940 (9th Cir. 2014).   

Because the presence of probable cause is not disputed, the Court will move to the 

discussion of exigent circumstances.   

B.  
DISCUSSION 

 
Today we consider the presence of three different exigent circumstances at the time of the 

warrantless search:  the preservation of evidence, the safety of law enforcement agents, and the 

need to protect the public.  We now affirm the decision below and hold that the District Court 

was correct in finding that all three of the relevant exigent circumstances existed, thus making 

the search reasonable. 
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1. 
OFFICER AND PUBLIC SAFETY 

 
Detective Marcus’ search of Kreetor’s eyePhone was reasonable and justified in light of 

the exigent circumstances concerning officer and public safety.  Officers may legally conduct 

warrantless searches when “delay in the course of an investigation . . . would gravely endanger 

their lives or the lives of others.” Warden, Md. Penitentiary, 387 U.S. at 298-99.  When 

Detective Marcus picked up Kreetor’s eyePhone and conducted a quick search of it after 

successfully apprehending him, she was aware of the following facts regarding officer and public 

safety:  (i) Kreetor and Anco’s seeming affiliation with Yousis; (ii) the large duffel bag 

Kreetor and Anco had placed in a locker; (iii) both students left school before class began and 

fled when confronted by PO; (iv) eyePhone applications, such as Remote, make remote 

detonation of a bomb possible; and (v) Yousis has a well documented history of using Remote in 

carrying out their attacks.  Detective Marcus was only two blocks away from the school at the 

time of the search, and therefore, in believing an explosion at FCHS would endanger the public, 

she also believed her own safety was at risk.  Based on these facts, this Court holds that 

Detective Marcus had a reasonable belief that Kreetor and Anco were in the course of carrying 

out Yousis’ threat, and thus, “the exigencies of the situation made [Detective Marcus’] course 

imperative” to protect officer and public safety. Id. at 298 (quoting McDonald v. United States, 

335 U.S. 451, 456 (1948)). 

2. 
PRESERVATION OF EVIDENCE 

 
Detective Marcus’ search was also justified in order to preserve the data contained on 

Kreetor’s eyePhone.  Police officers facing situations where they believe a remote wipe of an 

individual’s phone is imminent, may be justified in conducting a warrantless search immediately 
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after arresting the individual pursuant to exigent circumstances. See Riley, 134 S. Ct. at 2487.  In 

addition to the facts mentioned above regarding officer and public safety, Detective Marcus was 

aware of the following facts regarding the potential destruction of evidence:  (i) eyePhones 

running eyeOS 8 are capable of remote deletion; (ii) a password cannot be deactivated even 

when the phone is open unless one has the password; and (iii) Anco was on the loose.  Although 

Detective Marcus had never been on a case or investigation where evidence had been remotely 

deleted from a phone, she had dealt with phones with this capability.  Additionally, Detective 

Marcus was aware of the remote deletion function and the fact that Yousis often took advantage 

of budding technology in carrying out its attacks in efforts to stay a step ahead of law 

enforcement.  Furthermore, because Detective Marcus knew that once the phone had locked she 

would not be able to access it again, it was reasonable for her to believe she was “confronted 

with a now or never situation.” Id. at 2487 (quoting Missouri v. McNeely, 133 S. Ct. 1552, 1561 

(2013)).  These facts gave rise to Detective Marcus’ reasonable belief that material evidence was 

on the phone and would be subject to an imminent remote wipe by a third party, such as Anco or 

another Yousis member.   

Accordingly, because any one of the three abovementioned exigent circumstances 

provides a valid exception to the Fourth Amendment’s warrant requirement, we hold that 

Detective Marcus’ search of Kreetor’s eyePhone constituted a lawful search under the Fourth 

Amendment.  

IV. 
THE ALL WRITS ACT 

 
We now address whether the All Writs Act provided the District Court with the authority 

to compel Orange to aid the government in unlocking Kreetor’s eyePhone pursuant to a valid 

search warrant.  Because the District Judge did not abuse his discretion in finding that such an 
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order was reasonable, we accordingly uphold the District Court’s order to compel. 

A.  
LEGAL BACKGROUND 

 
The All Writs Act (“AWA”), 28 U.S.C. § 1651, reads as follows: 

The Supreme Court and all courts established by Act of Congress may issue all 
writs necessary or appropriate in aid of their respective jurisdictions and agreeable 
to the usages and principles of law. 
 
The AWA allows courts to compel a third party—in this case, Orange— to assist the 

government with an investigation when such assistance is necessary in aiding their jurisdiction. 

See United States v. N.Y. Tel. Co., 434 U.S. 159, 172 (1977).  Under the plain language of the 

Act, there are three requirements that must be met before a court can issue an order under the 

AWA:  (i) “issuance of the writ must be ‘in aid of’ the issuing court's jurisdiction;” (ii) “the type 

of writ requested must be ‘necessary or appropriate’ to provide such aid to the issuing court's 

jurisdiction;” and (iii) “the issuance of the writ must be ‘agreeable to the usages and principles of 

law.’” See In re Order Requiring Apple, Inc. to Assist in the Execution of a Search Warrant 

Issued by this Court, 149 F. Supp. 3d 341, 350 (E.D.N.Y. 2016).   

However, even if all three requirements are met, issuance of the writ is entirely in the 

discretion of the trial judge. See id. at 351 (noting that the AWA reads that a court “may issue” 

an order, and not that it “must issue” an order).  In addition to the three textual requirements, 

there are three discretionary factors that help guide courts in their determinations. See id.  These 

three factors are as follows:  (i) the relationship between the case and the entity that the order 

seeks to compel; (ii) the reasonableness of the burden imposed on the target entity; and (iii) the 

necessity of the requested order. See id. (citing N.Y. Tel. Co., 434 U.S. at 174-78). 
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B. 
THE AWA’S MANDATORY REQUIREMENTS 

 
The Court will first address the three mandatory requirements of the AWA, taken from 

the statute itself, before turning to the discretionary factors.  For the following reasons, we affirm 

the District Court and hold that the District Judge properly concluded that the requirements of 

the AWA were met. 

1. 
IN AID OF JURISDICTION 

 
The first requirement, that an order issued under the AWA’s authority must be “in aid of” 

the court’s jurisdiction, is not contested by either side.  Because the court is in agreement that 

this requirement is satisfied, we will not conduct any further analysis. 

2. 
NECESSARY OR APPROPRIATE 

 
The second requirement is that the order must be “necessary or appropriate.”  While 

necessity is certainly a higher standard than appropriateness, the statute uses “or,” not “and,” and 

therefore, the Court believes that the order to compel Orange to remove security features 

protecting Kreetor’s eyePhone passcode was at least appropriate.  The Supreme Court has 

consistently applied the AWA in a flexible manner. See N.Y. Tel. Co., 434 U.S. at 173.  In New 

York Telephone Co., the Supreme Court held that without the telephone company’s help, the 

government would be unable to obtain the evidence for which it had lawfully procured a search 

warrant. See id. at 176.  Here too, it is also true that without the assistance of Orange, the 

government presently does not have any means to access the eyePhone and the evidence within, 

which the government had probable cause to believe was crucial to its ongoing investigation of 

Yousis.  Judge Skordalos, in dissent, condemns the government’s argument that it could not 

create technology akin to the software Orange created under the AWA order.  However, the need 
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to obtain the data on Kreetor’s phone in an attempt to locate Yousis was so pressing that forcing 

the government to create the software—if it is even possible for the government—when Orange 

could presumably do so with exponentially less time and effort renders Judge Skordalos’ 

argument unpersuasive.  Therefore, we find that the District Court correctly determined that the 

order to compel Orange was appropriate to aid their jurisdiction. 

3. 
USAGE AND PRINCIPLES OF LAW 

 
The third requirement demands that the order be “agreeable to the usages and principles 

of law.”  Unfortunately, there is little case law that provides this Court with an understanding of 

how this requirement is to be applied in the context of compelling a technology company to 

assist in removing its own security features. See In re Apple, Inc., 149 F. Supp. 3d at 353.  

However, in the most general sense, an order under the All Writs Act is “agreeable” when it does 

not violate existing law, “the manner in which the laws were developed,” and “the manner in 

which the laws have been interpreted and implemented.” Id. at 358.  Nonetheless, Kreetor has 

not persuaded the court that the order violated any existing laws, their development, 

interpretation, or implementation, and this Court is not aware of any such violations.7  As such, 

we hold that the District Court properly found this requirement to be satisfied. 

 
C. 

THE AWA’S DISCRETIONARY FACTORS 
 

Having determined all three mandatory requirements of the AWA are met, we now turn 

to the discretionary factors.  The first factor— the relationship between the case and the entity 

                                                
7 Both parties stipulated to the fact that the Communications Assistance for Law Enforcement 
Act, 47 U.S.C. §§ 1001–1010, also known as CALEA, does not address the precise issue of this 
case, and therefore, is not applicable to our AWA analysis. 
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that the order seeks to compel—is readily obvious, as Orange is the producer of the phone in 

question, and favors the issuance of the order.  The third factor is essentially the same as the 

“necessary or appropriate” requirement from the text of the AWA, and as stated above, we hold 

that this requirement was met.  Therefore, the application of the discretionary factors rests on the 

second factor—the reasonableness of the burden imposed on Orange as a result of being 

compelled to create software to remove security features.  Despite the District Court only 

identifying one of the discretionary factors—the reasonableness of the burden imposed by the 

AWA order—we affirm the decision below, and hold that the District Court did not abuse its 

discretion in concluding that the AWA order did not impose an unreasonable burden on Orange. 

1. 
REASONABLENESS OF THE BURDEN 

 
The largest burden pointed out by Judge Skordalos’ dissent, if true, would be the fact that 

if the software for removing the security features fell into the wrong hands, the privacy of 

Americans who use Orange products would be compromised.  On its face, this seems like a 

potentially unreasonable burden.  However, Judge Skordalos’ argument that this is an 

unreasonable burden must fail because the creation and protection of the software that the order 

required Orange to create is no different than the creation and protection of any device or 

software that Orange creates.  Orange already protects all of its software and trade secretes with 

the utmost care, and therefore, no additional protections would be necessary for this software to 

prevent it from falling into the wrong hands.  Furthermore, there is no evidence in the record 

that, to date, any of these trade secrets have ever been stolen or compromised in any way.  This 

argument further fails because the software that Orange created under the court order can only 

work if an individual is in physical possession of both the software and the phone.  Without 

having the eyePhone, the software is useless, and cannot be used to remotely delete a user’s 
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password protection features.  Therefore, the dissent’s argument is unpersuasive, and we hold 

that the remote possibility the software may fall into the wrong hands and compromise the 

private information of many Americans, is not an unreasonable burden. 

Judge Skordalos further argues that forcing Orange to create this software is such an 

intrusion into the free market and privacy of Americans that only the legislature should be able to 

do so.  While this Court does not disagree with Judge Skordalos’ position that in an ideal world, 

only Congress would make these decisions, this Court cannot agree with the dissent’s 

conclusion.  Simply because it would be better for Congress to legislate on this matter, the courts 

are not therefore prohibited from issuing such orders when the statutory requirements have been 

met.  To the contrary, this is one of the reasons the AWA was created in the first place. See N.Y. 

Tel. Co., 434 U.S. at 172-73. 

2. 
GOVERNMENT AND PRIVACY INTERESTS 

 
Ultimately, the reasonableness inquiry can be assessed using a familiar balancing test 

where the needs and interests of the government are weighed against individuals’ right to 

privacy.  This Court holds that the government’s need to obtain the information believed to be on 

Kreetor’s eyePhone outweighs his privacy interests in protecting sensitive personal information 

from the government.  At the time the government requested the order, Kreetor had already been 

arrested and was in custody, along with his eyePhone.  It has long been recognized that an 

individual’s right to privacy is diminished when in custody. See Riley v. California, 134 S. Ct. 

2473, 2488 (2014).  Therefore, the invasion of privacy in this instance is both reasonable, as well 

as limited—forcing Orange to create this software does not make every eyePhone user’s private 

and sensitive information any less secure because Orange would only use the software when the 

government obtains a lawful search warrant or order compelling Orange to act.   
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On the other side of the balancing test is the governmental interest in obtaining the 

information.  Here, the government’s interest is at a maximum—Yousis has been notoriously 

difficult to locate and FCPD’s knowledge of the Yousis leaders and hierarchy is quite minimal.  

According to the government, the information on the eyePhone would have been incredibly 

helpful to their ongoing investigation of Yousis.8  This interest is only amplified by the fact that 

Yousis is a violent terrorist organization that has succeeded, to a degree, in instilling fear in 

Americans through a pattern of attacks. 

We therefore hold that the District Court did not abuse its discretion in relying on the All 

Writs Act to issue the order to compelling Orange to aid the government in executing the 

lawfully obtained search warrant. 

CONCLUSION 
 

Accordingly, for the reasons set forth above, the judgment of the District Court is hereby 

AFFIRMED.  

                                                
8 The Court agrees with the District Court’s finding that the government had probable cause to 
believe this information was located on Kreetor’s eyePhone. 
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LAWRENCE, Circuit Judge, concurring in part and dissenting in part: 

I agree with the majority that the District Court did not abuse its discretion in issuing the 

AWA order.  However, I dissent from Part III of the majority’s opinion regarding exigent 

circumstances because no reasonable person, at the time of the search, would have believed that 

either a bombing or the destruction of evidence was imminent.  Therefore, I would reverse the 

District Court’s finding of exigencies, and hold Detective Marcus’ search of Kreetor’s eyePhone 

to be invalid under the Fourth Amendment. 

I. 
THE FOURTH AMENDMENT AND EXIGENT CIRCUMSTANCES 

 
I cannot join the majority’s finding of exigent circumstances in a scenario where, despite 

a police officer’s lucky guess, the facts at the time of the warrantless search would not convince 

a reasonable person that any exigencies existed.  As the majority rightly stated, the determination 

of whether exigencies existed is assessed under a reasonableness standard. See Warden, Md. 

Penitentiary v. Hayden, 387 U.S. 294, 298-300 (1967); United States v. Camou, 773 F.3d 932, 

940 (9th Cir. 2014).  However, with today’s decision, the majority has brought the standard of 

reasonableness to a dangerously low level in finding that Detective Marcus had a reasonable 

belief that the safety of herself and the public, as well as the potential imminent destruction of 

evidence, created exigencies justifying a warrantless search of Kreetor’s cellphone. 

A. 
OFFICER SAFETY AND DANGER TO THE PUBLIC 

 
The majority finds Detective Marcus’ belief that a bomb had been placed in FCHS, such 

that her safety and the public’s safety were in danger, was reasonable and justified.  The majority 

bases this determination almost entirely on the knowledge Detective Marcus gained from her 

initial investigation into potential suspects for the Yousis threat and the limited observations she 
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made of Kreetor and Anco on the morning of September 21, 2016.  While it may be easy for the 

majority to disagree with my opinion given our hindsight, warrantless searches should not be 

assessed with the benefit hindsight.  

At the time of the warrantless search, it was unreasonable for Detective Marcus to believe 

there was a bomb in the duffel bag that she saw Kreetor and Anco carry into school on that 

morning.  An exigency may exist when, from the perspective of a reasonable person, a search or 

entry is necessary to “prevent psychical harm to the officers or other persons.” Camou, 773 F.3d 

at 940.  Detective Marcus’ actions, however, are not consistent with those that a reasonable 

person would take if they believed a bomb had been brought into a high school full of faculty 

and students.  A reasonable person with this belief would not have returned to their office after 

seeing two students place a bomb bag in a locker.  Instead, a reasonable person would have taken 

any number of actions, such as stopping Kreetor and Anco when they first walked into school or 

calling the FCPD Bomb Squad immediately after the bag was placed in the locker.  However, 

Detective Marcus did none of this, leading me to conclude that it was unreasonable for her to 

believe that there was a bomb in the school, creating an exigency, such that a warrantless search 

of the eyePhone was reasonable. 

The fact that Detective Marcus observed these students exiting the building when they 

should have been in class does nothing to raise her belief that the duffel bag contained a bomb to 

the level of reasonableness.  If every high school student was tackled, handcuffed, and had their 

phones searched solely because they decided to run away from a police office who caught them 

cutting class, the American public would be outraged.  It is unfathomable that the majority 

believes the contents of Kreetor and Anco’s social media pages, combined with the presence of 

the duffel bag, turns what would ordinarily be deemed outrageous conduct by a police officer 
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into a reasonable belief that a bombing was imminent and that a warrantless search and seizure 

of a cellphone would be justified.  The majority has allowed itself to be blinded by hindsight, and 

the extremely lucky guess Detective Marcus made in correctly believing that Kreetor and Anco 

were actually in the midst of carrying out a bombing.  I by no means seek to diminish Detective 

Marcus’ efforts in this matter, as she prevented a terrible tragedy and truly is a hero, but the law 

is blind to such emotions and cannot support Detective Marcus’ unreasonable belief. 

B. 
DESTRUCTION OF EVIDENCE 

 
I also disagree with the majority’s holding that Detective Marcus’ belief in an imminent 

remote wiping of Kreetor’s eyePhone was justified.  As noted by the majority, in Detective 

Marcus’ lengthy history as a Patrol Officer and Detective, she was never involved with an 

investigation or case involving a remote wiping of a cellphone.  The majority relies on the fact 

that Detective Marcus was merely aware remote wiping was possible and that Yousis was 

technologically advanced to support its argument that she was justified in believing the phone 

would be the target of an imminent remote wipe.  Additionally, the majority believes this 

reasonableness is bolstered by Detective Marcus’ awareness that Anco had not been 

apprehended. 

Detective Marcus’ belief in an imminent remote wipe was unreasonable because she had 

never encountered a situation in which this had occurred, and other than some general 

knowledge that Yousis was technologically advanced, had no information that would lead a 

reasonable person to believe such a wipe to be imminent.  As the Supreme Court noted, there is 

no reason for courts to think remote wiping is common. See Riley v. California, 134 S. Ct. 2473, 

2486 (2014).  Since the government has not cited any specific examples of remote wiping, and 

because Detective Marcus was unaware of any actual instances of remote wipes, I would hold 
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Detective Marcus’ belief that such a wipe was imminent to be unjustified, thus rendering her 

search unreasonable and invalid under the Fourth Amendment. 

Furthermore, there are several actions Detective Marcus could have taken that would 

have allowed her to preserve the entirety of the eyePhone’s data while she applied for a valid 

search warrant. See id. at 2487.  One such action would have been to disable the eyePhone from 

its network by using what is commonly known as “airplane mode.”  Another method would have 

been to simply turn the phone off.  Because either of these methods would presumably have 

protected the evidence contained in the eyePhone from a remote wipe, Detective Marcus acted 

unreasonably in believing there was an immediate need to search the phone. 

Accepting the majority’s reasoning effectively allows all law enforcement agents to 

search the contents of any phone they discover, in a search incident to arrest, that the arresting 

officer believes has remote wiping capabilities.  The majority’s holding is directly contrary to 

Riley because law enforcement agents can now invoke the preservation of evidence exigency in 

place of the search incident to arrest exception. See id. at 2484-85.  This effectively undermines 

the Supreme Court’s recognition that smartphones deserve additional protections due to 

heightened privacy interests. See id. at 2489-91.   

In today’s world, where this technology is becoming commonplace, the majority’s 

holding subjects the vast majority of arrestees to a full search of their cellphones for evidence of 

a crime. See id. at 2490 (stating that “more than 90% of American adults [] own a cell phone”).  

Because phones can store information in numerous places, a police officer engaging in such a 

search would be unlikely to limit themselves to only a few areas of the phone.  Instead, officers 

would comb through the intimate details of an individual’s life, all while claiming they were 

looking for evidence of a crime.  This is a completely unacceptable result, and one that would 
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turn an otherwise reasonable search under exigent circumstances into an unreasonable one. See 

Camou, 773 F.3d at 940 (citing Mincey v. Arizona, 437 U.S. 385, 393 (1978)).  Cellphones 

contain more information about an individual in one place than has ever been possible before in 

human history. See Riley, 134 S. Ct. at 2490 (describing cellphones as items that “carry a cache 

of sensitive personal information”).  The majority’s decision today now makes that information 

available to law enforcement agents whenever a phone with remote wiping capabilities is 

discovered in a search incident to arrest. 

Because I believe the majority’s decision creates a dangerous precedent, I cannot join 

their opinion finding the presence of exigent circumstances, and therefore, respectfully dissent.  
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SKORDALOS, Circuit Judge, concurring in part and dissenting in part: 

The majority today holds that unelected and politically unaccountable district judges 

should have the power to force technology companies to create software allowing law 

enforcement agents to access information on devices that is protected by security features created 

by those same companies.  This holding is extraordinarily dangerous.  Such impactful and policy 

driven decisions should only be undertaken by the elected and politically accountable members 

of Congress. See Apple Inc’s Motion to Vacate Order Compelling Apple Inc. to Assist Agents in 

Search, and Opposition to Government’s Motion to Compel Assistance at 14, In re Search of an 

Apple Iphone Seized During Execution of a Search Warrant on a Black Lexus IS300, California 

License Plate 35KGD203, 2016 WL 618401, (C.D. Cal. Feb. 16, 2016) (No. ED 15-0451M) 

(citing Plum Creek Lumber Co. v. Hutton, 608 F.2d 1283, 1290 (9th Cir. 1979)) [hereinafter 

Opposition Brief for Apple, Inc.].  While I agree with the majority that exigent circumstances 

existed justifying the warrantless search of Kreetor’s eyePhone, I dissent from the majority’s 

radical decision in holding that the All Writs Act (“AWA”) provided authority for the District 

Court to issue an order compelling Orange to create the software at issue.  

I. 
THE ALL WRITS ACT  

 
While I disagree with the majority’s application of both the mandatory requirements and 

discretionary factors of the AWA, I do agree that there are both mandatory and discretionary 

factors identified in AWA case law.  I first discuss the second requirement of the AWA—

whether the order is “necessary or appropriate”—concluding that the order is neither necessary 

nor appropriate.  I then apply the discretionary factors from New York Telephone Co., which the 

majority completely ignores, to show that the burden imposed on Orange by the District Court is 

unreasonable. 
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A. 
NECESSARY OR APPROPRIATE 

 
The majority incorrectly held that the second mandatory requirement of the AWA is 

satisfied.  The majority uses United States v. New York Telephone Co., 434 U.S. 159, 172 

(1977), to support its reasoning that the order compelling Orange was “at least appropriate.” See 

supra Part.IV.B.2.  However, in New York Telephone Co., the Supreme Court noted that it was 

essentially impossible for the government to obtain the evidence, for which they lawfully 

obtained a search warrant, without either tipping off the suspects or the assistance of the 

telephone company. 434 U.S. at 175.  Our case is distinguishable from New York Telephone Co. 

in this regard for two reasons:  first, there are no concerns with preventing a suspect from 

knowing they are under government investigation here, and second, the government has not 

persuaded me that they cannot access the data on Kreetor’s phone.  Of course, the security 

features on Orange’s eyeOS 8 devices, as explained by the majority, seem secure.  But we are 

dealing with the United States government here—surely the government has enough resources 

and manpower to create software similar to the software ultimately created by Orange to 

uninstall the security features.  Simply because it would be easier to have Orange do the 

government’s work for them, does not make the order issued by the District Court either 

“necessary or appropriate.”  Therefore, I disagree with the majority that the second requirement 

of the AWA is satisfied in this case. 

B. 
NEW YORK TELEPHONE CO.’S DISCRETIONARY FACTORS 

 
Even if the three requirements are met, the District Court’s issuance of the AWA order 

was an abuse of discretion because all of the discretionary factors weigh in favor of finding that 

the order imposes an unreasonable burden on Orange.  Not only do I disagree with the majority’s 
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application of the discretionary factors they identified, but I also vehemently disagree with the 

legal framework applied by the majority in deciding this issue.  After determining if the three 

statutory requirements are met, the majority should have proceeded to weigh various factors that 

previous case law has used, not conduct an overly broad balancing of government interests and 

privacy interests.  In In re Order Requiring Apple, Inc. to Assist in the Execution of a Search 

Warrant Issued by this Court, the United States District Court for the Eastern District of New 

York distilled five factors that the Supreme Court discussed in New York Telephone Co. when 

conducting their unreasonable burdens analysis.  See 149 F. Supp. 3d 341, 369-70 (E.D.N.Y. 

2016).  In re Apple, Inc. involved the AWA and an order to compel Apple Inc., the other leading 

smartphone manufacturer in America, to assist the government in unlocking a phone. See id. at 

344.  That authority clearly shows that the analogous order in this case is wholly unreasonable 

and unduly burdensome. See id. at 368-73.  Rather than the majority’s framework, I proceed to 

analyze the reasonableness of the burdens imposed on Orange by this order under the five factors 

from New York Telephone Co., as outlined by In re Apple, Inc. 

The factors are as follows:  (i) the degree of government regulation over the entity the 

order seeks to exercise its authority over; (ii) whether that entity has an interest in 

noncompliance; (iii) whether the order compels the entity to do something it does in the normal 

course of business; (iv) whether the entity previously and voluntarily offered similar assistance 

or information to the government; and (v) the degree of effort required for the entity to comply 

with the order. See In re Apple, Inc., 149 F. Supp. 3d at 369-70.  Similar to the judgment in In re 

Apple, Inc., I conclude that each factor weighs in favor of an unreasonable burden, leading me to 

find that the District Court’s order imposed an unreasonable burden on Orange. 
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First, Orange is a non-governmental business that is not a highly regulated entity.  This 

favors a finding of an unreasonable burden. 

Second, Orange has a massive interest in noncompliance with the order. See Opposition 

Brief for Apple, Inc. at 23.  Orange would experience significant harm if, and when, these orders 

to compel become commonplace in government investigations.  All of the goodwill that Orange 

has cultivated among its customer base, by emphasizing the security of its devices, would be 

destroyed.  No consumer would feel safe with an Orange device, despite their highly touted 

eyeOS 8 security features and password encryption, because of the knowledge that software 

exists that can disable all these features.  All of the time, effort, money, and resources that 

Orange poured into developing these features would be wasted if it loses the confidence of its 

customer base. 

Furthermore, the creation of this software would make its acquisition a massive target for 

criminals around the world. See Opposition Brief for Apple at 25.  The majority reasons that 

Orange’s track record of never having had any of its important trade secrets stolen or hacked is 

proof positive that the newly created software will not fall into the wrong hands.  While it 

certainly is true that Orange’s security of its information has been stellar thus far, this does not 

mean that it always will be able to protect its information.  This is particularly true when the 

software at issue is more valuable to a bad actor than any previously created Orange software.  

Surely, the secrets of how Orange makes its eyePhones and develops its various operating 

systems could bring in quite the haul to a criminal who was able to obtain them, and then sell 

those secrets.  But having the software at issue in the hands of a criminal, where all that criminal 

needs to do is steal eyePhones and then extract all of the data from them using this software, 

would be significantly more valuable.  It would allow criminals to gain access to the most 
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sensitive personal information individuals store on their phones, such as bank accounts, social 

security numbers, credit card information, and more.  With the knowledge that obtaining this 

software could make these criminals significantly richer than obtaining and selling trade secrets, 

these criminals would have more incentive than ever before to try and obtain the software from 

Orange. 

The third factor is equally damning towards the government.  Orange has never been 

asked to create software to comply with a search warrant.  The software itself has already been 

created, but to continually comply with the avalanche of similar orders that courts are bound to 

issue in the wake of this case, Orange would essentially have to create an entirely new 

department.  This department would be responsible for maintaining the software, uploading the 

software on to devices that law enforcement brings to them, creating new software for different 

models other than the eyePhone 6S, constantly checking for quality control, insuring that each 

upload of the software does not compromise the data within, testifying at trial to their methods, 

and countless other tasks. See Opposition Brief for Apple at 13-14, 26-27.  This would cause a 

significant hardship to Orange, and in my opinion, an unreasonable one. 

While Orange has complied with previous search warrants and AWA orders compelling 

them to aid the government for their pre-eyeOS 8 devices, they have never been confronted with 

a similar order for their eyeOS 8 devices, nor have they voluntarily unlocked phones for the 

government on eyeOS 8 devices.  Thus, the fourth factor also weighs in favor of an unreasonable 

burden. 

The fifth factor again favors a finding of unreasonable burden.  As mentioned in the 

discussion of the second and third factors, Orange would incur significant and burdensome costs 

in complying with such orders.  These costs would include additional expenditures, such as 
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creating the software and creating a department to comply with court orders, as well as less 

obvious costs, such as a declining consumer base and a diminished reputation.  None of these 

costs, particularly the costs of developing the software, were present in New York Telephone Co.  

There, the order compelled the telephone company to install a pen register—something the court 

referred to as “meager assistance.” United States v. N.Y. Tel. Co., 434 U.S. 159, 174-75 (1977).  

Thus, the low degree of burden imposed on the telephone company in New York Telephone Co. 

differs greatly from the enormous burden imposed on Orange by the District Court’s order, and 

therefore, the order in our case constitutes an unreasonable burden on Orange. 

Thus, all of the factors that the majority should have considered in their burdens analysis 

weigh in favor of unreasonableness.  As such, I would find that the District Court abused its 

discretion in issuing the order under the All Writs Act. 

Because I do not believe that the All Writs Act should provide a district judge with the 

authority to issue an order to compel Orange to create the software at issue, and that such an 

order is a wild abuse of discretion, I respectfully dissent from Part IV of the majority’s opinion. 
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2. Whether the All Writs Act, 28 U.S.C. § 1651, provides a 

trial court with the authority to issue an order compelling a 

private entity to comply with a search warrant where the 

government cannot obtain potential evidence located on a 

product made by the private entity. 
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