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Certiorari was granted to review a judgment of the United
States Court of Appeals for the Second Circuit, 538 F.2d
956, reversing an order of the United States District
Court for the Southern District of New York directing
a telephone company to provide federal law enforcement
officials the facilities and technical assistance necessary for
the implementation of an order authorizing the use of pen
registers to investigate offenses which there was probable
cause to believe were being committed by means of the
telephone. The Supreme Court, Mr. Justice White, held
that: (1) Title III of the Omnibus Crime Control and Safe
Streets Act of 1968 did not govern the authorization of the
use of pen registers; (2) the district court had the power
to authorize the installation of pen registers upon finding
probable cause, and (3) the order compelling the telephone
company to provide assistance was clearly authorized
by the All Writs Act and comported with the intent of
Congress.

Judgment of Court of Appeals reversed.

Mr. Justice Stewart filed an opinion concurring in part
and dissenting in part.

Mr. Justice Stevens filed an opinion dissenting in part
in which Mr. Justice Brennan and Mr. Justice Marshall
joined, and in which Mr. Justice Stewart joined in part.

**365  *159  Syllabus *

On the basis of an FBI affidavit stating that certain
individuals were conducting an illegal gambling enterprise
at a specified New York City address and that there
was probable cause to believe that two telephones with
different numbers were being used there to further the
illegal activity, the District Court authorized the FBI
to install and use pen registers with respect to the two
telephones, and directed respondent telephone company
to furnish the FBI “all information, facilities and technical
assistance” necessary to employ the devices, which
(without overhearing oral communications or indicating
whether calls are completed) record the numbers dialed.
The FBI was ordered to compensate respondent at
prevailing rates. Respondent, though providing certain
information, refused to lease to the FBI lines that were
needed for unobtrusive installation of the pen registers,
and thereafter filed a motion in the District Court to
vacate that portion of the pen register order directing
respondent to furnish facilities and technical assistance
to the FBI, on the ground that such a directive could be
issued only in connection with a wiretap order meeting the
requirements of Title III of the Omnibus Crime Control
and Safe Streets Act of 1968. The District Court ruled
adversely to respondent, holding that pen registers are
not governed by Title III; that the court had jurisdiction
to authorize installation of the devices upon a showing
of probable cause; and that it had authority to direct
respondent to assist in **366  the installation both under
the court's inherent powers and under the All Writs
Act, which gives federal courts authority to issue “all
writs necessary or appropriate in aid of their respective
jurisdictions and agreeable to the usages and principles of
law.” Though agreeing with the District Court's Title III
rationale, and concluding that district courts have power
either inherently or as a logical derivative of Fed.Rule
Crim.Proc. 41, to authorize pen register surveillance
upon a probable-cause showing, the Court of Appeals,
affirming in part and reversing in part held that the
District Court abused its discretion in ordering respondent
to assist in installing and operating the pen registers,
and expressed concern that such a requirement could
establish an undesirable precedent for the authority of
federal courts to impress unwilling aid on private third
parties. Held :

*160  1. Title III, which is concerned only with orders
“authorizing or approving the interception of a wire or oral
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communication” does not govern the authorization of the
use of pen registers, which do not “intercept” because they
do not acquire the “contents” of communications as those
terms are defined in the statute. Moreover the legislative
history of Title III shows that the definition of “intercept”
was designed to exclude pen registers. Pp. 369–370.

2. The District Court under Fed.Rule Crim.Proc. 41 had
power to authorize the installation of the pen registers,
that Rule being sufficiently flexible to include within its
scope electronic intrusions authorized upon a finding of
probable cause. Pp. 370–371.

3. The order compelling respondent to provide assistance
was clearly authorized by the All Writs Act and
comported with the intent of Congress. Pp. 372–375.

(a) The power conferred by the Act extends, under
appropriate circumstances, to persons who (though not
parties to the original action or engaged in wrongdoing)
are in a position to frustrate the implementation of a
court order or the proper administration of justice. Here
respondent, which is a highly regulated public utility with
a duty to serve the public, was not so far removed as
a third party from the underlying controversy that its
assistance could not permissibly be compelled by the
order of the court based on a probable-cause showing
that respondent's facilities were being illegally used on a
continuing basis. Moreover, respondent concededly uses
the devices for its billing operations, detecting fraud, and
preventing law violations. And, as the Court of Appeals
recognized, provision of a leased line by respondent was
essential to fulfillment of the purpose for which the pen
register order had been issued. Pp. 372–373.

(b) The District Court's order was consistent with
a 1970 amendment to Title III providing that “[a]n
order authorizing the interception of a wire or oral
communication shall, upon request of the applicant,
direct that a communication common carrier . . .
furnish the applicant forthwith all information, facilities,
and technical assistance necessary to accomplish the
interception unobtrusively. . . .” Pp. 374–375.

2 Cir., 538 F.2d 956, reversed.

Attorneys and Law Firms

*161  Lawrence G. Wallace, Washington, D. C., for
petitioner.

George E. Ashley, New York City, for respondent.

Opinion

Mr. Justice WHITE delivered the opinion of the Court.

This case presents the question of whether a United States
District Court may properly direct a telephone company
to provide federal law enforcement officials the facilities
and technical assistance necessary for the implementation

of its order authorizing the use of pen registers 1  to
investigate **367  offenses which there was probable
cause to believe were being committed by means of the
telephone.

I

On March 19, 1976, the United States District Court
for the Southern District of New York issued an order
authorizing agents of the Federal Bureau of Investigation
(FBI) to install and use pen registers with respect to
two telephones and directing the New York Telephone
Co. (Company) to furnish the FBI “all information,
facilities and technical assistance” necessary to employ
the pen registers unobtrusively. The FBI was ordered
to compensate the Company at prevailing rates for any
assistance which it furnished. App. 6–7. The order was
issued on the basis of an affidavit submitted *162  by
an FBI agent which stated that certain individuals were
conducting an illegal gambling enterprise at 220 East 14th
Street in New York City and that, on the basis of facts
set forth therein, there was probable cause to believe that
two telephones bearing different numbers were being used
at that address in furtherance of the illegal activity. Id.,
at 1–5. The District Court found that there was probable
cause to conclude that an illegal gambling enterprise using
the facilities of interstate commerce was being conducted
at the East 14th Street address in violation of 18 U.S.C.
§§ 371 and 1952, and that the two telephones had been,
were currently being, and would continue to be used in
connection with those offenses. Its order authorized the
FBI to operate the pen registers with respect to the two
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telephones until knowledge of the numbers dialed led to
the identity of the associates and confederates of those
believed to be conducting the illegal operation or for 20
days, “whichever is earlier.”

The Company declined to comply fully with the court
order. It did inform the FBI of the location of the
relevant “appearances,” that is, the places where specific
telephone lines emerge from the sealed telephone cable.
In addition, the Company agreed to identify the relevant
“pairs,” or the specific pairs of wires that constituted the
circuits of the two telephone lines. This information is
required to install a pen register. The Company, however,
refused to lease lines to the FBI which were needed to
install the pen registers in an unobtrusive fashion. Such
lines were required by the FBI in order to install the
pen registers in inconspicuous locations away from the
building containing the telephones. A “leased line” is an
unused telephone line which makes an “appearance” in
the same terminal box as the telephone line in connection
with which it is desired to install a pen register. If the leased
line is connected to the subject telephone line, the pen
register can then be installed on the leased line at a remote
location and be monitored from that point. The *163
Company, instead of providing the leased lines, which it
conceded that the court's order required it to do, advised
the FBI to string cables from the “subject apartment” to
another location where pen registers could be installed.
The FBI determined after canvassing the neighborhood
of the apartment for four days that there was no location
where it could string its own wires and attach the pen

registers without alerting the suspects, 2  in which event, of
course, the gambling operation would cease to function.
App. 15–22.

On March 30, 1976, the Company moved in the District
Court to vacate that portion of the pen register order
directing it to furnish facilities and technical assistance to
the FBI in connection with the use of the pen registers
on the ground that such a directive could be issued
only in connection with a wiretap order conforming to
the requirements of Title III of the Omnibus Crime
Control and Safe Streets Act of 1968, 18 U.S.C. §§
2510–2520 (1970 ed. and Supp. V). It contended that
neither Fed.Rule Crim.Proc. 41 nor the All Writs Act,
**368  28 U.S.C. § 1651(a) provided any basis for such

an order. App. 10–14. The District Court ruled that pen

registers are not governed by the proscriptions of Title
III because they are not devices used to intercept oral
communications. It concluded that it had jurisdiction to
authorize the installation of the pen registers upon a
showing of probable cause and that both the All Writs Act
and its inherent powers provided authority for the order
directing the Company to assist in the installation of the
pen registers.

On April 9, 1976, after the District Court and the Court
of Appeals denied the Company's motion to stay the pen
register order pending appeal, the Company provided the

leased lines. 3

*164  The Court of Appeals affirmed in part and reversed
in part, with one judge dissenting on the ground that the
order below should have been affirmed in its entirety.
Application of United States in re Pen Register Order, 538
F.2d 956 (CA2 1976). It agreed with theDistrict Court
that pen registers do not fall within the scope of Title III
and are not otherwise prohibited or regulated by statute.
The Court of Appeals also concluded that district courts
have the power, either inherently or as a logical derivative
of Fed.Rule Crim.Proc. 41, to authorize pen register
surveillance upon an adequate showing of probable cause.
The majority held, however, that the District Court
abused its discretion in ordering the Company to assist
in the installation and operation of the pen registers. It
assumed, arguendo, that “a district court has inherent
discretionary authority or discretionary power under the
All Writs Act to compel technical assistance by the
Telephone Company,” but concluded that “in the absence
of specific and properly limited Congressional action, it
was an abuse of discretion for the District Court to order
the Telephone Company to furnish technical assistance.”

538 F.2d, at 961. 4  The majority expressed concern that
“such an order could establish a most undesirable, if not
dangerous and unwise, precedent for the authority of
federal courts to impress unwilling aid on private third
parties” and that “there is no assurance that the court will
always be able to protect [third parties] from excessive or
overzealous Government activity or compulsion.”  Id., at

962–963. 5

*165  We granted the United States' petition for certiorari
challenging the Court of Appeals' invalidation of the
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District Court's order against respondent. 6  429 U.S.
1072, 97 S.Ct. 807, 50 L.Ed.2d 789.

**369  II

[1]  [2]  We first reject respondent's contention, which is
renewed here, that the District Court lacked authority to
order the Company to provide assistance because the use
of pen registers may be authorized only in conformity with

the procedures set forth in Title III 7  for securing judicial

authority to intercept *166  wire communications. 8  Both
the language of the statute and its legislative history
establish beyond any doubt that pen registers are not

governed by Title III. 9

Title III is concerned only with orders “authorizing
or approving the interception of a wire or oral
communication . . . .” 18 U.S.C. § 2518(1) (emphasis

added). 10  Congress defined “intercept” to mean “the
aural acquisition of the contents of any wire or
oral communication through the use of any electronic,
mechanical, or other device.” *167  18 U.S.C. § 2510(4)
(emphasis added). Pen registers do not “intercept”
because they do not acquire the “contents” of
communications, as that term is defined by 18 U.S.C. §

2510(8). 11  Indeed, a law enforcement official could not
even determine from the use of a pen register whether a
communication existed. These devices do not hear sound.
They disclose only the telephone numbers that have been
dialed—a means of establishing communication. Neither
the purport of any communication between the caller
and the recipient of the call, their identities, nor whether
the call was even completed is disclosed by pen registers.
Furthermore, pen registers do not accomplish the “aural
acquisition” of **370  anything. They decode outgoing
telephone numbers by responding to changes in electrical
voltage caused by the turning of the telephone dial (or
the pressing of buttons on pushbutton telephones) and
present the information in a form to be interpreted by sight

rather than by hearing. 12

The legislative history confirms that there was no
congressional intent to subject pen registers to the
requirements of Title III. The Senate Report explained

that the definition of “intercept” was designed to exclude
pen registers:
“Paragraph 4 [of § 2510] defines ‘intercept’ to include
the aural acquisition of the contents of any wire or oral
communication by any electronic, mechanical, or other
device. Other forms of surveillance are not within the
proposed legislation. . . . The proposed legislation is not
designed to prevent the tracing of phone calls. The use
of a ‘pen register,’ for example would be permissible. But
see United States v. Dote, 371 F.2d 176 (7th 1966). The
proposed legislation is intended to protect the privacy
of the communication itself and not the means of *168
communication.” S.Rep.No.1097, 90th Cong., 2d Sess.,

90 (1968). 13

It is clear that Congress did not view pen registers as
posing a threat to privacy of the same dimension as the
interception of oral communications and did not intend to
impose Title III restrictions upon their use.

III

[3]  [4]  We also agree with the Court of Appeals that
the District Court had power to authorize the installation

of the pen registers. 14  It is undisputed that the order
in this case was predicated upon a proper finding of
probable cause, and no claim is made that it was in
any way inconsistent with the *169  Fourth Amendment.
Federal Rule Crim.Proc. 41(b) authorizes the issuance of
a warrant to:

“search for and seize any (1) property that constitutes
evidence of the commission of a criminal offense; or
(2) contraband, the fruits of crime, or things otherwise
criminally possessed; or (3) property designed or intended
for use or which is or has been used as the means of
committing a criminal offense.”
This authorization is broad enough to encompass a
“search” designed to ascertain the use which is being
made of a telephone suspected of being employed as
a means of facilitating a criminal venture and the
“seizure” of evidence which the “search” of the telephone
produces. Although Rule 41(h) defines property “to
include documents, books, papers and any other tangible
objects,” it does not restrict or purport to exhaustively
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enumerate all the items which **371  may be seized

pursuant to Rule 41. 15  Indeed, we recognized inKatz v.
United States, 389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d
576 (1967), which held that telephone conversations were
protected by the Fourth Amendment, that Rule 41 is
not limited to tangible items but is sufficiently flexible to
include within its scope electronic intrusions authorized
upon a finding of probable cause. 389 U.S., at 354–356,

and n. 16, 88 S.Ct., at 513. 16  See also Osborn v. United
States, 385 U.S. 323, 329–331, 87 S.Ct. 429, 433, 17
L.Ed.2d 394 (1966).

*170  Our conclusion that Rule 41 authorizes the
use of pen registers under appropriate circumstances is
supported by Fed.Rule Crim.Proc. 57(b), which provides:
“If no procedure is specifically prescribed by rule, the
court may proceed in any lawful manner not inconsistent

with these rules or with any applicable statute.” 17

Although we need not and do not decide whether Rule
57(b) by itself would authorize the issuance of pen
register orders, it reinforces our conclusion that Rule 41
is sufficiently broad to include seizures of intangible items
such as dial impulses recorded by pen registers as well as
tangible items.

Finally, we could not hold that the District Court lacked
any power to authorize the use of pen registers without
defying the congressional judgment that the use of pen
registers “be permissible.” S.Rep.No.1097, supra, at 90.
Indeed, it would be anomalous to permit the recording
of conversations by means of electronic surveillance
while prohibiting the far lesser intrusion accomplished by
pen registers. Congress intended no such result. We are
unwilling to impose it in the absence of some showing
that the issuance of such orders would be inconsistent with

Rule 41. Cf. Rule 57(b), supra. 18

*171  **372  IV

[5]  The Court of Appeals held that even though the
District Court had ample authority to issue the pen
register warrant and even assuming the applicability of
the All Writs Act, the order compelling the Company
to provide technical assistance constituted an abuse of
discretion. Since the Court of Appeals conceded that a

compelling case existed for requiring the assistance of the
Company and did not point to any fact particular to this
case which would warrant a finding of abuse of discretion,
we interpret its holding as generally barring district courts
from ordering any party to assist in the installation or
operation of a pen register. It was apparently concerned
that sustaining the District Court's order would authorize
courts to compel third parties to render assistance without
limitation regardless of the burden involved and pose a
severe threat to the autonomy of third parties who for
whatever reason prefer not to render such assistance.
Consequently the Court of Appeals concluded that courts
should not *172  embark upon such a course without
specific legislative authorization. We agree that the power
of federal courts to impose duties upon third parties is not
without limits; unreasonable burdens may not be imposed.
We conclude, however, that the order issued here against
respondent was clearly authorized by the All Writs Act

and was consistent with the intent of Congress. 19

The All Writs Act provides:
“The Supreme Court and all courts established by Act of
Congress may issue all writs necessary or appropriate in
aid of their respective jurisdictions and agreeable to the
usages and principles of law.” 28 U.S.C. § 1651(a).

The assistance of the Company was required here to
implement a pen register order which we have held the
District Court was empowered to issue by Rule 41. This
Court has repeatedly recognized the power of a federal
court to issue such commands under the All Writs Act
as may be necessary or appropriate to effectuate and
prevent the frustration of orders it has previously issued
in its exercise of jurisdiction otherwise obtained: “This
statute has served since its inclusion, in substance, in
the original Judiciary Act as a ‘legislatively approved
source of procedural instruments designed to achieve “the
rational ends of law.” ’ ” Harris v. Nelson, 394 U.S. 286,
299, 89 S.Ct. 1082, 1090, 22 L.Ed.2d 281 (1969), quoting
Price v. Johnston, 334 U.S. 266, 282, 68 S.Ct. 1049, 1058,
92 L.Ed. 1356 (1948). Indeed, “[u]nless appropriately
confined by *173  Congress, a federal court may avail
itself of all auxiliary writs as aids in the performance of its
duties, when the use of such historic aids is calculated in
its sound judgment to achieve the ends of justice entrusted
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to it.” Adams v. United States ex rel. McCann, 317 U.S.
269, 273, 63 S.Ct. 236, 238, 87 L.Ed. 268 (1942).

The Court has consistently applied the Act flexibly in
conformity with these principles. Although § 262 of
the Judicial Code, the predecessor to § 1651, did not
expressly authorize courts, as does § 1651, to issue writs
“appropriate” to the proper exercise of their jurisdiction
but only “necessary” writs, Adams held that these
supplemental powers are not limited to those situations
where it is “necessary” to issue the writ or order “in the
sense that the court could not **373  otherwise physically
discharge its appellate duties.” 317 U.S., at 273, 63 S.Ct.,
at 239. In Price v. Johnston, supra, § 262 supplied the
authority for a United States Court of Appeals to issue an
order commanding that a prisoner be brought before the
court for the purpose of arguing his own appeal. Similarly,
in order to avoid frustrating the “very purpose” of 28
U.S.C. § 2255, § 1651 furnished the District Court with
authority to order that a federal prisoner be produced in
court for purposes of a hearing. United States v. Hayman,
342 U.S. 205, 220–222 (1952). The question in Harris
v. Nelson, supra, was whether, despite the absence of
specific statutory authority, the District Court could issue
a discovery order in connection with a habeas corpus
proceeding pending before it. Eight Justices agreed that
the district courts have power to require discovery when
essential to render a habeas corpus proceeding effective.
The Court has also held that despite the absence of
express statutory authority to do so, the Federal Trade
Commission may petition for, and a Court of Appeals
may issue, pursuant to § 1651, an order preventing a
merger pending hearings before the Commission to avoid
impairing or frustrating the Court of Appeals' appellate
jurisdiction. FTC v. Dean Foods Co., 384 U.S. 597, 86 S.Ct.
1738, 16 L.Ed.2d 802 (1966).
*174  [6]  The power conferred by the Act extends, under

appropriate circumstances, to persons who, though not
parties to the original action or engaged in wrongdoing,
are in a position to frustrate the implementation of a court
order or the proper administration of justice, Mississippi
Valley Barge Line Co. v. United States, 273 F.Supp. 1, 6
(E.D.Mo.1967), summarily aff'd, 389 U.S. 579, 88 S.Ct.
692, 19 L.Ed.2d 779 (1968); Board of Education v. York,
429 F.2d 66 (CA10 1970), cert. denied, 401 U.S. 954, 91
S.Ct. 968, 28 L.Ed.2d 237 (1971), and encompasses even
those who have not taken any affirmative action to hinder

justice. United States v. McHie, 196 F. 586 (N.D.Ill.1912);
United States v. Field, 193 F.2d 92, 95–96 (CA2), cert.

denied, 342 U.S. 894, 72 S.Ct. 202, 96 L.Ed. 670 (1951). 20

Turning to the facts of this case, we do not think that
the Company was a third party so far removed from the
underlying controversy that its assistance could not be
permissibly compelled. A United States District Court
found that there was probable cause to believe that the
Company's facilities were being employed to facilitate
a criminal enterprise on a continuing basis. For the
Company, with this knowledge, to refuse to supply the
meager assistance required by the FBI in its efforts
to put an end to this venture threatened obstruction
of an investigation which would determine whether the
Company's facilities were being lawfully used. Moreover,
it can hardly be contended that the Company, a highly

regulated public utility with a duty to serve the public, 21

had a substantial interest in not providing assistance.
Certainly the use of pen registers is by no means offensive
to it. The Company concedes that it regularly employs
such devices without court order for the purposes of
checking billing operations, detecting fraud, and *175

preventing violations of law. 22  It also agreed to supply
the FBI with all the information required to install its own
pen registers. Nor was the District Court's order in any
way burdensome. The order provided that the Company
be fully reimbursed at prevailing rates, and compliance
with it required minimal effort on the part of the Company
and no disruption to its operations.

**374  Finally, we note, as the Court of Appeals
recognized, that without the Company's assistance there is
no conceivable way in which the surveillance authorized
by the District Court could have been successfully

accomplished. 23  The FBI, after an exhaustive search,
was unable to find a location where it could install
its own pen registers without tipping off the targets of
the investigation. The provision of a leased line by the
Company was essential to the fulfillment of the purpose
—to learn the identities of those connected with the
gambling operation—for which the pen register order had

been issued. 24

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1942123344&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_708_238&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_708_238
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1942123344&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_708_238&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_708_238
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS1651&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS1651&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1942123344&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_708_239&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_708_239
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1942123344&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_708_239&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_708_239
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS2255&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS2255&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS1651&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1952119672&pubNum=780&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_780_220&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_780_220
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1952119672&pubNum=780&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_780_220&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_780_220
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=28USCAS1651&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1966131590&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1966131590&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1967113868&pubNum=345&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_345_6&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_345_6
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1967113868&pubNum=345&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_345_6&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_345_6
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1967113868&pubNum=345&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_345_6&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_345_6
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1968213682&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1968213682&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1970119215&pubNum=350&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1970119215&pubNum=350&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1971243245&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1971243245&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1912101848&pubNum=348&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1952119626&pubNum=350&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&fi=co_pp_sp_350_95&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_sp_350_95
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1951202169&pubNum=708&originatingDoc=I650596429c9711d9bc61beebb95be672&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)


For Educational Use Only

U.S. v. New York Tel. Co., 434 U.S. 159 (1977)

98 S.Ct. 364, 54 L.Ed.2d 376

 © 2016 Thomson Reuters. No claim to original U.S. Government Works. 7

*176  The order compelling the Company to provide
assistance was not only consistent with the Act but also
with more recent congressional actions. As established
in Part II, supra, Congress clearly intended to permit
the use of pen registers by federal law enforcement
officials. Without the assistance of the Company in
circumstances such as those presented here, however,
these devices simply cannot be effectively employed.
Moreover, Congress provided in a 1970 amendment to
Title III that “[a]n order authorizing the interception
of a wire or oral communication shall, upon request
of the applicant, direct that a communication common
carrier . . . shall furnish the applicant forthwith all
information, facilities, and technical assistance necessary
to accomplish the interception unobtrusively . . . .” 18
U.S.C. § 2518(4). In light of this direct *177  command
to federal courts to compel, upon request, any assistance
necessary to accomplish an electronic interception, it
would be remarkable if Congress thought it beyond the
power of the federal courts to exercise, where required,
a discretionary authority to order telephone companies
to assist in the installation and operation **375  of
pen registers, which accomplish a far lesser invasion of

privacy. 25  We are convinced that *178  to prohibit the
order challenged here would frustrate the clear indication
by Congress that the pen register is a permissible law
enforcement tool by enabling a public utility to thwart a
judicial determination that its use is required to apprehend
and prosecute successfully those employing the utility's
facilities to conduct a criminal venture. The contrary
judgment of the Court of Appeals is accordingly reversed.

So ordered.
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Background:  Following denial of his mo-
tion to suppress, defendant was convicted
in the United States District Court for the
Southern District of California, Marilyn L.
Huff, J., of possession of child pornogra-
phy, and he appealed.

Holdings:  The Court of Appeals, Preger-
son, Circuit Judge, held that:

(1) Border Patrol agent’s warrantless
search of arrestee’s cell phone did not
fall within scope of exception to Fourth
Amendment’s warrant requirement for
searches incident to lawful arrest;

(2) search did not fall within scope of exi-
gency exception;

(3) search did not fall within scope of vehi-
cle exception;

(4) search did not fall within scope of inev-
itable discovery exception to exclusion-
ary rule; and

(5) search did not fall within scope of good
faith exception to exclusionary rule.

Reversed.

1. Criminal Law O1139, 1158.12

Court of Appeals reviews de novo dis-
trict court’s denial of motion to suppress,
and reviews its underlying factual findings
for clear error.
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2. Criminal Law O1139

Court of Appeals reviews de novo ap-
plication of good faith and inevitable dis-
covery exceptions to exclusionary rule.

3. Arrest O71.1(4.1)

Search incident to lawful arrest excep-
tion to general rule that warrantless
searches violate Fourth Amendment allows
police officer making lawful arrest to con-
duct search of area within arrestee’s im-
mediate control, that is, area from within
which arrestee might gain possession of
weapon or destructible evidence.  U.S.C.A.
Const.Amend. 4.

4. Arrest O71.1(4.1)

Search incident to arrest must be lim-
ited to arrestee’s person or areas in arres-
tee’s immediate control at time of arrest.
U.S.C.A. Const.Amend. 4.

5. Arrest O71.1(8)

Search incident to arrest must be spa-
tially and temporally incident to arrest.
U.S.C.A. Const.Amend. 4.

6. Aliens, Immigration, and Citizenship
O456

Border Patrol agent’s warrantless
search of arrestee’s cell phone was not
spatially and temporally incident to arrest,
and thus did not fall within scope of excep-
tion to Fourth Amendment’s warrant re-
quirement for searches incident to lawful
arrest, where one hour and twenty min-
utes passed between arrest and agent’s
search of cell phone, suspects were re-
strained with handcuffs, moved from
checkpoint area to security offices, and
processed, agents moved cell phone from
vehicle into security offices, inventoried
phone as seized item, and moved phone
into interview rooms, and suspects were
interviewed as part of booking process.
U.S.C.A. Const.Amend. 4.

7. Searches and Seizures O42.1
Under exigency exception to Fourth

Amendment’s warrant requirement, offi-
cers may make warrantless search if:  (1)
they have probable cause to believe that
item or place to be searched contains evi-
dence of crime, and (2) they are facing
exigent circumstances that require imme-
diate police action.  U.S.C.A. Const.
Amend. 4.

8. Searches and Seizures O42.1
To be reasonable, search under exi-

gency exception to Fourth Amendment’s
warrant requirement must be limited in
scope so that it is strictly circumscribed by
exigencies that justify its initiation.
U.S.C.A. Const.Amend. 4.

9. Arrest O71.1(8)
 Searches and Seizures O45

Border Patrol agent’s warrantless
search of arrestee’s cell phone did not fall
within scope of exigency exception to
Fourth Amendment’s warrant require-
ment, where agents had secured cell
phone, search occurred one hour and twen-
ty minutes after suspect’s arrest, there
was no indication that agent believed call
logs on cell phone were volatile and that
search was necessary to prevent loss of
recent call data, and search exceeded
scope of any possible exigency by extend-
ing search beyond call logs to examine
phone’s photographs and videos.  U.S.C.A.
Const.Amend. 4.

10. Searches and Seizures O62, 65
Under vehicle exception to Fourth

Amendment’s warrant requirement, offi-
cers may search vehicle and any containers
found therein without warrant, so long as
they have probable cause.  U.S.C.A.
Const.Amend. 4.

11. Searches and Seizures O61
Vehicle exception to Fourth Amend-

ment’s warrant requirement is motivated
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by supposedly lower expectation of privacy
individuals have in their vehicles as well as
mobility of vehicles, which allows evidence
contained within those vehicles to be easily
concealed from police.  U.S.C.A. Const.
Amend. 4.

12. Searches and Seizures O62

So long as officers had probable cause
to believe that car had evidence of criminal
activity when they seized container from
inside car, they may delay searching it, but
delays must be reasonable in light of all
circumstances.  U.S.C.A. Const.Amend. 4.

13. Searches and Seizures O65

Suspect’s cell phone was not ‘‘contain-
er,’’ and thus Border Patrol agent’s search
of cell phone did not fall within scope of
vehicle exception to Fourth Amendment’s
warrant requirement, even if agents had
probable cause to believe suspect’s truck
contained evidence of criminal activity
once they saw undocumented alien lying
down behind truck’s seats; cell phones dif-
fered from other object that officers might
find in vehicle, and implicated different
privacy concerns.  U.S.C.A. Const.Amend.
4.

 See publication Words and Phras-
es for other judicial constructions
and definitions.

14. Criminal Law O392.4(2)

Exclusionary rule allows courts to
suppress evidence obtained as result of
unconstitutional search or seizure.
U.S.C.A. Const.Amend. 4.

15. Criminal Law O392.39(12),
392.49(10)

If government can establish by pre-
ponderance of evidence that unlawfully ob-
tained information ultimately or inevitably
would have been discovered by lawful
means, exclusionary rule will not apply.
U.S.C.A. Const.Amend. 4.

16. Criminal Law O392.39(12)

Photographs found as result of Border
Patrol agent’s warrantless search of alien
smuggling suspect’s cell phone did not fall
within scope of inevitable discovery excep-
tion to exclusionary rule in child pornogra-
phy prosecution, where suspect was never
charged with alien smuggling, and agents
made no attempt to obtain warrant.
U.S.C.A. Const.Amend. 4.

17. Criminal Law O392.38(1)

When officer executing unconstitution-
al search acted in good faith, or on objec-
tively reasonable reliance, exclusionary
rule does not apply.  U.S.C.A. Const.
Amend. 4.

18. Criminal Law O392.49(2)

To establish good faith exception to
exclusionary rule, burden of demonstrating
good faith rests with government.
U.S.C.A. Const.Amend. 4.

19. Criminal Law O392.38(14)

Photographs found as result of Border
Patrol agent’s warrantless search of alien
smuggling suspect’s cell phone did not fall
within scope of good faith exception to
exclusionary rule in child pornography
prosecution, where governing law at time
of search made clear that search incident
to arrest had to be contemporaneous with
arrest, and search did not occur until one
hour and 20 minutes after arrest.
U.S.C.A. Const.Amend. 4.

James Fife and Jason Ser, Federal De-
fenders of San Diego, Inc., San Diego, CA,
for Defendant–Appellant.

Alessandra P. Serano, Assistant United
States Attorney, San Diego, CA, for Plain-
tiff–Appellee.
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Appeal from the United States District
Court for the Southern District of Califor-
nia, Marilyn L. Huff, District Judge, Pre-
siding.  D.C. No. 3:11–cr–05027–H–1.

Before:  HARRY PREGERSON and
RAYMOND C. FISHER, Circuit Judges,
and JAMES S. GWIN, District Judge.*

OPINION

PREGERSON, Circuit Judge:

Chad Camou appeals the district court’s
denial of his motion to suppress images of
child pornography found on his cell phone
during a warrantless search.  We have
jurisdiction pursuant to 28 U.S.C. § 1291.
We reverse.

FACTUAL & PROCEDURAL
BACKGROUND

I. Camou’s Arrest and the Seizure of
Camou’s Cell Phone at 10:40 p.m.

On August 1, 2009, United States Bor-
der Patrol agents stopped a truck belong-
ing to Chad Camou at a primary inspection
checkpoint on Highway 86 in Westmor-
land, California.  Camou was driving the
truck, while his girlfriend, Ashley Lundy,
sat in the passenger seat.  Agents at the
checkpoint grew suspicious when Lundy
did not make eye contact, so they asked
Camou if they could open the door to the
truck.  Once they opened the door, the
agents saw Alejandro Martinez–Ramirez
(Martinez–Ramirez), an undocumented im-
migrant, lying on the floor behind the
truck’s front seats.  Consequently, at
about 10:40 p.m., agents arrested and
handcuffed Camou, Lundy, and Martinez–
Ramirez.  At the same time, agents also
seized Camou’s truck and a cell phone
found in the cab of the truck.  Agents then

moved Camou, Lundy, and Martinez–Ra-
mirez into the checkpoint’s security offices
for booking.

II. Agents Processed, Booked, and In-
terviewed Camou at the Security
Offices

Once at the checkpoint’s security offices,
Border Patrol agents processed and
booked Camou and Lundy.  At some point
during the booking process, Border Patrol
Agent Andrew Baldwin inventoried Cam-
ou’s cell phone as ‘‘seized property and
evidence.’’

Agents then began to interview Camou
and Lundy.  Lundy was given Miranda
warnings.  It is unclear whether Camou
was given Miranda warnings or whether
he said anything to the agents at this
point.  Neither Camou nor Lundy asked
for an attorney.

During Lundy’s initial interview with
Border Patrol Agent Richard Walla, Lun-
dy waived her Miranda rights and ex-
plained that, before she and Camou picked
up Martinez–Ramirez, Camou had re-
ceived a phone call from Jessie, a.k.a.
‘‘Mother Teresa.’’  ‘‘Mother Teresa’’ ar-
ranged for Camou to pick up Martinez–
Ramirez in Calexico, California and trans-
port him to either Palm Desert, California
or Coachella, California.  During Lundy’s
interview, Camou’s cell phone rang several
times.  The caller identification screen on
the phone displayed the phone number
that Lundy had identified as belonging to
‘‘Mother Teresa.’’  Agents asked Camou if
the cell phone belonged to him.  Camou
replied, ‘‘Yes.’’

Border Patrol Agents Jason Masney and
Ciudad Real attempted to further inter-
view Martinez–Ramirez, Camou, and Lun-

* The Honorable James S. Gwin, District Judge
for the U.S. District Court for the Northern

District of Ohio, sitting by designation.
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dy.  Martinez–Ramirez told the agents
that he had been in the car for about forty
minutes and that Camou had planned to
take him to Los Angeles.  Camou invoked
his right to remain silent.  Lundy, mean-
while, agreed to answer more questions.
She told the agents that she and Camou
had been smuggling undocumented immi-
grants about eight times per month for
about nine months.  She explained that
Camou would receive phone calls from
smugglers on his cell phone both before
and after passing the Highway 86 check-
point.

III. Warrantless Search of Camou’s
Cell Phone at 12:00 a.m.

At 12:00 a.m., one hour and twenty min-
utes after Camou’s arrest, Agent Walla
searched Camou’s cell phone.  In his sub-
sequent report, Agent Walla claimed he
was looking for evidence of ‘‘known smug-
gling organizations and information related
to the case.’’  Agent Walla did not assert
that the search was necessary to prevent
the destruction of evidence or to ensure his
or anyone else’s safety.

Agent Walla searched the call logs of
the cell phone and discovered several re-
cent calls from ‘‘Mother Teresa.’’  Agent
Walla closed the call logs screen and
opened the videos stored on the phone’s
internal memory.  He saw several videos
that appeared to be taken near the Calexi-
co, California Port of Entry.  He then
closed the videos and opened the photo-
graphs, which were also stored on the
phone’s internal memory.  He ‘‘scrolled
quickly through about 170 of the images
before stopping.  Of the images he viewed,
about 30 to 40 were child pornography.
Walla was disturbed by the images and
stopped reviewing the contents of the
phone.’’

After stopping the search, Agent Walla
called U.S. Immigration and Customs En-

forcement, the Imperial County Sheriff’s
Office, and the FBI to pursue child por-
nography charges against Camou.  Assis-
tant United States Attorney John Weis at
the El Centro Sector Prosecutions Office
did not pursue alien smuggling charges
against Camou because Weis decided that
the smuggling case against Camou ‘‘did
not meet prosecution guidelines.’’  Weis
informed Border Patrol agents of his deci-
sion the same day Camou’s cell phone was
searched by Agent Walla.

Several days later, on August 5, 2009,
the FBI executed a federal warrant to
search Camou’s cell phone for child por-
nography.  Pursuant to the warrant, the
FBI found several hundred images of child
pornography on the cell phone.

IV. District Court Proceedings

A grand jury indicted Camou for posses-
sion of child pornography in violation of 18
U.S.C. § 2252(a)(4)(B).  Camou moved the
district court to suppress the child pornog-
raphy images found on his cell phone, ar-
guing that the warrantless search of his
cell phone at the checkpoint’s security of-
fices violated his Fourth Amendment
rights.  The district court denied Camou’s
motion.  The district court found that the
search of the phone was a lawful search
incident to arrest 

Camou entered a conditional guilty plea
to possession of child pornography in viola-
tion of 18 U.S.C. § 2252(a)(4)(B).  Camou
was sentenced to thirty-seven months in
prison followed by five years of supervised
release.  Camou is currently serving his
prison sentence.  Camou appeals the dis-
trict court’s denial of his motion to sup-
press.
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STANDARD OF REVIEW

[1, 2] We review de novo the district
court’s denial of a motion to suppress.
United States v. Song Ja Cha, 597 F.3d
995, 999 (9th Cir.2010).  We review the
district court’s underlying factual findings
for clear error.  Id. We review de novo the
application of the good faith and inevitable
discovery exceptions to the exclusionary
rule.  United States v. Krupa, 658 F.3d
1174, 1179 (9th Cir.2011).

DISCUSSION

Camou argues that the warrantless
search of his cell phone was unconstitu-
tional because the search was not incident
to arrest, and no other exceptions to the
warrant requirement apply.  

  We agree.

I. Search Incident to Arrest

[3] A search incident to a lawful arrest
is an exception to the general rule that
warrantless searches violate the Fourth
Amendment.  The exception allows a po-
lice officer making a lawful arrest to con-
duct a search of the area within the arres-
tee’s ‘‘immediate control,’’ that is, ‘‘the
area from within which [an arrestee] might
gain possession of a weapon or destructible
evidence.’’  Chimel v. California, 395 U.S.
752, 763, 89 S.Ct. 2034, 23 L.Ed.2d 685
(1969) (internal quotation marks omitted),
abrogated on other grounds by Arizona v.
Gant, 556 U.S. 332, 344, 129 S.Ct. 1710,
173 L.Ed.2d 485 (2009).

[4] The first requirement of a search
incident to arrest is that the search be
limited to the arrestee’s person or areas in
the arrestee’s ‘‘immediate control’’ at the
time of arrest.  Gant, 556 U.S. at 339, 129
S.Ct. 1710;  Chimel, 395 U.S. at 763, 89
S.Ct. 2034;  United States v. Turner, 926
F.2d 883, 887 (9th Cir.1991).  The ‘‘imme-
diate control’’ requirement ensures that a
search incident to arrest will not exceed
the rule’s two original purposes of protect-
ing arresting officers and preventing the
arrestee from destroying evidence:  ‘‘If
there is no possibility that an arrestee
could reach into the area that law enforce-
ment officers seek to search, both justifica-
tions for the search-incident-to-arrest ex-
ception are absent and the rule does not
apply.’’  Gant, 556 U.S. at 339, 129 S.Ct.
1710.1

[5]     

  

  

  

  

1. One exception to the immediate control re-
quirement, however, occurs in the vehicle
context.  Where the search incident to arrest
is of a vehicle, the Supreme Court has held:
‘‘Although it does not follow from Chimel, we
also conclude that circumstances unique to
the vehicle context justify a search incident to

lawful arrest when it is ‘reasonable to believe
evidence relevant to the crime of the arrest
might be found in the vehicle.’ ’’ Gant, 556
U.S. at 343, 129 S.Ct. 1710 (emphasis added)
(quoting Thornton v. United States, 541 U.S.
615, 632, 124 S.Ct. 2127, 158 L.Ed.2d 905
(2004) (Scalia, J., concurring in judgment)).
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II. Two Other Exceptions to the War-
rant Requirement:  the Exigency
Exception & the Vehicle Exception

Several of the government’s arguments
more properly fall under the exigency and
vehicle exceptions.  For the reasons ex-

2. 
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plained below, we conclude that neither of
these exceptions is met.

A. The Exigency Exception

[7, 8] Under the exigency exception,
officers may make a warrantless search if:
(1) they have probable cause to believe
that the item or place to be searched con-
tains evidence of a crime, and (2) they are
facing exigent circumstances that require
immediate police action.  See Warden, Md.
Penitentiary v. Hayden, 387 U.S. 294,
298–301, 87 S.Ct. 1642, 18 L.Ed.2d 782
(1967) (upholding a warrantless search
where ‘‘the exigencies of the situation
made that course imperative’’).  We have
defined exigent circumstances as ‘‘those
circumstances that would cause a reason-
able person to believe that entry [or
search] TTT was necessary to prevent
physical harm to the officers or other per-
sons, the destruction of relevant evidence,
the escape of the suspect, or some other
consequence improperly frustrating legiti-
mate law enforcement efforts.’’  United
States v. McConney, 728 F.2d 1195, 1199
(9th Cir.1984) (en banc), overruled on oth-
er grounds by Estate of Merchant v.
Comm’r, 947 F.2d 1390, 1392–93 (9th Cir.
1991).  To be reasonable, a search under
this exception must be limited in scope so
that it is ‘‘strictly circumscribed by the
exigencies which justify its initiation.’’
Mincey v. Arizona, 437 U.S. 385, 393, 98
S.Ct. 2408, 57 L.Ed.2d 290 (1978) (internal
quotation marks omitted);  see also United
States v. Reyes–Bosque, 596 F.3d 1017,
1029 (9th Cir.2010) (‘‘In order to prove
that the exigent circumstances doctrine
justified a warrantless search, the govern-
ment must [also] show that TTT the
search’s scope and manner were reason-
able to meet the need.’’).

After we submitted this case, the Su-
preme Court granted the petition for writ
of certiorari in Riley v. California, –––

U.S. ––––, 134 S.Ct. 999, 187 L.Ed.2d 847
(2014), on January 17, 2014, to answer the
following question:  ‘‘Whether evidence ad-
mitted at petitioner’s trial was obtained in
a search of petitioner’s cell phone that
violated petitioner’s Fourth Amendment
rights.’’  We then vacated submission of
this case pending the Supreme Court’s
decision in Riley.  On June 25, 2014, the
Supreme Court issued its unanimous deci-
sion in Riley v. California, ––– U.S. ––––,
134 S.Ct. 2473, 189 L.Ed.2d 430 (2014),
holding that ‘‘a warrant is generally re-
quired before TTT a search [of a cell
phone], even when a cell phone is seized
incident to arrest.’’  Id. at 2493.  The
Court went on, however, to note that ‘‘oth-
er case-specific exceptions may still justify
a warrantless search of a particular
phone.’’  Id. at 2494.  Specifically, the exi-
gency exception ‘‘could include the need to
prevent the imminent destruction of evi-
dence in individual cases, to pursue a flee-
ing suspect, and to assist persons who are
seriously injured or are threatened with
imminent injury.’’  Id.

[9] Even if there was probable cause
to search Camou’s cell phone, we conclude
that the government failed to meet the
second prong of the exigency exception:
exigent circumstances that require imme-
diate police action.

The government argues that ‘‘the vola-
tile nature of call logs and other cell phone
information with the passing of time’’ pre-
sented an exigent circumstance.  Riley
forecloses this argument.  There, the
Court determined that ‘‘once law enforce-
ment officers have secured a cell phone,
there is no longer any risk that the arres-
tee himself will be able to delete incrimina-
ting data from the phone.’’  Riley, 134
S.Ct. at 2486.  And although ‘‘information
on a cell phone may nevertheless be vul-
nerable to TTT remote wiping,’’ there is
‘‘little reason to believe that [this] problem
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is prevalent.’’ Id. And, ‘‘as to remote wip-
ing, law enforcement is not without specific
means to address the threat.  Remote wip-
ing can be fully prevented by disconnect-
ing the phone from the network.’’  Id. at
2487.  When ‘‘the police are truly confront-
ed with a ‘now or never’ situation—for
example, circumstances suggesting that a
defendant’s phone will be the target of an
imminent remote-wipe attempt—they may
be able to rely on exigent circumstances to
search the phone immediately.’’  Id. (inter-
nal quotation marks omitted).  Here, the
search of Camou’s cell phone occurred one
hour and twenty minutes after his arrest.
This was not an ‘‘imminent’’ ‘‘now or never
situation’’ such that the exigency exception
would apply.  Moreover, the record does
not indicate that Agent Walla believed the
call logs on Camou’s cell phone were vola-
tile and that a search of Camou’s phone
was necessary to prevent the loss of recent
call data.

And even if we were to assume that the
exigencies of the situation permitted a
search of Camou’s cell phone to prevent
the loss of call data, the search’s scope was
impermissibly overbroad.  The search in
this case went beyond contacts and call
logs to include a search of hundreds of
photographs and videos stored on the
phone’s internal memory.  Thus, Agent
Walla exceeded the scope of any possible
exigency by extending the search beyond
the call logs to examine the phone’s photo-
graphs and videos.  See State v. Carroll,
322 Wis.2d 299, 778 N.W.2d 1, 12 (2010)
(holding that the exigency exception justi-
fied the answering of an incoming call on
the defendant’s cell phone but did not jus-
tify a search of images stored on the phone
‘‘because there were no exigent circum-
stances at the time requiring [the officer]
to review the gallery or other data stored
on the phone.  That data was not in imme-
diate danger of disappearing before [the
officer] could obtain a warrant.’’).  We

therefore conclude that the search of Cam-
ou’s cell phone is not excused under the
exigency exception to the warrant require-
ment.

B. The Vehicle Exception
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CONCLUSION

For the foregoing reasons, we RE-
VERSE the district court’s denial of Cam-
ou’s motion to suppress.

,
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David Leon RILEY, Petitioner

v.

CALIFORNIA.

United States, Petitioner

v.

Brima Wurie.
Nos. 13–132, 13–212.

Argued April 29, 2014.

Decided June 25, 2014.

Background:  In two cases consolidated
for appeal, first defendant was convicted
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by a jury in the Superior Court, San Diego
County, Laura W. Halgren, J., of various
crimes related to drive-by shooting, and he
appealed based on his challenge to evi-
dence found during police officers’ war-
rantless search of data stored on his cell
phone. The California Court of Appeal,
2013 WL 475242, affirmed. Second defen-
dant was charged with drug- and weapon-
related crimes, and the United States Dis-
trict Court for the District of Massachu-
setts, Stearns, J., 612 F.Supp.2d 104, de-
nied his motion to suppress evidence found
during warrantless search of data stored
on his cell phone, and defendant appealed.
The United States Court of Appeals for
the First Circuit, Stahl, Circuit Judge, 728
F.3d 1, reversed. Certiorari was granted.

Holdings:  The Supreme Court, Chief Jus-
tice Roberts, held that:

(1) interest in protecting officers’ safety
did not justify dispensing with warrant
requirement for searches of cell phone
data, and

(2) interest in preventing destruction of
evidence did not justify dispensing
with warrant requirement for searches
of cell phone data.

Judgment of California Court of Appeal
reversed and remanded, and judgment of
First Circuit affirmed.

Justice Alito concurred in part and con-
curred in the judgment in separate opin-
ion.

1. Searches and Seizures O23
Ultimate touchstone of the Fourth

Amendment is reasonableness.  U.S.C.A.
Const.Amend. 4.

2. Searches and Seizures O24
Where a search is undertaken by law

enforcement officials to discover evidence
of criminal wrongdoing, reasonableness
generally requires the obtaining of a judi-
cial warrant, so as to ensure that the infer-

ences to support a search are drawn by a
neutral and detached magistrate, instead
of being judged by the officer engaged in
the often competitive enterprise of ferret-
ing out crime.  U.S.C.A. Const.Amend. 4.

3. Searches and Seizures O24

In the absence of a warrant, a search
is reasonable only if it falls within a specif-
ic exception to the warrant requirement.
U.S.C.A. Const.Amend. 4.

4. Arrest O71.1(6)

When an arrest is made, it is reason-
able for the arresting officer to search the
person arrested in order to remove any
weapons that the latter might seek to use
in order to resist arrest or effect his es-
cape.  U.S.C.A. Const.Amend. 4.

5. Arrest O71.1(1)

Authority to search a person incident
to a lawful custodial arrest, while based
upon the need to disarm and to discover
evidence, does not depend on what a court
may later decide was the probability in a
particular arrest situation that weapons or
evidence would in fact be found upon the
person of the suspect.  U.S.C.A. Const.
Amend. 4.

6. Arrest O63.4(1), 71.1(2.1)

Custodial arrest of a suspect based on
probable cause is a reasonable intrusion
under the Fourth Amendment;  that intru-
sion being lawful, a search incident to the
arrest requires no additional justification.
U.S.C.A. Const.Amend. 4.

7. Arrest O71.1(5)

Under the search incident to arrest
exception to the warrant requirement, po-
lice may search the vehicle’s passenger
compartment when it is reasonable to be-
lieve evidence relevant to the crime of
arrest might be found in the vehicle.
U.S.C.A. Const.Amend. 4.
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8. Searches and Seizures O24

Generally, to determine whether to
exempt a given type of search from the
warrant requirement, courts must assess,
on the one hand, the degree to which it
intrudes upon an individual’s privacy and,
on the other, the degree to which it is
needed for the promotion of legitimate
governmental interests.  U.S.C.A. Const.
Amend. 4.

9. Arrest O71.1(6)
Under search incident to arrest excep-

tion, interest in protecting police officers’
safety did not justify dispensing with war-
rant requirement before officers could
search digital data on arrestees’ cell
phones; although officers remained free to
examine physical aspects of phone to en-
sure that it could not be used as weapon,
digital data stored on phones could not
itself be used as weapon to harm officers
or to effectuate arrestees’ escape, and, to
extent dangers to officers could be impli-
cated in particular cases, those dangers
could be addressed through consideration
of, for example, exception for exigent cir-
cumstances.  U.S.C.A. Const.Amend. 4.

10. Arrest O71.1(6)
Under search incident to arrest excep-

tion, interest in preventing destruction of
evidence did not justify dispensing with
warrant requirement before officers could
search digital data on arrestees’ cell
phones; officers expressed concerns about
possibility of remote wiping of data or of
encryption of data when phones ‘‘locked,’’
but those broad concerns were distinct
from concern over arrestees concealing or
destroying evidence within their reach, as
these concerns involved acts by third par-
ties or normal operation of phones’ securi-
ty features, officers had some technologies
available to them to counteract these con-
cerns, and remaining issues could be ad-
dressed in particular cases by responding

in targeted manner to urgent threats of
remote wiping or by disabling phones’
locking mechanism in order to secure
crime scene.  U.S.C.A. Const.Amend. 4.

11. Arrest O71.1(1)

Search incident to arrest exception to
the warrant requirement rests not only on
the heightened government interests at
stake in a volatile arrest situation, but also
on the arrestee’s reduced privacy interests
upon being taken into police custody.
U.S.C.A. Const.Amend. 4.

12. Arrest O71.1(4.1)

Not every search is acceptable solely
because a person is in custody; to the
contrary, when privacy-related concerns
are weighty enough, a search may require
a warrant, notwithstanding the diminished
expectations of privacy of the arrestee.
U.S.C.A. Const.Amend. 4.

13. Arrest O71.1(6)

Under search incident to arrest ex-
ception, privacy concerns with data stored
on arrestees’ cell phones dwarfed those
involved with physical objects, and thus
extending conclusion that inspection of
physical objects worked no substantial ad-
ditional intrusion on privacy beyond arrest
itself to include police officers’ search of
cell phone data was unwarranted; cell
phones differed from other physical ob-
jects both quantitatively and qualitatively,
given phones’ immense storage capacity,
collection in one place of many distinct
types of private information, and ability to
convey more information than previously
possible, and phones also presented issue
that they can access information not
stored on phones themselves, which infor-
mation government conceded was not cov-
ered by this exception.  U.S.C.A. Const.
Amend. 4.
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14. Arrest O71.1(6)

Extending standard of Arizona v.
Gant, which allowed warrantless searches
in vehicle context whenever police officers
had reasonable belief that vehicle con-
tained evidence of crime of arrest, to offi-
cers’ search of digital data stored on arres-
tees’ cell phones was unwarranted under
search incident to arrest exception to war-
rant requirement; Gant relied on circum-
stances unique to vehicle context, specifi-
cally reduced expectation of privacy and
heightened law enforcement needs, but cell
phone searches bore neither of those con-
cerns, and Gant standard, which generally
protected against searches for evidence of
past crimes and restricted broad searches
resulting from minor crimes, would pro-
vide no practical limit on cell phone
searches, given broad, historical informa-
tion stored on phones.  U.S.C.A. Const.
Amend. 4.

15. Arrest O71.1(6)
Under search incident to arrest excep-

tion to warrant requirement, proposed rule
restricting scope of police officers’ war-
rantless searches of cell phones to those
areas of phone in which officers reasonably
believed that information relevant to crime
of arrest, arrestee’s identity, or officer
safety would be discovered would impose
no meaningful constraints on officers, since
those categories would sweep in great deal
of information, and officers would not al-
ways be able to discern in advance what
information would be found where.
U.S.C.A. Const.Amend. 4.

16. Arrest O71.1(6)
Proposed rule permitting police offi-

cers to conduct warrantless searches of
call logs on arrestees’ cell phones was un-
warranted under search incident to arrest
exception to warrant requirement, since
those logs would typically contain not only
phone numbers, but also identifying infor-

mation that arrestee might have added,
such as labels for incoming calls.  U.S.C.A.
Const.Amend. 4.

17. Arrest O71.1(6)
Proposed rule permitting police offi-

cers to conduct warrantless search of ar-
restees’ cell phone data if they could have
obtained same information from pre-digital
counterpart was unwarranted under
search incident to arrest exception to war-
rant requirement; fact that pre-digital
search could have turned up a few photo-
graphs in arrestee’s wallet or paper bank
statement kept in pocket did not justify
search of potentially thousands of photo-
graphs and extensive bank records, rule
would permit officers to search range of
information contained on cell phone, even
though people would be unlikely to carry
such information in physical form, and rule
would force courts to engage in complex
line-drawing exercise to determine digital
to pre-digital analogues.  U.S.C.A. Const.
Amend. 4.

18. Searches and Seizures O42.1
Exigent circumstances exception to

the warrant requirement applies when the
exigencies of the situation, such as the
need to prevent the imminent destruction
of evidence in individual cases, to pursue a
fleeing suspect, and to assist persons who
are seriously injured or are threatened
with imminent injury, make the needs of
law enforcement so compelling that a war-
rantless search is objectively reasonable
under the Fourth Amendment.  U.S.C.A.
Const.Amend. 4.

19. Arrest O71.1(1)
 Searches and Seizures O42.1

Unlike the search incident to arrest
exception to the warrant requirement, the
exigent circumstances exception requires a
court to examine whether an emergency
justified a warrantless search in each par-
ticular case.  U.S.C.A. Const.Amend. 4.
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Syllabus *

In No. 13–132, petitioner Riley was
stopped for a traffic violation, which even-
tually led to his arrest on weapons
charges.  An officer searching Riley inci-
dent to the arrest seized a cell phone from
Riley’s pants pocket.  The officer accessed
information on the phone and noticed the
repeated use of a term associated with a
street gang.  At the police station two
hours later, a detective specializing in
gangs further examined the phone’s digital
contents.  Based in part on photographs
and videos that the detective found, the
State charged Riley in connection with a
shooting that had occurred a few weeks
earlier and sought an enhanced sentence
based on Riley’s gang membership.  Riley
moved to suppress all evidence that the
police had obtained from his cell phone.
The trial court denied the motion, and
Riley was convicted.  The California Court
of Appeal affirmed.

In No. 13–212, respondent Wurie was
arrested after police observed him partici-
pate in an apparent drug sale.  At the
police station, the officers seized a cell
phone from Wurie’s person and noticed
that the phone was receiving multiple calls
from a source identified as ‘‘my house’’ on
its external screen.  The officers opened
the phone, accessed its call log, determined
the number associated with the ‘‘my
house’’ label, and traced that number to
what they suspected was Wurie’s apart-
ment.  They secured a search warrant and
found drugs, a firearm and ammunition,
and cash in the ensuing search.  Wurie
was then charged with drug and firearm
offenses.  He moved to suppress the evi-
dence obtained from the search of the
apartment.  The District Court denied the
motion, and Wurie was convicted.  The

First Circuit reversed the denial of the
motion to suppress and vacated the rele-
vant convictions.

Held :  The police generally may not,
without a warrant, search digital informa-
tion on a cell phone seized from an individ-
ual who has been arrested.  Pp. 2482 –
2495.

(a) A warrantless search is reasonable
only if it falls within a specific exception to
the Fourth Amendment’s warrant require-
ment.  See Kentucky v. King, 563 U.S.
––––, ––––, 131 S.Ct. 1849, 179 L.Ed.2d
865.  The well-established exception at is-
sue here applies when a warrantless
search is conducted incident to a lawful
arrest.

Three related precedents govern the
extent to which officers may search prop-
erty found on or near an arrestee.  Chimel
v. California, 395 U.S. 752, 89 S.Ct. 2034,
23 L.Ed.2d 685, requires that a search
incident to arrest be limited to the area
within the arrestee’s immediate control,
where it is justified by the interests in
officer safety and in preventing evidence
destruction.  In United States v. Robin-
son, 414 U.S. 218, 94 S.Ct. 467, 38 L.Ed.2d
427, the Court applied the Chimel analysis
to a search of a cigarette pack found on
the arrestee’s person.  It held that the
risks identified in Chimel are present in all
custodial arrests, 414 U.S., at 235, 94 S.Ct.
494, even when there is no specific concern
about the loss of evidence or the threat to
officers in a particular case, id., at 236, 94
S.Ct. 494.  The trilogy concludes with Ari-
zona v. Gant, 556 U.S. 332, 129 S.Ct. 1710,
173 L.Ed.2d 485, which permits searches
of a car where the arrestee is unsecured
and within reaching distance of the passen-
ger compartment, or where it is reasonable
to believe that evidence of the crime of

* The syllabus constitutes no part of the opinion
of the Court but has been prepared by the
Reporter of Decisions for the convenience of

the reader.  See United States v. Detroit Tim-
ber & Lumber Co., 200 U.S. 321, 337, 26 S.Ct.
282, 50 L.Ed. 499.
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arrest might be found in the vehicle, id., at
343, 94 S.Ct. 494.  Pp. 2482 – 2484.

(b) The Court declines to extend Rob-
inson ’s categorical rule to searches of
data stored on cell phones.  Absent more
precise guidance from the founding era,
the Court generally determines whether to
exempt a given type of search from the
warrant requirement ‘‘by assessing, on the
one hand, the degree to which it intrudes
upon an individual’s privacy and, on the
other, the degree to which it is needed for
the promotion of legitimate governmental
interests.’’  Wyoming v. Houghton, 526
U.S. 295, 300, 119 S.Ct. 1297, 143 L.Ed.2d
408.  That balance of interests supported
the search incident to arrest exception in
Robinson.  But a search of digital infor-
mation on a cell phone does not further the
government interests identified in Chimel,
and implicates substantially greater indi-
vidual privacy interests than a brief physi-
cal search.  Pp. 2484 – 2491.

(1) The digital data stored on cell
phones does not present either Chimel
risk.  Pp. 2485 – 2488.

(i) Digital data stored on a cell phone
cannot itself be used as a weapon to harm
an arresting officer or to effectuate the
arrestee’s escape.  Officers may examine
the phone’s physical aspects to ensure that
it will not be used as a weapon, but the
data on the phone can endanger no one.
To the extent that a search of cell phone
data might warn officers of an impending
danger, e.g., that the arrestee’s confeder-
ates are headed to the scene, such a con-
cern is better addressed through consider-
ation of case-specific exceptions to the
warrant requirement, such as exigent cir-
cumstances.  See, e.g., Warden, Md. Peni-
tentiary v. Hayden, 387 U.S. 294, 298–299,
87 S.Ct. 1642, 18 L.Ed.2d 782.  Pp. 2485 –
2486.

(ii) The United States and California
raise concerns about the destruction of

evidence, arguing that, even if the cell
phone is physically secure, information on
the cell phone remains vulnerable to re-
mote wiping and data encryption.  As an
initial matter, those broad concerns are
distinct from Chimel ’s focus on a defen-
dant who responds to arrest by trying to
conceal or destroy evidence within his
reach.  The briefing also gives little indica-
tion that either problem is prevalent or
that the opportunity to perform a search
incident to arrest would be an effective
solution.  And, at least as to remote wip-
ing, law enforcement currently has some
technologies of its own for combatting the
loss of evidence.  Finally, law enforce-
ment’s remaining concerns in a particular
case might be addressed by responding in
a targeted manner to urgent threats of
remote wiping, see Missouri v. McNeely,
569 U.S. ––––, ––––, 133 S.Ct. 1552, 185
L.Ed.2d 696, or by taking action to disable
a phone’s locking mechanism in order to
secure the scene, see Illinois v. McArthur,
531 U.S. 326, 331–333, 121 S.Ct. 946, 148
L.Ed.2d 838.  Pp. 2486 – 2488.

(2) A conclusion that inspecting the
contents of an arrestee’s pockets works no
substantial additional intrusion on privacy
beyond the arrest itself may make sense
as applied to physical items, but more
substantial privacy interests are at stake
when digital data is involved.  Pp. 2488 –
2491.

(i) Cell phones differ in both a quanti-
tative and a qualitative sense from other
objects that might be carried on an arres-
tee’s person.  Notably, modern cell phones
have an immense storage capacity.  Before
cell phones, a search of a person was limit-
ed by physical realities and generally con-
stituted only a narrow intrusion on priva-
cy.  But cell phones can store millions of
pages of text, thousands of pictures, or
hundreds of videos.  This has several in-
terrelated privacy consequences.  First, a
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cell phone collects in one place many dis-
tinct types of information that reveal much
more in combination than any isolated rec-
ord.  Second, the phone’s capacity allows
even just one type of information to convey
far more than previously possible.  Third,
data on the phone can date back for years.
In addition, an element of pervasiveness
characterizes cell phones but not physical
records.  A decade ago officers might have
occasionally stumbled across a highly per-
sonal item such as a diary, but today many
of the more than 90% of American adults
who own cell phones keep on their person
a digital record of nearly every aspect of
their lives.  Pp. 2489 – 2491.

(ii) The scope of the privacy interests
at stake is further complicated by the fact
that the data viewed on many modern cell
phones may in fact be stored on a remote
server.  Thus, a search may extend well
beyond papers and effects in the physical
proximity of an arrestee, a concern that
the United States recognizes but cannot
definitively foreclose.  P. 2491.

(c) Fallback options offered by the
United States and California are flawed
and contravene this Court’s general pref-
erence to provide clear guidance to law
enforcement through categorical rules.
See Michigan v. Summers, 452 U.S. 692,
705, n. 19, 101 S.Ct. 2587, 69 L.Ed.2d 340.
One possible rule is to import the Gant
standard from the vehicle context and al-
low a warrantless search of an arrestee’s
cell phone whenever it is reasonable to
believe that the phone contains evidence of
the crime of arrest.  That proposal is not
appropriate in this context, and would
prove no practical limit at all when it
comes to cell phone searches.  Another
possible rule is to restrict the scope of a
cell phone search to information relevant
to the crime, the arrestee’s identity, or
officer safety.  That proposal would again
impose few meaningful constraints on offi-
cers.  Finally, California suggests an ana-

logue rule, under which officers could
search cell phone data if they could have
obtained the same information from a pre-
digital counterpart.  That proposal would
allow law enforcement to search a broad
range of items contained on a phone even
though people would be unlikely to carry
such a variety of information in physical
form, and would launch courts on a diffi-
cult line-drawing expedition to determine
which digital files are comparable to physi-
cal records.  Pp. 2491 – 2493.

(d) It is true that this decision will
have some impact on the ability of law
enforcement to combat crime.  But the
Court’s holding is not that the information
on a cell phone is immune from search;  it
is that a warrant is generally required
before a search.  The warrant require-
ment is an important component of the
Court’s Fourth Amendment jurisprudence,
and warrants may be obtained with in-
creasing efficiency.  In addition, although
the search incident to arrest exception
does not apply to cell phones, the contin-
ued availability of the exigent circum-
stances exception may give law enforce-
ment a justification for a warrantless
search in particular cases.  Pp. 2493 –
2494.

No. 13–132, reversed and remanded;
No. 13–212, 728 F.3d 1, affirmed.

ROBERTS, C.J., delivered the opinion
of the Court, in which SCALIA,
KENNEDY, THOMAS, GINSBURG,
BREYER, SOTOMAYOR, and KAGAN,
JJ., joined.  ALITO, J., filed an opinion
concurring in part and concurring in the
judgment.

Jeffrey L. Fisher, Stanford, CA, for Pe-
titioner Riley.

Edward C. Dumont, San Diego, CA, for
Respondent California.
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Chief Justice ROBERTS delivered the
opinion of the Court.

These two cases raise a common ques-
tion:  whether the police may, without a
warrant, search digital information on a
cell phone seized from an individual who
has been arrested.

I

A

In the first case, petitioner David Riley
was stopped by a police officer for driving
with expired registration tags.  In the
course of the stop, the officer also learned
that Riley’s license had been suspended.
The officer impounded Riley’s car, pursu-
ant to department policy, and another offi-
cer conducted an inventory search of the
car.  Riley was arrested for possession of
concealed and loaded firearms when that
search turned up two handguns under the
car’s hood.  See Cal.Penal Code Ann.
§§ 12025(a)(1), 12031(a)(1) (West 2009).

An officer searched Riley incident to the
arrest and found items associated with the
‘‘Bloods’’ street gang.  He also seized a
cell phone from Riley’s pants pocket.  Ac-
cording to Riley’s uncontradicted asser-
tion, the phone was a ‘‘smart phone,’’ a cell
phone with a broad range of other func-
tions based on advanced computing capa-
bility, large storage capacity, and Internet
connectivity.  The officer accessed infor-
mation on the phone and noticed that some
words (presumably in text messages or a
contacts list) were preceded by the letters
‘‘CK’’—a label that, he believed, stood for
‘‘Crip Killers,’’ a slang term for members
of the Bloods gang.

At the police station about two hours
after the arrest, a detective specializing in
gangs further examined the contents of
the phone.  The detective testified that he
‘‘went through’’ Riley’s phone ‘‘looking for
evidence, because TTT gang members will
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often video themselves with guns or take
pictures of themselves with the guns.’’
App. in No. 13–132, p. 20.  Although there
was ‘‘a lot of stuff’’ on the phone, particu-
lar files that ‘‘caught [the detective’s] eye’’
included videos of young men sparring
while someone yelled encouragement using
the moniker ‘‘Blood.’’  Id., at 11–13.  The
police also found photographs of Riley
standing in front of a car they suspected
had been involved in a shooting a few
weeks earlier.

Riley was ultimately charged, in connec-
tion with that earlier shooting, with firing
at an occupied vehicle, assault with a sem-
iautomatic firearm, and attempted murder.
The State alleged that Riley had commit-
ted those crimes for the benefit of a crimi-
nal street gang, an aggravating factor that
carries an enhanced sentence.  Compare
Cal.Penal Code Ann. § 246 (2008) with
§ 186.22(b)(4)(B) (2014).  Prior to trial, Ri-
ley moved to suppress all evidence that the
police had obtained from his cell phone.
He contended that the searches of his
phone violated the Fourth Amendment,
because they had been performed without
a warrant and were not otherwise justified
by exigent circumstances.  The trial court
rejected that argument.  App. in No. 13–
132, at 24, 26.  At Riley’s trial, police
officers testified about the photographs
and videos found on the phone, and some
of the photographs were admitted into evi-
dence.  Riley was convicted on all three
counts and received an enhanced sentence
of 15 years to life in prison.

The California Court of Appeal affirmed.
No. D059840 (Cal. App., Feb. 8, 2013),
App. to Pet. for Cert. in No. 13–132, pp.
1a–23a.  The court relied on the California
Supreme Court’s decision in People v.
Diaz, 51 Cal.4th 84, 119 Cal.Rptr.3d 105,
244 P.3d 501 (2011), which held that the
Fourth Amendment permits a warrantless
search of cell phone data incident to an

arrest, so long as the cell phone was imme-
diately associated with the arrestee’s per-
son.  See id., at 93, 119 Cal.Rptr.3d 105,
244 P.3d, at 505–506.

The California Supreme Court denied
Riley’s petition for review, App. to Pet. for
Cert. in No. 13–132, at 24a, and we grant-
ed certiorari, 571 U.S. ––––, 132 S.Ct. 94,
181 L.Ed.2d 23 (2014).

B

In the second case, a police officer per-
forming routine surveillance observed re-
spondent Brima Wurie make an apparent
drug sale from a car.  Officers subsequent-
ly arrested Wurie and took him to the
police station.  At the station, the officers
seized two cell phones from Wurie’s per-
son.  The one at issue here was a ‘‘flip
phone,’’ a kind of phone that is flipped
open for use and that generally has a
smaller range of features than a smart
phone.  Five to ten minutes after arriving
at the station, the officers noticed that the
phone was repeatedly receiving calls from
a source identified as ‘‘my house’’ on the
phone’s external screen.  A few minutes
later, they opened the phone and saw a
photograph of a woman and a baby set as
the phone’s wallpaper.  They pressed one
button on the phone to access its call log,
then another button to determine the
phone number associated with the ‘‘my
house’’ label.  They next used an online
phone directory to trace that phone num-
ber to an apartment building.

When the officers went to the building,
they saw Wurie’s name on a mailbox and
observed through a window a woman who
resembled the woman in the photograph
on Wurie’s phone.  They secured the
apartment while obtaining a search war-
rant and, upon later executing the war-
rant, found and seized 215 grams of crack
cocaine, marijuana, drug paraphernalia, a
firearm and ammunition, and cash.
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Wurie was charged with distributing
crack cocaine, possessing crack cocaine
with intent to distribute, and being a felon
in possession of a firearm and ammunition.
See 18 U.S.C. § 922(g);  21 U.S.C.
§ 841(a).  He moved to suppress the evi-
dence obtained from the search of the
apartment, arguing that it was the fruit of
an unconstitutional search of his cell
phone.  The District Court denied the mo-
tion.  612 F.Supp.2d 104 (Mass.2009).
Wurie was convicted on all three counts
and sentenced to 262 months in prison.

A divided panel of the First Circuit re-
versed the denial of Wurie’s motion to
suppress and vacated Wurie’s convictions
for possession with intent to distribute and
possession of a firearm as a felon.  728
F.3d 1 (2013).  The court held that cell
phones are distinct from other physical
possessions that may be searched incident
to arrest without a warrant, because of the
amount of personal data cell phones con-
tain and the negligible threat they pose to
law enforcement interests.  See id., at 8–
11.

We granted certiorari.  571 U.S. ––––,
134 S.Ct. 999, 187 L.Ed.2d 848 (2014).

II

The Fourth Amendment provides:
‘‘The right of the people to be secure

in their persons, houses, papers, and
effects, against unreasonable searches
and seizures, shall not be violated, and
no Warrants shall issue, but upon proba-
ble cause, supported by Oath or affirma-
tion, and particularly describing the
place to be searched, and the persons or
things to be seized.’’

[1–3] As the text makes clear, ‘‘the
ultimate touchstone of the Fourth Amend-
ment is ‘reasonableness.’ ’’  Brigham City
v. Stuart, 547 U.S. 398, 403, 126 S.Ct. 1943,
164 L.Ed.2d 650 (2006).  Our cases have
determined that ‘‘[w]here a search is un-

dertaken by law enforcement officials to
discover evidence of criminal wrongdoing,
TTT reasonableness generally requires the
obtaining of a judicial warrant.’’  Vernonia
School Dist. 47J v. Acton, 515 U.S. 646,
653, 115 S.Ct. 2386, 132 L.Ed.2d 564
(1995).  Such a warrant ensures that the
inferences to support a search are ‘‘drawn
by a neutral and detached magistrate in-
stead of being judged by the officer en-
gaged in the often competitive enterprise
of ferreting out crime.’’  Johnson v. Unit-
ed States, 333 U.S. 10, 14, 68 S.Ct. 367, 92
L.Ed. 436 (1948).  In the absence of a
warrant, a search is reasonable only if it
falls within a specific exception to the war-
rant requirement.  See Kentucky v. King,
563 U.S. ––––, ––––, 131 S.Ct. 1849, 1856–
1857, 179 L.Ed.2d 865 (2011).

The two cases before us concern the
reasonableness of a warrantless search in-
cident to a lawful arrest.  In 1914, this
Court first acknowledged in dictum ‘‘the
right on the part of the Government, al-
ways recognized under English and Ameri-
can law, to search the person of the ac-
cused when legally arrested to discover
and seize the fruits or evidences of crime.’’
Weeks v. United States, 232 U.S. 383, 392,
34 S.Ct. 341, 58 L.Ed. 652.  Since that
time, it has been well accepted that such a
search constitutes an exception to the war-
rant requirement.  Indeed, the label ‘‘ex-
ception’’ is something of a misnomer in this
context, as warrantless searches incident
to arrest occur with far greater frequency
than searches conducted pursuant to a
warrant.  See 3 W. LaFave, Search and
Seizure § 5.2(b), p. 132, and n. 15 (5th ed.
2012).

Although the existence of the exception
for such searches has been recognized for
a century, its scope has been debated for
nearly as long.  See Arizona v. Gant, 556
U.S. 332, 350, 129 S.Ct. 1710, 173 L.Ed.2d
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485 (2009) (noting the exception’s ‘‘check-
ered history’’).  That debate has focused
on the extent to which officers may search
property found on or near the arrestee.
Three related precedents set forth the
rules governing such searches:

The first, Chimel v. California, 395 U.S.
752, 89 S.Ct. 2034, 23 L.Ed.2d 685 (1969),
laid the groundwork for most of the exist-
ing search incident to arrest doctrine.  Po-
lice officers in that case arrested Chimel
inside his home and proceeded to search
his entire three-bedroom house, including
the attic and garage.  In particular rooms,
they also looked through the contents of
drawers.  Id., at 753–754, 89 S.Ct. 2034.

[4] The Court crafted the following
rule for assessing the reasonableness of a
search incident to arrest:

‘‘When an arrest is made, it is reason-
able for the arresting officer to search
the person arrested in order to remove
any weapons that the latter might seek
to use in order to resist arrest or effect
his escape.  Otherwise, the officer’s
safety might well be endangered, and
the arrest itself frustrated.  In addition,
it is entirely reasonable for the arresting
officer to search for and seize any evi-
dence on the arrestee’s person in order
to prevent its concealment or destruc-
tionTTTT  There is ample justification,
therefore, for a search of the arrestee’s
person and the area ‘within his immedi-
ate control’—construing that phrase to
mean the area from within which he
might gain possession of a weapon or
destructible evidence.’’  Id., at 762–763,
89 S.Ct. 2034.

The extensive warrantless search of Chi-
mel’s home did not fit within this excep-
tion, because it was not needed to protect
officer safety or to preserve evidence.  Id.,
at 763, 768, 89 S.Ct. 2034.

Four years later, in United States v.
Robinson, 414 U.S. 218, 94 S.Ct. 467, 38

L.Ed.2d 427 (1973), the Court applied the
Chimel analysis in the context of a search
of the arrestee’s person.  A police officer
had arrested Robinson for driving with a
revoked license.  The officer conducted a
patdown search and felt an object that he
could not identify in Robinson’s coat pock-
et.  He removed the object, which turned
out to be a crumpled cigarette package,
and opened it.  Inside were 14 capsules of
heroin.  Id., at 220, 223, 89 S.Ct. 2034.

[5, 6] The Court of Appeals concluded
that the search was unreasonable because
Robinson was unlikely to have evidence of
the crime of arrest on his person, and
because it believed that extracting the cig-
arette package and opening it could not be
justified as part of a protective search for
weapons.  This Court reversed, rejecting
the notion that ‘‘case-by-case adjudication’’
was required to determine ‘‘whether or not
there was present one of the reasons sup-
porting the authority for a search of the
person incident to a lawful arrest.’’  Id., at
235, 89 S.Ct. 2034.  As the Court ex-
plained, ‘‘[t]he authority to search the per-
son incident to a lawful custodial arrest,
while based upon the need to disarm and
to discover evidence, does not depend on
what a court may later decide was the
probability in a particular arrest situation
that weapons or evidence would in fact be
found upon the person of the suspect.’’
Ibid. Instead, a ‘‘custodial arrest of a sus-
pect based on probable cause is a reason-
able intrusion under the Fourth Amend-
ment;  that intrusion being lawful, a search
incident to the arrest requires no addition-
al justification.’’  Ibid.

The Court thus concluded that the
search of Robinson was reasonable even
though there was no concern about the
loss of evidence, and the arresting officer
had no specific concern that Robinson
might be armed.  Id., at 236, 89 S.Ct. 2034.
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In doing so, the Court did not draw a line
between a search of Robinson’s person and
a further examination of the cigarette pack
found during that search.  It merely noted
that, ‘‘[h]aving in the course of a lawful
search come upon the crumpled package of
cigarettes, [the officer] was entitled to in-
spect it.’’  Ibid. A few years later, the
Court clarified that this exception was lim-
ited to ‘‘personal property TTT immediately
associated with the person of the arres-
tee.’’  United States v. Chadwick, 433 U.S.
1, 15, 97 S.Ct. 2476, 53 L.Ed.2d 538 (1977)
(200–pound, locked footlocker could not be
searched incident to arrest), abrogated on
other grounds by California v. Acevedo,
500 U.S. 565, 111 S.Ct. 1982, 114 L.Ed.2d
619 (1991).

[7] The search incident to arrest trilo-
gy concludes with Gant, which analyzed
searches of an arrestee’s vehicle.  Gant,
like Robinson, recognized that the Chimel
concerns for officer safety and evidence
preservation underlie the search incident
to arrest exception.  See 556 U.S., at 338,
129 S.Ct. 1710.  As a result, the Court
concluded that Chimel could authorize po-
lice to search a vehicle ‘‘only when the
arrestee is unsecured and within reaching
distance of the passenger compartment at
the time of the search.’’  556 U.S., at 343,
129 S.Ct. 1710.  Gant added, however, an
independent exception for a warrantless
search of a vehicle’s passenger compart-
ment ‘‘when it is ‘reasonable to believe
evidence relevant to the crime of arrest
might be found in the vehicle.’ ’’  Ibid.
(quoting Thornton v. United States, 541
U.S. 615, 632, 124 S.Ct. 2127, 158 L.Ed.2d
905 (2004) (SCALIA, J., concurring in
judgment)).  That exception stems not
from Chimel, the Court explained, but
from ‘‘circumstances unique to the vehicle
context.’’  556 U.S., at 343, 129 S.Ct. 1710.

III

These cases require us to decide how
the search incident to arrest doctrine ap-
plies to modern cell phones, which are now
such a pervasive and insistent part of daily
life that the proverbial visitor from Mars
might conclude they were an important
feature of human anatomy.  A smart
phone of the sort taken from Riley was
unheard of ten years ago;  a significant
majority of American adults now own such
phones.  See A. Smith, Pew Research
Center, Smartphone Ownership—2013 Up-
date (June 5, 2013).  Even less sophisticat-
ed phones like Wurie’s, which have already
faded in popularity since Wurie was ar-
rested in 2007, have been around for less
than 15 years.  Both phones are based on
technology nearly inconceivable just a few
decades ago, when Chimel and Robinson
were decided.

[8] Absent more precise guidance from
the founding era, we generally determine
whether to exempt a given type of search
from the warrant requirement ‘‘by assess-
ing, on the one hand, the degree to which
it intrudes upon an individual’s privacy
and, on the other, the degree to which it is
needed for the promotion of legitimate
governmental interests.’’  Wyoming v.
Houghton, 526 U.S. 295, 300, 119 S.Ct.
1297, 143 L.Ed.2d 408 (1999).  Such a bal-
ancing of interests supported the search
incident to arrest exception in Robinson,
and a mechanical application of Robinson
might well support the warrantless
searches at issue here.

But while Robinson ’s categorical rule
strikes the appropriate balance in the con-
text of physical objects, neither of its ra-
tionales has much force with respect to
digital content on cell phones.  On the
government interest side, Robinson con-
cluded that the two risks identified in
Chimel—harm to officers and destruction
of evidence—are present in all custodial
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arrests.  There are no comparable risks
when the search is of digital data.  In
addition, Robinson regarded any privacy
interests retained by an individual after
arrest as significantly diminished by the
fact of the arrest itself.  Cell phones,
however, place vast quantities of personal
information literally in the hands of indi-
viduals.  A search of the information on a
cell phone bears little resemblance to the
type of brief physical search considered in
Robinson.

We therefore decline to extend Robin-
son to searches of data on cell phones, and
hold instead that officers must generally
secure a warrant before conducting such a
search.

A

We first consider each Chimel concern
in turn.  In doing so, we do not overlook
Robinson ’s admonition that searches of a
person incident to arrest, ‘‘while based
upon the need to disarm and to discover
evidence,’’ are reasonable regardless of
‘‘the probability in a particular arrest situ-
ation that weapons or evidence would in
fact be found.’’  414 U.S., at 235, 94 S.Ct.
467.  Rather than requiring the ‘‘case-by-
case adjudication’’ that Robinson rejected,
ibid., we ask instead whether application
of the search incident to arrest doctrine to
this particular category of effects would
‘‘untether the rule from the justifications
underlying the Chimel exception,’’ Gant,
supra, at 343, 129 S.Ct. 1710.  See also
Knowles v. Iowa, 525 U.S. 113, 119, 119
S.Ct. 484, 142 L.Ed.2d 492 (1998) (declin-
ing to extend Robinson to the issuance of
citations, ‘‘a situation where the concern
for officer safety is not present to the
same extent and the concern for destruc-
tion or loss of evidence is not present at
all’’).

1

[9] Digital data stored on a cell phone
cannot itself be used as a weapon to harm
an arresting officer or to effectuate the
arrestee’s escape.  Law enforcement offi-
cers remain free to examine the physical
aspects of a phone to ensure that it will not
be used as a weapon—say, to determine
whether there is a razor blade hidden be-
tween the phone and its case.  Once an
officer has secured a phone and eliminated
any potential physical threats, however,
data on the phone can endanger no one.

Perhaps the same might have been
said of the cigarette pack seized from
Robinson’s pocket.  Once an officer
gained control of the pack, it was unlikely
that Robinson could have accessed the
pack’s contents.  But unknown physical
objects may always pose risks, no matter
how slight, during the tense atmosphere
of a custodial arrest.  The officer in Rob-
inson testified that he could not identify
the objects in the cigarette pack but
knew they were not cigarettes.  See 414
U.S., at 223, 236, n. 7, 94 S.Ct. 467.  Giv-
en that, a further search was a reason-
able protective measure.  No such un-
knowns exist with respect to digital data.
As the First Circuit explained, the offi-
cers who searched Wurie’s cell phone
‘‘knew exactly what they would find
therein:  data.  They also knew that the
data could not harm them.’’  728 F.3d, at
10.

The United States and California both
suggest that a search of cell phone data
might help ensure officer safety in more
indirect ways, for example by alerting offi-
cers that confederates of the arrestee are
headed to the scene.  There is undoubted-
ly a strong government interest in warning
officers about such possibilities, but nei-
ther the United States nor California of-
fers evidence to suggest that their con-
cerns are based on actual experience.  The
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proposed consideration would also repre-
sent a broadening of Chimel ’s concern
that an arrestee himself might grab a
weapon and use it against an officer ‘‘to
resist arrest or effect his escape.’’  395
U.S., at 763, 89 S.Ct. 2034.  And any such
threats from outside the arrest scene do
not ‘‘lurk[ ] in all custodial arrests.’’  Chad-
wick, 433 U.S., at 14–15, 97 S.Ct. 2476.
Accordingly, the interest in protecting offi-
cer safety does not justify dispensing with
the warrant requirement across the board.
To the extent dangers to arresting officers
may be implicated in a particular way in a
particular case, they are better addressed
through consideration of case-specific ex-
ceptions to the warrant requirement, such
as the one for exigent circumstances.  See,
e.g., Warden, Md. Penitentiary v. Hayden,
387 U.S. 294, 298–299, 87 S.Ct. 1642, 18
L.Ed.2d 782 (1967) (‘‘The Fourth Amend-
ment does not require police officers to
delay in the course of an investigation if to
do so would gravely endanger their lives
or the lives of others.’’).

2

The United States and California focus
primarily on the second Chimel rationale:
preventing the destruction of evidence.

[10] Both Riley and Wurie concede
that officers could have seized and secured
their cell phones to prevent destruction of
evidence while seeking a warrant.  See
Brief for Petitioner in No. 13–132, p. 20;
Brief for Respondent in No. 13–212, p. 41.
That is a sensible concession.  See Illinois
v. McArthur, 531 U.S. 326, 331–333, 121
S.Ct. 946, 148 L.Ed.2d 838 (2001);  Chad-
wick, supra, at 13, and n. 8, 97 S.Ct. 2476.
And once law enforcement officers have
secured a cell phone, there is no longer
any risk that the arrestee himself will be
able to delete incriminating data from the
phone.

The United States and California argue
that information on a cell phone may nev-

ertheless be vulnerable to two types of
evidence destruction unique to digital
data—remote wiping and data encryption.
Remote wiping occurs when a phone, con-
nected to a wireless network, receives a
signal that erases stored data.  This can
happen when a third party sends a re-
mote signal or when a phone is prepro-
grammed to delete data upon entering or
leaving certain geographic areas (so-called
‘‘geofencing’’).  See Dept. of Commerce,
National Institute of Standards and Tech-
nology, R. Ayers, S. Brothers, & W. Jan-
sen, Guidelines on Mobile Device Foren-
sics (Draft) 29, 31 (SP 800–101 Rev. 1,
Sept. 2013) (hereinafter Ayers).  Encryp-
tion is a security feature that some mod-
ern cell phones use in addition to pass-
word protection.  When such phones lock,
data becomes protected by sophisticated
encryption that renders a phone all but
‘‘unbreakable’’ unless police know the
password.  Brief for United States as
Amicus Curiae in No. 13–132, p. 11.

As an initial matter, these broader con-
cerns about the loss of evidence are dis-
tinct from Chimel ’s focus on a defendant
who responds to arrest by trying to con-
ceal or destroy evidence within his reach.
See 395 U.S., at 763–764, 89 S.Ct. 2034.
With respect to remote wiping, the Gov-
ernment’s primary concern turns on the
actions of third parties who are not pres-
ent at the scene of arrest.  And data en-
cryption is even further afield.  There, the
Government focuses on the ordinary oper-
ation of a phone’s security features, apart
from any active attempt by a defendant or
his associates to conceal or destroy evi-
dence upon arrest.

We have also been given little reason to
believe that either problem is prevalent.
The briefing reveals only a couple of anec-
dotal examples of remote wiping triggered
by an arrest.  See Brief for Association of
State Criminal Investigative Agencies et
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al. as Amici Curiae in No. 13–132, pp. 9–
10;  see also Tr. of Oral Arg. in No. 13–132,
p. 48.  Similarly, the opportunities for offi-
cers to search a password-protected phone
before data becomes encrypted are quite
limited.  Law enforcement officers are
very unlikely to come upon such a phone in
an unlocked state because most phones
lock at the touch of a button or, as a
default, after some very short period of
inactivity.  See, e.g., iPhone User Guide
for iOS 7.1 Software 10 (2014) (default lock
after about one minute).  This may explain
why the encryption argument was not
made until the merits stage in this Court,
and has never been considered by the
Courts of Appeals.

Moreover, in situations in which an ar-
rest might trigger a remote-wipe attempt
or an officer discovers an unlocked phone,
it is not clear that the ability to conduct a
warrantless search would make much of a
difference.  The need to effect the arrest,
secure the scene, and tend to other press-
ing matters means that law enforcement
officers may well not be able to turn their
attention to a cell phone right away.  See
Tr. of Oral Arg. in No. 13–132, at 50;  see
also Brief for United States as Amicus
Curiae in No. 13–132, at 19.  Cell phone
data would be vulnerable to remote wiping
from the time an individual anticipates ar-
rest to the time any eventual search of the
phone is completed, which might be at the
station house hours later.  Likewise, an
officer who seizes a phone in an unlocked
state might not be able to begin his search
in the short time remaining before the
phone locks and data becomes encrypted.

In any event, as to remote wiping, law
enforcement is not without specific means
to address the threat.  Remote wiping can
be fully prevented by disconnecting a
phone from the network.  There are at
least two simple ways to do this:  First,
law enforcement officers can turn the

phone off or remove its battery.  Second,
if they are concerned about encryption or
other potential problems, they can leave a
phone powered on and place it in an enclo-
sure that isolates the phone from radio
waves.  See Ayers 30–31.  Such devices
are commonly called ‘‘Faraday bags,’’ after
the English scientist Michael Faraday.
They are essentially sandwich bags made
of aluminum foil:  cheap, lightweight, and
easy to use.  See Brief for Criminal Law
Professors as Amici Curiae 9.  They may
not be a complete answer to the problem,
see Ayers 32, but at least for now they
provide a reasonable response.  In fact, a
number of law enforcement agencies
around the country already encourage the
use of Faraday bags.  See, e.g., Dept. of
Justice, National Institute of Justice, Elec-
tronic Crime Scene Investigation:  A Guide
for First Responders 14, 32 (2d ed. Apr.
2008);  Brief for Criminal Law Professors
as Amici Curiae 4–6.

To the extent that law enforcement still
has specific concerns about the potential
loss of evidence in a particular case, there
remain more targeted ways to address
those concerns.  If ‘‘the police are truly
confronted with a ‘now or never’ situa-
tion,’’—for example, circumstances sug-
gesting that a defendant’s phone will be
the target of an imminent remote-wipe
attempt—they may be able to rely on exi-
gent circumstances to search the phone
immediately.  Missouri v. McNeely, 569
U.S. ––––, ––––, 133 S.Ct. 1552, 1561–1562,
185 L.Ed.2d 696 (2013) (quoting Roaden v.
Kentucky, 413 U.S. 496, 505, 93 S.Ct. 2796,
37 L.Ed.2d 757 (1973);  some internal quo-
tation marks omitted).  Or, if officers hap-
pen to seize a phone in an unlocked state,
they may be able to disable a phone’s
automatic-lock feature in order to prevent
the phone from locking and encrypting
data.  See App. to Reply Brief in No. 13–
132, p. 3a (diagramming the few necessary
steps).  Such a preventive measure could



2488 134 SUPREME COURT REPORTER

be analyzed under the principles set forth
in our decision in McArthur, 531 U.S. 326,
121 S.Ct. 946, which approved officers’ rea-
sonable steps to secure a scene to preserve
evidence while they awaited a warrant.
See id., at 331–333, 121 S.Ct. 946.

B

[11] The search incident to arrest ex-
ception rests not only on the heightened
government interests at stake in a volatile
arrest situation, but also on an arrestee’s
reduced privacy interests upon being tak-
en into police custody.  Robinson focused
primarily on the first of those rationales.
But it also quoted with approval then-
Judge Cardozo’s account of the historical
basis for the search incident to arrest ex-
ception:  ‘‘Search of the person becomes
lawful when grounds for arrest and accusa-
tion have been discovered, and the law is
in the act of subjecting the body of the
accused to its physical dominion.’’  414
U.S., at 232, 94 S.Ct. 467 (quoting People
v. Chiagles, 237 N.Y. 193, 197, 142 N.E.
583, 584 (1923));  see also 414 U.S., at 237,
94 S.Ct. 467 (Powell, J., concurring) (‘‘an
individual lawfully subjected to a custodial
arrest retains no significant Fourth
Amendment interest in the privacy of his
person’’).  Put simply, a patdown of Robin-
son’s clothing and an inspection of the
cigarette pack found in his pocket consti-
tuted only minor additional intrusions com-
pared to the substantial government au-
thority exercised in taking Robinson into
custody.  See Chadwick, 433 U.S., at 16, n.
10, 97 S.Ct. 2476 (searches of a person are
justified in part by ‘‘reduced expectations
of privacy caused by the arrest’’).

[12] The fact that an arrestee has di-
minished privacy interests does not mean
that the Fourth Amendment falls out of
the picture entirely.  Not every search ‘‘is
acceptable solely because a person is in
custody.’’  Maryland v. King, 569 U.S.

––––, ––––, 133 S.Ct. 1958, 1979, 186
L.Ed.2d 1 (2013).  To the contrary, when
‘‘privacy-related concerns are weighty
enough’’ a ‘‘search may require a warrant,
notwithstanding the diminished expecta-
tions of privacy of the arrestee.’’  Ibid.
One such example, of course, is Chimel.
Chimel refused to ‘‘characteriz[e] the inva-
sion of privacy that results from a top-to-
bottom search of a man’s house as ‘mi-
nor.’ ’’  395 U.S., at 766–767, n. 12, 89 S.Ct.
2034.  Because a search of the arrestee’s
entire house was a substantial invasion
beyond the arrest itself, the Court conclud-
ed that a warrant was required.

Robinson is the only decision from this
Court applying Chimel to a search of the
contents of an item found on an arrestee’s
person.  In an earlier case, this Court had
approved a search of a zipper bag carried
by an arrestee, but the Court analyzed
only the validity of the arrest itself.  See
Draper v. United States, 358 U.S. 307,
310–311, 79 S.Ct. 329, 3 L.Ed.2d 327
(1959).  Lower courts applying Robinson
and Chimel, however, have approved
searches of a variety of personal items
carried by an arrestee.  See, e.g., United
States v. Carrion, 809 F.2d 1120, 1123,
1128 (C.A.5 1987) (billfold and address
book);  United States v. Watson, 669 F.2d
1374, 1383–1384 (C.A.11 1982) (wallet);
United States v. Lee, 501 F.2d 890, 892
(C.A.D.C.1974) (purse).

[13] The United States asserts that a
search of all data stored on a cell phone is
‘‘materially indistinguishable’’ from
searches of these sorts of physical items.
Brief for United States in No. 13–212, p.
26.  That is like saying a ride on horse-
back is materially indistinguishable from a
flight to the moon.  Both are ways of
getting from point A to point B, but little
else justifies lumping them together.
Modern cell phones, as a category, impli-
cate privacy concerns far beyond those



2489RILEY v. CALIFORNIA
Cite as 134 S.Ct. 2473 (2014)

implicated by the search of a cigarette
pack, a wallet, or a purse.  A conclusion
that inspecting the contents of an arres-
tee’s pockets works no substantial addi-
tional intrusion on privacy beyond the ar-
rest itself may make sense as applied to
physical items, but any extension of that
reasoning to digital data has to rest on its
own bottom.

1

Cell phones differ in both a quantitative
and a qualitative sense from other objects
that might be kept on an arrestee’s person.
The term ‘‘cell phone’’ is itself misleading
shorthand;  many of these devices are in
fact minicomputers that also happen to
have the capacity to be used as a tele-
phone.  They could just as easily be called
cameras, video players, rolodexes, calen-
dars, tape recorders, libraries, diaries, al-
bums, televisions, maps, or newspapers.

One of the most notable distinguishing
features of modern cell phones is their
immense storage capacity.  Before cell
phones, a search of a person was limited
by physical realities and tended as a gen-
eral matter to constitute only a narrow
intrusion on privacy.  See Kerr, Foreword:
Accounting for Technological Change, 36
Harv. J.L. & Pub. Pol’y 403, 404–405
(2013).  Most people cannot lug around
every piece of mail they have received for
the past several months, every picture
they have taken, or every book or article
they have read—nor would they have any
reason to attempt to do so.  And if they
did, they would have to drag behind them
a trunk of the sort held to require a search
warrant in Chadwick, supra, rather than a
container the size of the cigarette package
in Robinson.

But the possible intrusion on privacy is
not physically limited in the same way

when it comes to cell phones.  The current
top-selling smart phone has a standard
capacity of 16 gigabytes (and is available
with up to 64 gigabytes).  Sixteen giga-
bytes translates to millions of pages of
text, thousands of pictures, or hundreds of
videos.  See Kerr, supra, at 404;  Brief for
Center for Democracy & Technology et al.
as Amici Curiae 7–8.  Cell phones couple
that capacity with the ability to store many
different types of information:  Even the
most basic phones that sell for less than
$20 might hold photographs, picture mes-
sages, text messages, Internet browsing
history, a calendar, a thousand-entry
phone book, and so on.  See id., at 30;
United States v. Flores–Lopez, 670 F.3d
803, 806 (C.A.7 2012).  We expect that the
gulf between physical practicability and di-
gital capacity will only continue to widen in
the future.

The storage capacity of cell phones has
several interrelated consequences for pri-
vacy.  First, a cell phone collects in one
place many distinct types of information—
an address, a note, a prescription, a bank
statement, a video—that reveal much more
in combination than any isolated record.
Second, a cell phone’s capacity allows even
just one type of information to convey far
more than previously possible.  The sum
of an individual’s private life can be recon-
structed through a thousand photographs
labeled with dates, locations, and descrip-
tions;  the same cannot be said of a photo-
graph or two of loved ones tucked into a
wallet.  Third, the data on a phone can
date back to the purchase of the phone, or
even earlier.  A person might carry in his
pocket a slip of paper reminding him to
call Mr. Jones;  he would not carry a rec-
ord of all his communications with Mr.
Jones for the past several months, as
would routinely be kept on a phone.1

1. Because the United States and California agree that these cases involve searches inci-
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Finally, there is an element of pervasive-
ness that characterizes cell phones but not
physical records.  Prior to the digital age,
people did not typically carry a cache of
sensitive personal information with them
as they went about their day.  Now it is
the person who is not carrying a cell
phone, with all that it contains, who is the
exception.  According to one poll, nearly
three-quarters of smart phone users re-
port being within five feet of their phones
most of the time, with 12% admitting that
they even use their phones in the shower.
See Harris Interactive, 2013 Mobile Con-
sumer Habits Study (June 2013).  A dec-
ade ago police officers searching an arres-
tee might have occasionally stumbled
across a highly personal item such as a
diary.  See, e.g., United States v. Franken-
berry, 387 F.2d 337 (C.A.2 1967) (per cu-
riam ).  But those discoveries were likely
to be few and far between.  Today, by
contrast, it is no exaggeration to say that
many of the more than 90% of American
adults who own a cell phone keep on their
person a digital record of nearly every
aspect of their lives—from the mundane to
the intimate.  See Ontario v. Quon, 560
U.S. 746, 760, 130 S.Ct. 2619, 177 L.Ed.2d
216 (2010).  Allowing the police to scruti-
nize such records on a routine basis is
quite different from allowing them to
search a personal item or two in the occa-
sional case.

Although the data stored on a cell phone
is distinguished from physical records by
quantity alone, certain types of data are
also qualitatively different.  An Internet
search and browsing history, for example,
can be found on an Internet-enabled phone
and could reveal an individual’s private
interests or concerns—perhaps a search
for certain symptoms of disease, coupled

with frequent visits to WebMD.  Data on a
cell phone can also reveal where a person
has been.  Historic location information is
a standard feature on many smart phones
and can reconstruct someone’s specific
movements down to the minute, not only
around town but also within a particular
building.  See United States v. Jones, 565
U.S. ––––, ––––, 132 S.Ct. 945, 955, 181
L.Ed.2d 911 (2012) (SOTOMAYOR, J.,
concurring) (‘‘GPS monitoring generates a
precise, comprehensive record of a per-
son’s public movements that reflects a
wealth of detail about her familial, political,
professional, religious, and sexual associa-
tions.’’).

Mobile application software on a cell
phone, or ‘‘apps,’’ offer a range of tools for
managing detailed information about all
aspects of a person’s life.  There are apps
for Democratic Party news and Republican
Party news;  apps for alcohol, drug, and
gambling addictions;  apps for sharing
prayer requests;  apps for tracking preg-
nancy symptoms;  apps for planning your
budget;  apps for every conceivable hobby
or pastime;  apps for improving your ro-
mantic life.  There are popular apps for
buying or selling just about anything, and
the records of such transactions may be
accessible on the phone indefinitely.
There are over a million apps available in
each of the two major app stores;  the
phrase ‘‘there’s an app for that’’ is now
part of the popular lexicon.  The average
smart phone user has installed 33 apps,
which together can form a revealing mon-
tage of the user’s life.  See Brief for Elec-
tronic Privacy Information Center as Ami-
cus Curiae in No. 13–132, p. 9.

In 1926, Learned Hand observed (in an
opinion later quoted in Chimel ) that it is
‘‘a totally different thing to search a man’s

dent to arrest, these cases do not implicate
the question whether the collection or inspec-
tion of aggregated digital information

amounts to a search under other circum-
stances.
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pockets and use against him what they
contain, from ransacking his house for ev-
erything which may incriminate him.’’
United States v. Kirschenblatt, 16 F.2d
202, 203 (C.A.2).  If his pockets contain a
cell phone, however, that is no longer true.
Indeed, a cell phone search would typically
expose to the government far more than
the most exhaustive search of a house:  A
phone not only contains in digital form
many sensitive records previously found in
the home;  it also contains a broad array of
private information never found in a home
in any form—unless the phone is.
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IV

We cannot deny that our decision today
will have an impact on the ability of law
enforcement to combat crime.  Cell phones
have become important tools in facilitating
coordination and communication among
members of criminal enterprises, and can
provide valuable incriminating information
about dangerous criminals.  Privacy comes
at a cost.

Our holding, of course, is not that the
information on a cell phone is immune
from search;  it is instead that a warrant is
generally required before such a search,
even when a cell phone is seized incident
to arrest.  Our cases have historically rec-
ognized that the warrant requirement is
‘‘an important working part of our machin-
ery of government,’’ not merely ‘‘an incon-
venience to be somehow ‘weighed’ against
the claims of police efficiency.’’  Coolidge
v. New Hampshire, 403 U.S. 443, 481, 91
S.Ct. 2022, 29 L.Ed.2d 564 (1971).  Recent
technological advances similar to those dis-
cussed here have, in addition, made the
process of obtaining a warrant itself more
efficient.  See McNeely, 569 U.S., at ––––,
133 S.Ct., at 1561–1563;  id., at ––––, 133
S.Ct., at 1573 (ROBERTS, C.J., concurring
in part and dissenting in part) (describing
jurisdiction where ‘‘police officers can e-
mail warrant requests to judges’ iPads
[and] judges have signed such warrants
and e-mailed them back to officers in less
than 15 minutes’’).
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[18] Moreover, even though the search
incident to arrest exception does not apply
to cell phones, other case-specific excep-
tions may still justify a warrantless search
of a particular phone.  ‘‘One well-recog-
nized exception applies when ‘ ‘‘the exigen-
cies of the situation’’ make the needs of
law enforcement so compelling that [a]
warrantless search is objectively reason-
able under the Fourth Amendment.’ ’’
Kentucky v. King, 563 U.S., at ––––, 131
S.Ct., at 1856 (quoting Mincey v. Arizona,
437 U.S. 385, 394, 98 S.Ct. 2408, 57
L.Ed.2d 290 (1978)).  Such exigencies
could include the need to prevent the im-
minent destruction of evidence in individu-
al cases, to pursue a fleeing suspect, and to
assist persons who are seriously injured or
are threatened with imminent injury.  563
U.S., at ––––, 131 S.Ct. 1849.  In Chad-
wick, for example, the Court held that the
exception for searches incident to arrest
did not justify a search of the trunk at
issue, but noted that ‘‘if officers have rea-
son to believe that luggage contains some
immediately dangerous instrumentality,
such as explosives, it would be foolhardy to
transport it to the station house without
opening the luggage.’’  433 U.S., at 15, n.
9, 97 S.Ct. 2476.

[19] In light of the availability of the
exigent circumstances exception, there is
no reason to believe that law enforcement
officers will not be able to address some of
the more extreme hypotheticals that have
been suggested:  a suspect texting an ac-
complice who, it is feared, is preparing to
detonate a bomb, or a child abductor who
may have information about the child’s
location on his cell phone.  The defendants
here recognize—indeed, they stress—that

such fact-specific threats may justify a
warrantless search of cell phone data.  See
Reply Brief in No. 13–132, at 8–9;  Brief
for Respondent in No. 13–212, at 30, 41.
The critical point is that, unlike the search
incident to arrest exception, the exigent
circumstances exception requires a court
to examine whether an emergency justified
a warrantless search in each particular
case.  See McNeely, supra, at ––––, 133
S.Ct., at 1559.2

* * *

Our cases have recognized that the
Fourth Amendment was the founding gen-
eration’s response to the reviled ‘‘general
warrants’’ and ‘‘writs of assistance’’ of the
colonial era, which allowed British officers
to rummage through homes in an unre-
strained search for evidence of criminal
activity.  Opposition to such searches was
in fact one of the driving forces behind the
Revolution itself.  In 1761, the patriot
James Otis delivered a speech in Boston
denouncing the use of writs of assistance.
A young John Adams was there, and he
would later write that ‘‘[e]very man of a
crowded audience appeared to me to go
away, as I did, ready to take arms against
writs of assistance.’’  10 Works of John
Adams 247–248 (C. Adams ed. 1856).  Ac-
cording to Adams, Otis’s speech was ‘‘the
first scene of the first act of opposition to
the arbitrary claims of Great Britain.
Then and there the child Independence
was born.’’  Id., at 248 (quoted in Boyd v.
United States, 116 U.S. 616, 625, 6 S.Ct.
524, 29 L.Ed. 746 (1886)).

Modern cell phones are not just another
technological convenience.  With all they
contain and all they may reveal, they hold

2. In Wurie’s case, for example, the dissenting
First Circuit judge argued that exigent cir-
cumstances could have justified a search of
Wurie’s phone.  See 728 F.3d 1, 17 (2013)
(opinion of Howard, J.) (discussing the re-
peated unanswered calls from ‘‘my house,’’

the suspected location of a drug stash).  But
the majority concluded that the Government
had not made an exigent circumstances argu-
ment.  See id., at 1.  The Government ac-
knowledges the same in this Court.  See Brief
for United States in No. 13–212, p. 28, n. 8.
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for many Americans ‘‘the privacies of life,’’
Boyd, supra, at 630, 6 S.Ct. 524.  The fact
that technology now allows an individual to
carry such information in his hand does
not make the information any less worthy
of the protection for which the Founders
fought.  Our answer to the question of
what police must do before searching a cell
phone seized incident to an arrest is ac-
cordingly simple—get a warrant.

We reverse the judgment of the Califor-
nia Court of Appeal in No. 13–132 and
remand the case for further proceedings
not inconsistent with this opinion.  We af-
firm the judgment of the First Circuit in
No. 13–212.

It is so ordered.
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MEMORANDUM OF POINTS AND AUTHORITIES 

I. INTRODUCTION 

This is not a case about one isolated iPhone.  Rather, this case is about the 

Department of Justice and the FBI seeking through the courts a dangerous power that 

Congress and the American people have withheld:  the ability to force companies like 

Apple to undermine the basic security and privacy interests of hundreds of millions of 

individuals around the globe.  The government demands that Apple create a back door 

to defeat the encryption on the iPhone, making its users’ most confidential and 

personal information vulnerable to hackers, identity thieves, hostile foreign agents, and 

unwarranted government surveillance.  The All Writs Act, first enacted in 1789 and on 

which the government bases its entire case, “does not give the district court a roving 

commission” to conscript and commandeer Apple in this manner.  Plum Creek Lumber 

Co. v. Hutton, 608 F.2d 1283, 1289 (9th Cir. 1979).  In fact, no court has ever 

authorized what the government now seeks, no law supports such unlimited and 

sweeping use of the judicial process, and the Constitution forbids it.   

Since the dawn of the computer age, there have been malicious people dedicated 

to breaching security and stealing stored personal information.  Indeed, the government 

itself falls victim to hackers, cyber-criminals, and foreign agents on a regular basis, 

most famously when foreign hackers breached Office of Personnel Management 

databases and gained access to personnel records, affecting over 22 million current and 

former federal workers and family members.1  In the face of this daily siege, Apple is 

dedicated to enhancing the security of its devices, so that when customers use an 

iPhone, they can feel confident that their most private personal information—financial 

records and credit card information, health information, location data, calendars, 

personal and political beliefs, family photographs, information about their children—

                                                 
 1 See, e.g., Hanna Decl. Ex. A [Ellen Nakashima, Hacks of OPM Databases 

Compromised 22.1 Million People, Federal Authorities Say, Wash. Post (July 9, 
2015)] (explaining that hackers used stolen logins and passwords to gain access to 
federal employee records databases for six months before detection). 
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will be safe and secure.  To this end, Apple uses encryption to protect its customers 

from cyber-attack and works hard to improve security with every software release 

because the threats are becoming more frequent and sophisticated.  Beginning with 

iOS 8, Apple added additional security features that incorporate the passcode into the 

encryption system.  It is these protections that the government now seeks to roll back 

by judicial decree. 

There are two important and legitimate interests in this case:  the needs of law 

enforcement and the privacy and personal safety interests of the public.  In furtherance 

of its law enforcement interests, the government had the opportunity to seek 

amendments to existing law, to ask Congress to adopt the position it urges here.  But 

rather than pursue new legislation, the government backed away from Congress and 

turned to the courts, a forum ill-suited to address the myriad competing interests, 

potential ramifications, and unintended consequences presented by the government’s 

unprecedented demand.  And more importantly, by invoking “terrorism” and moving 

ex parte behind closed courtroom doors, the government sought to cut off debate and 

circumvent thoughtful analysis.   

The order demanded by the government compels Apple to create a new 

operating system—effectively a “back door” to the iPhone—that Apple believes is too 

dangerous to build.  Specifically, the government would force Apple to create new 

software with functions to remove security features and add a new capability to the 

operating system to attack iPhone encryption, allowing a passcode to be input 

electronically.  This would make it easier to unlock the iPhone by “brute force,” trying 

thousands or millions of passcode combinations with the speed of a modern computer.  

In short, the government wants to compel Apple to create a crippled and insecure 

product.  Once the process is created, it provides an avenue for criminals and foreign 

agents to access millions of iPhones.  And once developed for our government, it is 

only a matter of time before foreign governments demand the same tool.  
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The government says:  “Just this once” and “Just this phone.”  But the 

government knows those statements are not true; indeed the government has filed 

multiple other applications for similar orders, some of which are pending in other 

courts.2  And as news of this Court’s order broke last week, state and local officials 

publicly declared their intent to use the proposed operating system to open hundreds of 

other seized devices—in cases having nothing to do with terrorism.3  If this order is 

permitted to stand, it will only be a matter of days before some other prosecutor, in 

some other important case, before some other judge, seeks a similar order using this 

case as precedent.  Once the floodgates open, they cannot be closed, and the device 

security that Apple has worked so tirelessly to achieve will be unwound without so 

much as a congressional vote.  As Tim Cook, Apple’s CEO, recently noted:  “Once 

created, the technique could be used over and over again, on any number of devices.  

In the physical world, it would be the equivalent of a master key, capable of opening 

hundreds of millions of locks—from restaurants and banks to stores and homes.  No 

reasonable person would find that acceptable.”  Declaration of Nicola T. Hanna 

(“Hanna Decl.”), Ex. D [Apple Inc., A Message to Our Customers (Feb. 16, 2016)]. 

Despite the context of this particular action, no legal principle would limit the 

use of this technology to domestic terrorism cases—but even if such limitations could 

be imposed, it would only drive our adversaries further underground, using encryption 

technology made by foreign companies that cannot be conscripted into U.S. 

                                                 
 2 Hanna Decl. Ex. B [Letter to Court, In re Order Requiring Apple, Inc. to Assist in 

the Execution of a Search Warrant Issued by this Court, E.D.N.Y No. 15-MC-1902, 
Dkt. 27]. 

 3 E.g., Hanna Decl. Ex. C [Seung Lee, The Murder Victim Whose Phone Couldn’t Be 
Cracked and Other Apple Encryption Stories, Newsweek (Feb. 19, 2016)] (Cyrus 
Vance, Manhattan District Attorney stating that he has “155 to 160” devices that he 
would like to access, while officials in Sacramento have “well over 100” devices 
for which they would like Apple to produce unique software so that they can access 
the devices’ contents); Hanna Decl. ¶ 5 at 18:28 [Charlie Rose, Television 
Interview of Cyrus Vance (Feb. 18, 2016)] (Vance stating “absolutely” that he 
“want[s] access to all those phones that [he thinks] are crucial in a criminal 
proceeding”). 
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government service4—leaving law-abiding individuals shouldering all of the burdens 

on liberty, without any offsetting benefit to public safety.  Indeed, the FBI’s repeated 

warnings that criminals and terrorists are able to “go dark” behind end-to-end 

encryption methods proves this very point.  See Hanna Decl. Ex. F [FBI, Operational 

Technology, Going Dark Issue (last visited Feb. 23, 2016) (“FBI, Going Dark”)]. 

Finally, given the government’s boundless interpretation of the All Writs Act, it 

is hard to conceive of any limits on the orders the government could obtain in the 

future.  For example, if Apple can be forced to write code in this case to bypass 

security features and create new accessibility, what is to stop the government from 

demanding that Apple write code to turn on the microphone in aid of government 

surveillance, activate the video camera, surreptitiously record conversations, or turn on 

location services to track the phone’s user?  Nothing. 

As FBI Director James Comey expressly recognized: 

Democracies resolve such tensions through robust debate. . . .  It may be 
that, as a people, we decide the benefits [of strong encryption] outweigh 
the costs and that there is no sensible, technically feasible way to optimize 
privacy and safety in this particular context, or that public safety folks 
will be able to do their job well enough in the world of universal strong 
encryption.  Those are decisions Americans should make, but I think part 
of my job is [to] make sure the debate is informed by a reasonable 
understanding of the costs.  

Hanna Decl. Ex. G [James Comey, Encryption, Public Safety, and “Going Dark,” 

Lawfare (July 6, 2015, 10:38 AM) (“Comey, Going Dark”)]; see also Hanna Decl. Ex. 

H [James Comey, We Could Not Look the Survivors in the Eye if We Did Not Follow 

This Lead, Lawfare (Feb. 21, 2016, 9:03 PM) (“Comey, Follow This Lead”)] 

(reiterating that the tension between national security and individual safety and privacy 

“should not be resolved by the FBI, which investigates for a living[, but rather] . . . by 

the American people . . . .”).  The government, by seeking an order mandating that 

                                                 
 4 See Hanna Decl. Ex. E [Margaret Coker, et al., The Attacks in Paris: Islamic State 

Teaches Tech Savvy, Wall St. J. (Nov. 17, 2015) (“Coker, Tech Savvy”)] 
(describing the technological sophistication of terrorists groups, including, for 
example, ISIS’s ability and willingness to shift to more secure communication 
methods). 
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Apple create software to destabilize the security of the iPhone and the law-abiding 

citizens who use it to store data touching on every facet of their private lives, is not 

acting to inform or contribute to the debate; it is seeking to avoid it. 

Apple strongly supports, and will continue to support, the efforts of law 

enforcement in pursuing justice against terrorists and other criminals—just as it has in 

this case and many others.  But the unprecedented order requested by the government 

finds no support in the law and would violate the Constitution.  Such an order would 

inflict significant harm—to civil liberties, society, and national security—and would 

preempt decisions that should be left to the will of the people through laws passed by 

Congress and signed by the President.  Accordingly, the Court should vacate the order 

and deny the government’s motion to compel.5  

II. BACKGROUND 

A. Apple’s Industry-Leading Device Security. 

Apple is committed to data security.  Encryption provides Apple with the 

strongest means available to ensure the safety and privacy of its customers against 

threats known and unknown.6  For several years, iPhones have featured hardware- and 

                                                 
 5 The government filed its motion to compel notwithstanding the Court allowing an 

eight-day period within which Apple could challenge the order compelling 
assistance, Apple’s express indication during the parties’ February 18 status 
conference that it intended to seek relief from the order, the Court’s entry of a 
briefing schedule to permit the parties to address the validity of the order, and the 
Court’s own skepticism about the utility of such a motion.  That skepticism proved 
warranted.  Only three pages into the government’s 25-page motion, it concedes the 
motion is “not legally necessary.”  Dkt. 1 at 3 n.3.  Nor could the government claim 
otherwise, as the motion—substantial portions of which appear to have been cut 
and pasted from the government’s ex parte application—seeks no relief beyond that 
contemplated by the order compelling assistance.  Because the government’s 
motion serves no legal purpose, and the issues it raises will be fully briefed and 
addressed in Apple’s motion to vacate and the government’s opposition thereto, it 
should be denied.  See, e.g., Pipe Trades Council, U.A. Loc. 159 v. Underground 
Contractors Ass’n, 835 F.2d 1275, 1279 (9th Cir. 1987) (concluding a district court 
properly denied a motion to compel as premature); cf. Ayres v. Ocwen Loan Serv., 
LLC, 2013 WL 4784190, at *3 (D. Md. Sept. 5, 2013) (striking sua sponte a motion 
that was “not technically ripe” and “meandering, redundant, transparent, and largely 
oblivious to the posture of the case”). 

 6 Former NSA and CIA Director Michael Hayden has recognized that, on balance, 
America is more secure because of “end-to-end unbreakable encryption.”  Hanna 
Decl. Ex. I [Gen. Michael Hayden Gives an Update on the Cyberwar, Wall St. J. 

(Cont'd on next page) 
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software-based encryption of their password-protected contents.  Declaration of Erik 

Neuenschwander (“Neuenschwander Decl.”) ¶ 8.  These protections safeguard the 

encryption keys on the device with a passcode designated by the user during setup.  Id. 

¶ 9.  This passcode immediately becomes entangled with the iPhone’s Unique ID 

(“UID”), which is permanently assigned to that one device during the manufacturing 

process.  Id. ¶ 13.  The iPhone’s UID is neither accessible to other parts of the 

operating system nor known to Apple.  See generally Hanna Decl. Ex. K [Apple Inc., 

iOS Security: iOS 9.0 or later (September 2015)].  These protections are designed to 

prevent anyone without the passcode from accessing encrypted data on iPhones.  

Neuenschwander Decl. ¶ 8 .   

Cyber-attackers intent on gaining unauthorized access to a device could break a 

user-created passcode, if given enough chances to guess and the ability to test 

passwords rapidly by automated means.  To prevent such “brute-force” attempts to 

determine the passcode, iPhones running iOS 8 and higher include a variety of 

safeguards.  Id. ¶ 10.  For one, Apple uses a “large iteration count” to slow attempts to 

access an iPhone, ensuring that it would take years to try all combinations of a six-

character alphanumeric passcode.  Id. ¶ 11.  In addition, Apple imposes escalating time 

delays after the entry of each invalid passcode.  Id. ¶ 12.  Finally, Apple also includes a 

setting that—if activated—automatically deletes encrypted data after ten consecutive 

incorrect attempts to enter the passcode.  Id.  This combination of security features 

protects users from attackers or if, for example, the user loses the device.     

B. The Government Abandoned Efforts To Obtain Legal Authority For 
Mandated Back Doors.

Some in the law enforcement community have disparaged the security 

improvements by Apple and others, describing them as creating a “going dark” 

                                                 
(Cont'd from previous page) 

(Feb. 17, 2016)]; cf. Hanna Decl. Ex. J [Damian Paletta, How the U.S. Fights 
Encryption—and Also Helps Develop It, Wall St. J. (Feb. 22, 2016)] (describing 
funding by U.S. government of stronger encryption technologies). 
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problem in which law enforcement may possess the “legal authority to intercept and 

access communications and information pursuant to court orders” but lack the 

“technical ability to carry out those orders because of a fundamental shift in 

communications services and technologies.”7  As a result, some officials have 

advanced the view that companies should be required to maintain access to user 

communications and data and provide that information to law enforcement upon 

satisfaction of applicable legal requirements.8  This would give the government, in 

effect, a back door to otherwise encrypted communications—which would be precisely 

the result of the government’s position in this case.9  

Apple and other technology companies, supported by leading security experts, 

have disagreed with law enforcement’s position, observing that any back door enabling 

government officials to obtain encrypted data would also create a vulnerability that 

could be exploited by criminals and foreign agents, weakening critical security 

protections and creating new and unforeseen access to private information.  For these 

reasons, Apple and others have strongly opposed efforts to require companies to enable 

the government to obtain encrypted information, arguing that this would compromise 

the security offered to its hundreds of millions of law-abiding customers in order to 

weaken security for the few who may pose a threat.10   

As leading former national security officials have made clear, Apple’s 

“resistance to building in a back door” in whatever form it may take is well-justified, 

                                                 
7   Hanna Decl. Ex. F [FBI, Going Dark].    
8   See, e.g., Hanna Decl. Ex. L [James Comey, Going Dark: Encryption, Technology, 

and the Balances Between Public Safety and Encryption, Joint Statement with 
Deputy Atty. Gen. Sally Quillian Yates Before the Sen. Judiciary Comm. (July 8, 
2015)].  The repeated concern about the broader “going dark” problem, and the 
focus on universal back doors, stands in stark contrast to the comments by 
government officials that this case is about just one iPhone. 

9   See Hanna Decl. Ex. M [Susan Landau, The National-Security Needs for 
Ubiquitous Encryption (Feb. 1, 2016)]. 

10   See Hanna Decl. Ex. N, ¶ 20 [Apple Inc. and Apple Distrib. Int’l, Written Evidence 
(IPB0093), (Dec. 21, 2015)].   
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because “the greater public good is a secure communications infrastructure protected 

by ubiquitous encryption at the device, server and enterprise level without building in 

means for government monitoring.”11 
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C. Apple’s Substantial Assistance In The Government’s Investigation   

Apple was shocked and saddened by the mindless savagery of the December 2, 

2015 terrorist attack in San Bernardino.  In the days following the attack, the FBI 

approached Apple for help in its investigation.  Apple responded immediately, and 

devoted substantial resources on a 24/7 basis to support the government’s investigation 

of this heinous crime.  Declaration of Lisa Olle (“Olle Decl.”) ¶¶ 5-9. 

Apple promptly provided all data that it possessed relating to the attackers’ 

accounts and that the FBI formally requested via multiple forms of legal process, in 

keeping with Apple’s commitment to comply with all legally valid subpoenas and 

                                                 
(Cont'd from previous page) 

 

 

18   See Hanna Decl. Ex. T [James Comey, Director Discusses Encryption, Patriot Act 
Provisions, (May 20, 2015)].  Even Manhattan District Attorney Cyrus Vance, Jr., 
who is eager to see the government prevail here, has acknowledged that these issues 
should be resolved by Congress.  Hanna Decl. Ex. Z [Cyrus R. Vance Jr., No 
Smartphone Lies Beyond the Reach of a Judicial Search Warrant, N.Y. Times (Feb. 
18, 2016)]; Hanna Decl. Ex. U [NPR, Weekend Edition, It’s Not Just the iPhone 
Law Enforcement Wants to Unlock (Feb. 21, 2016)] (“. . . I think that the United 
States Congress is going to have to step in here . . .  We need to look at this with 
independent eyes.  And I believe Congress ultimately is going to have to make the 
judgment call of where we draw that line [between privacy and public safety]”.). 

19   Hanna Decl. Ex. V [Remarks by President Obama and Prime Minister Cameron of 
the United Kingdom in Joint Press Conference (Jan. 16, 2015)].   

20   Hanna Decl. Ex. W [Kara Swisher, White House.  Red Chair.  Obama Meets 
Swisher, Re/Code.com (Feb. 15, 2015)].   
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search warrants that the company receives.  Id.   Additionally, Apple has furnished 

valuable informal assistance to the government’s investigation—participating in 

teleconferences, providing technical assistance, answering questions from the FBI, and 

suggesting potential alternatives for the government to attempt to obtain data from the 

iPhone at issue.  Id. ¶ 6.  

Unfortunately, the FBI, without consulting Apple or reviewing its public 

guidance regarding iOS, changed the iCloud password associated with one of the 

attacker’s accounts, foreclosing the possibility of the phone initiating an automatic 

iCloud back-up of its data to a known Wi-Fi network, see Hanna Decl. Ex. X [Apple 

Inc., iCloud:  Back up your iOS device to iCloud], which could have obviated the need 

to unlock the phone and thus for the extraordinary order the government now seeks.21  

Had the FBI consulted Apple first, this litigation may not have been necessary. 

D. The Government’s Ex Parte Application Under The All Writs Act, And 
This Court’s Order 

On February 16, 2016, the government filed an ex parte application and 

proposed order asking the Court to compel Apple to assist in the government’s 

investigation under the authority of the All Writs Act, codified at 28 U.S.C. § 1651.22  

                                                 
 21 In its motion to compel, filed February 19 with this Court, the government sought 

to shift the blame to the “owner” (San Bernardino County) in describing who 
changed the password and why it allegedly has no other viable alternatives besides 
the creation of a new operating system.  Dkt. 1 at 18 n.7.  The FBI later issued a 
press release acknowledging that it “worked with” the County to reset the 
password.  See Hanna Decl. Ex. Y [Statement to Address Misleading Reports that 
the County of San Bernardino Reset Terror Suspect’s iPhone Without Consent of 
the FBI, issued by the FBI to Ars Technica (Feb. 21, 2016)]. 

 22 The government obtained the Order without notice to Apple and without allowing 
Apple an opportunity to be heard.  See Mullane v. Cent. Hanover Bank & Tr. Co., 
339 U.S. 306, 314 (1950) (recognizing that one of the “‘fundamental requisite[s] of 
due process of law is the opportunity to be heard’”) (quoting Grannis v. Ordean, 
234 U.S. 385, 394 (1914)).  But this was not a case where the government needed 
to proceed in secret to safeguard its investigation; indeed, Apple understands that 
the government alerted reporters before filing its ex parte application, and then, 
immediately after it was signed and confirmed to be on the docket, distributed the 
application and Order to the public at about the same time it notified Apple.  
Moreover, this is the only case in counsel’s memory in which an FBI Director has 
blogged in real-time about pending litigation, suggesting that the government does 
not believe the data on the phone will yield critical evidence about other suspects.  

(Cont'd on next page) 
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With no opposition or other perspectives to consider, the Court granted the 

government’s request and signed the government’s proposed order, thereby compelling 

Apple to create new software that would allow the government to hack into an iPhone 

5c used by one of the attackers.  Order Compelling Apple Inc. to Assist Agents in 

Search, In the Matter of the Search of an Apple iPhone Seized During the Execution of 

a Search Warrant on a Black Lexus IS300, Cal. License Plate 35KGD203, No. ED 15-

0451M (Feb. 16, 2016), Dkt. at 19 (the “Order”).    

The Order directs Apple to provide “reasonable technical assistance to assist law 

enforcement agents in obtaining access to the data” on the device.  Id. ¶ 1.  The Order 

further defines this “reasonable technical assistance” to include creating custom 

software that can be loaded on the iPhone to accomplish three goals:  (1) bypass or 

disable the iPhone’s “auto-erase” function, designed to protect against efforts to obtain 

unauthorized access to the device’s encrypted contents by deleting encrypted data after 

ten unsuccessful attempts to enter the iPhone’s passcode, (2) enable the FBI to 

electronically submit passcodes to the device for testing, bypassing the requirement 

that passcodes be manually entered, and (3) remove any time delays between entering 

incorrect passcodes.  Id. ¶ 2.  Because the government proceeded ex parte, Apple had 

no opportunity to weigh in on whether such assistance was “reasonable,” and thus the 

government’s request was assumed to be. 

The software envisioned by the government simply does not exist today.  Thus, 

at bottom, the Order would compel Apple to create a new version of the iPhone 

operating system designed to defeat the critical security features noted previously for 

the specific purpose of accessing the device’s contents in unencrypted form—in other 

words, to write new software to create a back door to the device’s encrypted data. 

                                                 
(Cont'd from previous page) 

See Hanna Decl. Ex. G [Comey, Going Dark]; Hanna Decl. Ex. H [Comey, Follow 
This Lead]. 
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E. The Resources And Effort Required To Develop The Software Demanded 
By The Government 

The compromised operating system that the government demands would require 

significant resources and effort to develop.  Although it is difficult to estimate, because 

it has never been done before, the design, creation, validation, and deployment of the 

software likely would necessitate six to ten Apple engineers and employees dedicating 

a very substantial portion of their time for a minimum of two weeks, and likely as 

many as four weeks.  Neuenschwander Decl. ¶ 22.  Members of the team would 

include engineers from Apple’s core operating system group, a quality assurance 

engineer, a project manager, and either a document writer or a tool writer.  Id.   

No operating system currently exists that can accomplish what the government 

wants, and any effort to create one will require that Apple write new code, not just 

disable existing code functionality.  Id. ¶¶ 24-25.  Rather, Apple will need to design 

and implement untested functionality in order to allow the capability to enter 

passcodes into the device electronically in the manner that the government describes.  

Id. ¶ 24.  In addition, Apple would need to either develop and prepare detailed 

documentation for the above protocol to enable the FBI to build a brute-force tool that 

is able to interface with the device to input passcode attempts, or design, develop and 

prepare documentation for such a tool itself.  Id. ¶ 25.  Further, if the tool is utilized 

remotely (rather than at a secure Apple facility), Apple will also have to develop 

procedures to encrypt, validate, and input into the device communications from the 

FBI.  Id.  This entire development process would need to be logged and recorded in 

case Apple’s methodology is ever questioned, for example in court by a defense 

lawyer for anyone charged in relation to the crime.  Id. ¶ 28.   

Once created, the operating system would need to go through Apple’s quality 

assurance and security testing process.  Id. ¶ 29.  Apple’s software ecosystem is 

incredibly complicated, and changing one feature of an operating system often has 

ancillary or unanticipated consequences.  Id. ¶ 30.  Thus, quality assurance and 

security testing would require that the new operating system be tested on multiple 
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devices and validated before being deployed.  Id.  Apple would have to undertake 

additional testing efforts to confirm and validate that running this newly developed 

operating system to bypass the device’s security features will not inadvertently destroy 

or alter any user data.  Id. ¶ 31.  To the extent problems are identified (which is almost 

always the case), solutions would need to be developed and re-coded, and testing 

would begin anew.  Id. ¶ 32.  As with the development process, the entire quality 

assurance and security testing process would need to be logged, recorded, and 

preserved.  Id. ¶ 33.  Once the new custom operating system is created and validated, it 

would need to be deployed on to the subject device, which would need to be done at an 

Apple facility.  Id. ¶¶ 34-35.  And if the new operating system has to be destroyed and 

recreated each time a new order is issued, the burden will multiply.  Id. ¶¶ 44-45.   

III. ARGUMENT 

A. The All Writs Act Does Not Provide A Basis To Conscript Apple To Create 
Software Enabling The Government To Hack Into iPhones.  

The All Writs Act (or the “Act”) does not provide the judiciary with the 

boundless and unbridled power the government asks this Court to exercise.  The Act is 

intended to enable the federal courts to fill in gaps in the law so they can exercise the 

authority they already possess by virtue of the express powers granted to them by the 

Constitution and Congress; it does not grant the courts free-wheeling authority to 

change the substantive law, resolve policy disputes, or exercise new powers that 

Congress has not afforded them.  Accordingly, the Ninth Circuit has squarely rejected 

the notion that “the district court has such wide-ranging inherent powers that it can 

impose a duty on a private party when Congress has failed to impose one.  To so rule 

would be to usurp the legislative function and to improperly extend the limited federal 

court jurisdiction.”  Plum Creek, 608 F.2d at 1290 (emphasis added).  

Congress has never authorized judges to compel innocent third parties to 

provide decryption services to the FBI.  Indeed, Congress has expressly withheld that 

authority in other contexts, and this issue is currently the subject of a raging national 
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policy debate among members of Congress, the President, the FBI Director, and state 

and local prosecutors.  Moreover, federal courts themselves have never recognized an 

inherent authority to order non-parties to become de facto government agents in 

ongoing criminal investigations.  Because the Order is not grounded in any duly 

enacted rule or statute, and goes well beyond the very limited powers afforded by 

Article III of the Constitution and the All Writs Act, it must be vacated. 

1. The All Writs Act Does Not Grant Authority To Compel Assistance 
Where Congress Has Considered But Chosen Not To Confer Such 
Authority. 
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2. New York Telephone Co. And Its Progeny Confirm That The All 
Writs Act Does Not Authorize Courts To Compel The Unprecedented 
And Unreasonably Burdensome Conscription Of Apple That The 
Government Seeks. 

The government relies heavily on the Supreme Court’s decision in United States 

v. New York Telephone Co., 434 U.S. 159 (1977), to assert that the All Writs Act 

permits the Court to compel private third parties like Apple to assist the government in 

effectuating a search warrant by writing new software code that would undermine the 

security of its own product.  The government misapplies this case. 

In New York Telephone Co., the district court compelled the company to install a 

simple pen register device (designed to record dialed numbers) on two telephones 

where there was “probable cause to believe that the [c]ompany’s facilities were being 

employed to facilitate a criminal enterprise on a continuing basis.”  434 U.S. at 174.  

The Supreme Court held that the order was a proper writ under the Act, because it was 

consistent with Congress’s intent to compel third parties to assist the government in the 

use of surveillance devices, and it satisfied a three-part test imposed by the Court.  

First, the Court found that the company was not “so far removed from the 

underlying controversy that its assistance could not be permissibly compelled.”  Id.  

Second, the assistance sought was “meager,” and as a public utility, the company did 

not “ha[ve] a substantial interest in not providing assistance.”  Id.  Third, “after an 

exhaustive search,” the FBI was unable to find a suitable location to install its own pen 

registers without tipping off the targets, and thus there was “no conceivable way in 

which the surveillance authorized by the District Court could have been successfully 

accomplished” without the company’s meager assistance.  Id. at 175.  Applying these 

factors to this case confirms that the All Writs Act does not permit the Court to compel 

the unprecedented and unreasonably burdensome assistance that the government seeks.   
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b. The Order Requested By The Government Would Impose An 
Unprecedented And Oppressive Burden On Apple And Citizens 
Who Use The iPhone. 

An order pursuant to the All Writs Act “must not [1] adversely affect the basic 

interests of the third party or [2] impose an undue burden.”  Hall, 583 F. Supp. at 719.  

The Order violates both requirements by conscripting Apple to develop software that 

does not exist and that Apple has a compelling interest in not creating.  The 

government’s request violates the first requirement—that the Act “must not adversely 

affect the basic interests of the third party”—because Apple has a strong interest in 

safeguarding its data protection systems that ensure the security of hundreds of 

millions of customers who depend on and store their most confidential data on their 

iPhones.  An order compelling Apple to create software that defeats those safeguards 

undeniably threatens those systems and adversely affects Apple’s interests and those of 

iPhone users around the globe.  See id.   

The government’s request violates the second requirement—that the Act “must 

not . . . impose an undue burden”—because the government’s unprecedented demand 

forces Apple to develop new software that destroys the security features that Apple has 

spent years building.  As discussed supra in section II.E, no operating system currently 

exists that can accomplish what the government wants, and any effort to create one 

would require that Apple write new code, not just disable existing functionality.  

Neuenschwander Decl. ¶¶ 23-25.  Experienced Apple engineers would have to design, 

create, test, and validate the compromised operating system, using a hyper-secure 

isolation room within which to do it, and then deploy and supervise its operation by the 

FBI to brute force crack the phone’s passcode.  Id. ¶¶ 21-43; Olle Decl. ¶ 14.  The 
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system itself would have to be tested on multiple devices to ensure that the operating 

system works and does not alter any data on the device.  Neuenschwander Decl. ¶¶ 30-

31.  All aspects of the development and testing processes would need to be logged and 

recorded in case Apple’s methodology is ever questioned.  Id. ¶¶ 28, 33.    

Moreover, the government’s flawed suggestion to delete the program and erase 

every trace of the activity would not lessen the burden, it would actually increase it 

since there are hundreds of demands to create and utilize the software waiting in the 

wings.  Id. ¶¶ 38-45.  If Apple creates new software to open a back door, other federal 

and state prosecutors—and other governments and agencies—will repeatedly seek 

orders compelling Apple to use the software to open the back door for tens of 

thousands of iPhones.  Indeed, Manhattan District Attorney Cyrus Vance, Jr., has made 

clear that the federal and state governments want access to every phone in a criminal 

investigation.24  See Hanna Decl., Ex. Z [(Cyrus R. Vance, Jr., No Smartphone Lies 

Beyond the Reach of a Judicial Search Warrant, N.Y. Times (Feb. 18, 2016)]; Hanna 

Decl. ¶ 5 at 18:28 [Charlie Rose, Television Interview of Cyrus Vance (Feb. 18, 2016)] 

(Vance stating “absolutely” that he “want[s] access to all those phones that [he thinks] 

are crucial in a criminal proceeding”).  This enormously intrusive burden—building 

everything up and tearing it down for each demand by law enforcement—lacks any 

support in the cases relied on by the government, nor do such cases exist. 

                                                 
 24 Use of the software in criminal prosecutions only exacerbates the risk of disclosure, 

given that criminal defendants will likely challenge its reliability.  See Fed. R. Evid. 
702 (listing requirements of expert testimony, including that “testimony [be] the 
product of reliable principles and methods” and “the expert has reliably applied the 
principles and methods to the facts of the case,” all of which a defendant is entitled 
to challenge); see also United States v. Budziak, 697 F.3d 1105, 1111–13 (9th Cir. 
2012) (vacating order denying discovery of FBI software); State v. Underdahl, 767 
N.W.2d 677, 684–86 (Minn. 2009) (upholding order compelling discovery of 
breathalyzer source code).  The government’s suggestion that Apple can destroy the 
software has clearly not been thought through, given that it would jeopardize 
criminal cases.  See United States v. Cooper, 983 F.2d 928, 931–32 (9th Cir. 1993) 
(government’s bad-faith failure to preserve laboratory equipment seized from 
defendants violated due process, and appropriate remedy was dismissal of 
indictment, rather than suppression of evidence). 
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The alternative—keeping and maintaining the compromised operating system 

and everything related to it—imposes a different but no less significant burden, i.e., 

forcing Apple to take on the task of unfailingly securing against disclosure or 

misappropriation the development and testing environments, equipment, codebase, 

documentation, and any other materials relating to the compromised operating system.  

Id. ¶ 47.  Given the millions of iPhones in use and the value of the data on them, 

criminals, terrorists, and hackers will no doubt view the code as a major prize and can 

be expected to go to considerable lengths to steal it, risking the security, safety, and 

privacy of customers whose lives are chronicled on their phones.  Indeed, as the 

Supreme Court has recognized, “[t]he term ‘cell phone’ is itself misleading shorthand; 

. . . these devices are in fact minicomputers” that “could just as easily be called 

cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries, albums, 

televisions, maps, or newspapers.”  Riley v. California, 134 S. Ct. 2473, 2488–89 

(2014) (observing that equating the “data stored on a cell phone” to “physical items” 

“is like saying a ride on horseback is materially indistinguishable from a flight to the 

moon”).  By forcing Apple to write code to compromise its encryption defenses, the 

Order would impose substantial burdens not just on Apple, but on the public at large.  

And in the meantime, nimble and technologically savvy criminals will continue to use 

other encryption technologies, while the law-abiding public endures these threats to 

their security and personal liberties—an especially perverse form of unilateral 

disarmament in the war on terror and crime.  See n.4 supra (describing ISIS’s shift to 

more secure communication methods). 

In addition, compelling Apple to create software in this case will set a dangerous 

precedent for conscripting Apple and other technology companies to develop 

technology to do the government’s bidding in untold future criminal investigations.  If 

the government can invoke the All Writs Act to compel Apple to create a special 

operating system that undermines important security measures on the iPhone, it could 

argue in future cases that the courts should compel Apple to create a version to track 
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the location of suspects, or secretly use the iPhone’s microphone and camera to record 

sound and video.  And if it succeeds here against Apple, there is no reason why the 

government could not deploy its new authority to compel other innocent and unrelated 

third-parties to do its bidding in the name of law enforcement.  For example, under the 

same legal theories advocated by the government here, the government could argue 

that it should be permitted to force citizens to do all manner of things “necessary” to 

assist it in enforcing the laws, like compelling a pharmaceutical company against its 

will to produce drugs needed to carry out a lethal injection in furtherance of a lawfully 

issued death warrant,25 or requiring a journalist to plant a false story in order to help 

lure out a fugitive, or forcing a software company to insert malicious code in its auto-

update process that makes it easier for the government to conduct court-ordered 

surveillance.  Indeed, under the government’s formulation, any party whose assistance 

is deemed “necessary” by the government falls within the ambit of the All Writs Act 

and can be compelled to do anything the government needs to effectuate a lawful court 

order.  While these sweeping powers might be nice to have from the government’s 

perspective, they simply are not authorized by law and would violate the Constitution.   

Moreover, responding to these demands would effectively require Apple to 

create full-time positions in a new “hacking” department to service government 

requests and to develop new versions of the back door software every time iOS 

changes, and it would require Apple engineers to testify about this back door as 

government witnesses at trial.  See, e.g., United States v. Cameron, 699 F.3d 621, 643–

44 (1st Cir. 2012) (holding that reports generated by an Internet provider were 

testimonial, and thus could not be admitted without “giving [defendant] the 

opportunity to cross-examine the [provider’s] employees who prepared the [] 

[r]eports”).  Nothing in federal law allows the courts, at the request of prosecutors, to 

                                                 
 25 Magistrate Judge Orenstein posed this same hypothetical to the government, and 

the government had no answer.  Hanna Decl. Ex. DD at 43–47 [October 26, 2015 
Transcript]. 
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coercively deputize Apple and other companies to serve as a permanent arm of the 

government’s forensics lab.  Indeed, the government fails to cite any case—because 

none exists—to support its incorrect contention that courts have invoked the All Writs 

Act to conscript a company like Apple to “to write some amount of code in order to 

gather information in response to subpoenas or other process.”  Ex Parte App. at 15. 

The burden imposed on Apple is thus in sharp contrast to New York Telephone 

Co., where the public utility was compelled to provide “meager assistance” in setting 

up a pen register—a step which “required minimal effort on the part of the [c]ompany 

and no disruption to its operations.”  434 U.S. at 174–75 (noting that the company 

routinely employed pen registers without court order for purposes of checking billing 

operations and detecting fraud); see also Mountain Bell, 616 F.2d at 1132 (order 

compelling the phone company to use a tracing technique akin to a pen register did not 

impose a substantial burden because it “was extremely narrow in scope,” and 

“prohibit[ed] any tracing technique which required active monitoring by company 

personnel”).  The very limited orders in those cases thus “should not be read to 

authorize the wholesale imposition upon private, third parties of duties pursuant to 

search warrants.”  Id.   

The other cases the government relies on involve similarly inconsequential 

burdens where third parties were asked to turn over records that were already in their 

possession or readily accessible, Videotapes, 2003 WL 22053105, at *3 (directing 

apartment complex owner to share surveillance footage “maintained in the ordinary 

course of business”); Hall, 583 F. Supp. at 722 (directing bank to produce credit card 

records), or where the third party provided minimal assistance to effect a lawful 

wiretap, In re Application of U.S. of Am. for an Order Directing a Provider of 

Commc’n Servs. to Provide Tech. Assistance to Agents of the U.S. Drug Enf’t Admin., 

2015 WL 5233551, at *5 (D.P.R. Aug. 27, 2015).  But unlike those cases, where the 

government directed a third party to provide something that already existed or sought 

assistance with a minimal and routine service, here the government wants to compel 

Case 5:16-cm-00010-SP   Document 16   Filed 02/25/16   Page 38 of 47   Page ID #:118



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

 

28 

Gibson, Dunn & 

Crutcher LLP 

Apple to deploy a team of engineers to write and test software code and create a new 

operating system that undermines the security measures it has worked so hard to 

establish—and then to potentially do that over and over again as other federal, state, 

local and foreign prosecutors make demands for the same thing.     

The government’s reliance on two phone “unlocking” cases is similarly 

misplaced.  Ex Parte App. at 9 (citing United States v. Navarro, No. 13-CR-5525 

(W.D. Wash. Nov. 13, 2013), ECF No. 39; In re Order Requiring [XXX], Inc. to Assist 

in the Execution of a Search Warrant Issued by This Court by Unlocking a Cellphone, 

2014 WL 5510865, at *2 (S.D.N.Y. Oct. 31, 2014) (“Order Requiring [XXX]”).  As an 

initial matter, the Navarro order is a minute order that does not contain any analysis of 

the All Writs Act, and it is unclear whether its limitations were ever raised or 

considered.  The Navarro order is also distinguishable because it involved the 

government’s request to unlock an iPhone on an older operating system that did not 

require the creation of any new software.  Order Requiring [XXX], which was also 

issued without the benefit of adversarial briefing, is equally unavailing.  2014 WL 

5510865, at *3 (granting ex parte application to compel a third party to bypass a lock 

screen on a phone to effectuate a search warrant).  Although the court purported to 

apply New York Telephone Co., it did not analyze all of the factors set forth in that 

case, such as whether the All Writs Act could be used to compel third parties to hack 

into phones, whether the cellphone company was “too far removed” from the matter, 

or whether hacking into the phone adversely affected the company’s interests.  Rather, 

the court simply concluded the technical service sought was not “burdensome,” akin to 

“punching a few buttons” or installing a pen register.  2014 WL 5510865, at *2 

(internal quotation marks omitted).  As Apple has explained, the technical assistance 

sought here requires vastly more than simply pressing a “few buttons.” 

 The government has every right to reasonably involve the public in the law 

enforcement process.  Indeed, each year Apple complies with thousands of lawful 

requests for data and information by law enforcement, and on many occasions has 
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extracted data from prior versions of its operating system for the FBI’s use.  See Olle 

Decl. ¶¶ 15-16.  But compelling minimal assistance to surveil or apprehend a criminal 

(as in most of the cases the government cites), or demanding testimony or production 

of things that already exist (akin to exercising subpoena power), is vastly different, and 

significantly less intrusive, than conscripting a private company to create something 

entirely new and dangerous.  There is simply no parallel or precedent for it. 

c. The Government Has Not Demonstrated Apple’s Assistance 
Was Necessary To Effectuating The Warrant. 

A third party cannot be compelled to assist the government unless the 

government is authorized to act and the third party’s participation is imperative.  The 

order in New York Telephone Co. satisfied that requirement because the court had 

authorized surveillance, and “there [was] no conceivable way” to accomplish that 

surveillance without the company’s assistance.  434 U.S. at 175 (noting that FBI had 

conducted “an exhaustive search” for a way to install a pen register in an undetectable 

location).  The order compelling the phone company’s assistance was therefore 

necessary “to prevent nullification of the court’s warrant” and “to put an end to this 

venture.”  Id. at 174, 175 & n.23; see also Mountain Bell, 616 F.2d at 1129 (holding 

that an order compelling a third party to assist with tracing was necessary to carry out a 

wiretap and halt ongoing criminal activity); Mich. Bell Telephone Co. v. United States, 

565 F.2d 385, 389 (6th Cir. 1977) (concluding that telephone company was “the only 

entity that c[ould] effectuate the order of the district court to prevent company-owned 

facilities from being used in violation of both state and federal laws”). 

Here, by contrast, the government has failed to demonstrate that the requested 

order was absolutely necessary to effectuate the search warrant, including that it 

exhausted all other avenues for recovering information.  Indeed, the FBI foreclosed 

one such avenue when, without consulting Apple or reviewing its public guidance 

regarding iOS, the government changed the iCloud password associated with an 

attacker’s account, thereby preventing the phone from initiating an automatic iCloud 
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back-up.  See supra II.C.  Moreover, the government has not made any showing that it 

sought or received technical assistance from other federal agencies with expertise in 

digital forensics, which assistance might obviate the need to conscript Apple to create 

the back door it now seeks.  See Hanna Decl. Ex. DD at 34–36 [October 26, 2015 

Transcript] (Judge Orenstein asking the government “to make a representation for 

purposes of the All Writs Act” as to whether the “entire Government,” including the 

“intelligence community,” did or did not have the capability to decrypt an iPhone, and 

the government responding that “federal prosecutors don’t have an obligation to 

consult the intelligence community in order to investigate crime”).  As such, the 

government has not demonstrated that “there is no conceivable way” to extract data 

from the phone.  New York Tel. Co., 434 U.S. at 174.  
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IV. CONCLUSION 

Apple has great respect for the professionals at the Department of Justice and 

FBI, and it believes their intentions are good.  Moreover, Apple has profound 

sympathy for the innocent victims of the attack and their families.  However, while the 

government’s desire to maximize security is laudable, the decision of how to do so 

while also protecting other vital interests, such as personal safety and privacy, is for 

American citizens to make through the democratic process.  Indeed, examples abound 

of society opting not to pay the price for increased and more efficient enforcement of 

criminal laws.  For example, society does not tolerate violations of the Fifth 

Amendment privilege against self-incrimination, even though more criminals would be 

convicted if the government could compel their confessions.  Nor does society tolerate 

violations of the Fourth Amendment, even though the government could more easily 

obtain critical evidence if given free rein to conduct warrantless searches and seizures.  

At every level of our legal system—from the Constitution,28 to our statutes,29 common 

law,30 rules,31 and even the Department of Justice’s own policies32—society has acted 

to preserve certain rights at the expense of burdening law enforcement’s interest in 

investigating crimes and bringing criminals to justice.  Society is still debating the 

important privacy and security issues posed by this case.  The government’s desire to 

leave no stone unturned, however well intentioned, does not authorize it to cut off 

debate and impose its views on society. 

                                                 
 28 See, e.g., U.S. Const. amend. IV (limitations on searches and seizures), amend. V 

(limitations on charging; prohibition on compelling testimony of accused). 
 29 See, e.g., 18 U.S.C. § 3282 (prohibition on prosecuting crimes more than five years’ 

old), CALEA (limitations on ability to intercept communications). 
 30 E.g., attorney-client privilege, spousal privilege, and reporter’s privilege, and priest-

penitent privilege, all of which limit the government’s ability to obtain evidence.   
 31 See, e.g., Fed. R. Evid. 404 (limitations on use of character evidence), 802 

(limitations on use of hearsay). 
 32 See, e.g., U.S. Attorneys’ Manual §§ 9-13-200 (limitations on communicating with 

witnesses represented by counsel), 9-13.400 (limitations on subpoenaing news 
media), 9-13-410 (limitations on subpoenaing attorneys), 9-13-420 (limitations on 
searches of attorneys’ offices).   
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Cir.2007)).  ‘‘In deciding qualified immuni-
ty, courts ask whether the facts shown [i]
‘make out a violation of a constitutional
right,’ and [ii] ‘whether the right at issue
was clearly established at the time of de-
fendant’s alleged misconduct.’ ’’ Id. (quot-
ing Pearson v. Callahan, 555 U.S. 223, 232,
129 S.Ct. 808, 172 L.Ed.2d 565 (2009)).

In this case, the Defendants assert that
summary judgment is warranted because
the Plaintiff ‘‘has failed to identify what
statutory or constitutional right that Cross
violated.’’  However, as is clear from the
Court’s foregoing opinion, genuine issues
of material fact exist with regard to
Cross’s involvement in the alleged violation
of several statutory and constitutional
rights of the Plaintiff.  Accordingly, the
present record does not support a finding
of qualified immunity and the motion for
summary judgment on that basis is denied.

III. Conclusion

Based on the foregoing, the Defendants’
motion for summary judgment is granted
in part and denied in part.

In particular, the Court grants the mo-
tion and dismisses the Plaintiff’s claims
against the individual Defendant Betty
Cross, which allege racial discrimination,
retaliation, and hostile work environment
in violation of Title VII. As set forth above,
that statute does not provide for individual
liability.

However, the Court denies the motion
for summary judgment as it relates to the
Plaintiff’s claims against Betty Cross
based on racial discrimination, retaliation,
and hostile work environment under the
NYSHRL, 42 U.S.C. § 1981, and 42 U.S.C.
§ 1983.  The Court also denies the motion
as to the Plaintiff’s claim against Betty
Cross based on aiding and abetting dis-
criminatory and retaliatory conduct under
the NYSHRL and § 1981.

In reaching this conclusion, the Court
rejects the contention that Betty Cross is
entitled to qualified immunity, as a matter
of law.

Further, the Court denies the Defen-
dants’ motion for summary judgment as it
relates to each of the Plaintiff’s claims
against the Hempstead Union Free School
District and the Hempstead Board of Edu-
cation under Title VII, the NYSHRL,
§ 1981, and § 1983.

It is SO ORDERED.

,
  

IN RE Order Requiring APPLE, INC. to
Assist in the Execution of a Search
Warrant Issued by this Court.

15–MC–1902 (JO)

United States District Court,
E.D. New York.

Signed February 29, 2016

Background:  Government applied under
All Writs Act (AWA) for an order compel-
ling smartphone manufacturer to bypass
passcode security on drug trafficking de-
fendant’s device so that a search warrant
could be executed.

Holdings:  The District Court, James Or-
enstein, United States Magistrate Judge,
held that:

(1) defendant’s guilty plea did not render
application moot;

(2) order would aid in court’s jurisdiction;

(3) order was necessary or appropriate in
aiding court’s jurisdiction, but

(4) order was not agreeable to the usages
and principles of law.

Application denied.
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1. Federal Courts O2180

Drug trafficking defendant’s guilty
plea did not render moot government’s
application under All Writs Act (AWA) for
an order compelling smartphone manufac-
turer to bypass passcode security on de-
fendant’s device so that government could
execute a search warrant, where a ruling
on application would resolve a live dispute
about whether manufacturer was required
to unwillingly provide assistance govern-
ment sought.  28 U.S.C.A. § 1651(a).

2. Federal Courts O2024

Federal courts have the authority to
issue orders under the All Writs Act
(AWA) where three requirements are sat-
isfied: (1) issuance of the writ must be in
aid of the issuing court’s jurisdiction; (2)
the type of writ requested must be neces-
sary or appropriate to provide such aid to
the issuing court’s jurisdiction; and (3) the
issuance of the writ must be agreeable to
the usages and principles of law.  28
U.S.C.A. § 1651(a).

3. Federal Courts O2024

If an application under the All Writs
Act (AWA) meets all three requirements
for a writ to issue, a court may issue the
requested writ in the exercise of its discre-
tion, but it is never required to do so.  28
U.S.C.A. § 1651(a).

4. Federal Courts O2024

A court deciding whether to take dis-
cretionary action under the All Writs Act
(AWA) should consider three factors: (1)
the closeness of the relationship between
the person or entity to whom the proposed
writ is directed and the matter over which
the court has jurisdiction; (2) the reason-
ableness of the burden to be imposed on
the writ’s subject; and (3) the necessity of
the requested writ to aid the court’s juris-
diction.  28 U.S.C.A. § 1651(a).

5. Searches and Seizures O142
Requested order compelling smart-

phone manufacturer to bypass passcode
security on drug trafficking defendant’s
device so that government could execute a
search warrant would aid in court’s juris-
diction, as required for court to issue or-
der under All Writs Act (AWA), even
though warrant had expired long before
government sought to compel manufactur-
er’s assistance, where order would assist
in executing warrant, and 14-day limit for
executing a warrant did not bar later off-
site copying or review of electronic storage
media.  28 U.S.C.A. § 1651(a); Fed. R.
Crim. P. 41(e)(2)(A)(i), 41(e)(2)(B).

6. Searches and Seizures O142
Requested order compelling smart-

phone manufacturer to bypass passcode
security on drug trafficking defendant’s
device so that government could execute a
search warrant was necessary or appropri-
ate in aiding court’s jurisdiction, as re-
quired for court to issue order under All
Writs Act (AWA), where order would as-
sist in executing warrant.  28 U.S.C.A.
§ 1651(a).

7. Federal Courts O2024
Unless appropriately confined by Con-

gress, under the All Writs Act (AWA), a
federal court may avail itself of all auxilia-
ry writs as aids in the performance of its
duties, when the use of such historic aids is
calculated in its sound judgment to achieve
the ends of justice entrusted to it.  28
U.S.C.A. § 1651(a).

8. Searches and Seizures O142
Requested order compelling smart-

phone manufacturer to bypass passcode
security on drug trafficking defendant’s
device so that government could execute a
search warrant was not ‘‘agreeable to the
usages and principles of law,’’ and, thus,
such an order was not authorized by All
Writs Act (AWA), where Communications
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Assistance for Law Enforcement Act (CA-
LEA) did not compel private companies to
provide kind of assistance government
sought, that omission reflected a legislative
decision to prohibit imposition of such a
duty, and order sought to confer authority
Congress considered and decided not to
enact.  28 U.S.C.A. § 1651(a); 47 U.S.C.A.
§§ 1001-1010.

See publication Words and Phrases
for other judicial constructions and
definitions.

9. Federal Courts O2024
The All Writs Act (AWA) cannot be

interpreted to empower courts to do some-
thing that another statute already author-
izes but that might have threshold re-
quirements that cannot be satisfied in the
circumstances of a particular case.  28
U.S.C.A. § 1651(a).

10. Federal Courts O2024
A court cannot rely on the All Writs

Act (AWA) to issue an order that is explic-
itly or implicitly prohibited under a federal
statute.  28 U.S.C.A. § 1651(a).

11. Federal Courts O2024
A judicial order that would confer au-

thority that Congress has considered and
decided not to enact is not ‘‘agreeable to
the usages and principles of law’’ within
the meaning of the All Writs Act (AWA).
28 U.S.C.A. § 1651(a).

See publication Words and Phrases
for other judicial constructions and
definitions.

12. Searches and Seizures O142
Even assuming All Writs Act (AWA)

authorized court to issue an order compel-
ling smartphone manufacturer to bypass
passcode security on drug trafficking de-
fendant’s device so that government could
execute a search warrant, manufacturer
was too far removed from defendant’s
criminal activity to have any obligation to
assist in government’s investigation, as a

factor weighing against court’s exercise of
its discretionary authority to issue order,
where manufacturer had no ownership in-
terest in device, and although defendant
licensed from manufacturer software on
which device ran, there was no evidence
that he used licensed software itself, as
opposed to data it allowed him to store, to
facilitate his crimes.  28 U.S.C.A.
§ 1651(a).

13. Searches and Seizures O142

Even assuming All Writs Act (AWA)
authorized court to issue an order compel-
ling smartphone manufacturer to bypass
passcode security on drug trafficking de-
fendant’s device so that government could
execute a search warrant, manufacturer’s
purported ability to thwart government’s
execution of warrant did not render it
sufficiently close to government’s investi-
gation for court to exercise its discretion-
ary authority to issue order, where manu-
facturer was not preventing government
from conducting its investigation, and
manufacturer did not conspire with defen-
dant to make data on his device inaccessi-
ble.  28 U.S.C.A. § 1651(a).

14. Federal Courts O2024

Minimum contacts is not appropriate
standard for evaluating closeness factor in
court’s decision of whether to exercise its
discretionary authority to issue an order
under All Writs Act (AWA).  28 U.S.C.A.
§ 1651(a).

15. Searches and Seizures O142

Even assuming All Writs Act (AWA)
authorized court to issue an order compel-
ling smartphone manufacturer to bypass
passcode security on drug trafficking de-
fendant’s device so that government could
execute a search warrant, such an order
would impose an unreasonable burden on
manufacturer, as a factor weighing against
court’s exercise of its discretionary author-
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ity to issue order, where manufacturer
was not a highly regulated public utility
with a duty to serve public, bypassing a
security measure manufacturer affirma-
tively marketed to its customers was not
something it would normally do in conduct
of its business and was offensive to it,
manufacturer opposed order as a matter
of protecting its customers’ privacy and
data security, and bypassing passcode se-
curity required employee time, hardware,
and software from manufacturer’s normal
business operations.  28 U.S.C.A.
§ 1651(a).

16. Searches and Seizures O142
Even assuming All Writs Act (AWA)

authorized court to issue an order compel-
ling smartphone manufacturer to bypass
passcode security on drug trafficking de-
fendant’s device so that government could
execute a search warrant, government
failed to establish that such an order was
necessary for it to successfully search de-
vice, as a factor weighing heavily against
court’s exercise of its discretionary author-
ity to issue order, where government gave
conflicting statements about its ability to
bypass passcode security without manufac-
turer’s help.  28 U.S.C.A. § 1651(a).

Lauren Howard Elbert, Ameet B. Ka-
brawala, Saritha Komatireddy, United
States Attorney’s Office, Brooklyn, NY, for
United States of America.

Marc J. Zwillinger, Jeffrey G. Landis,
Zwillgen PLLC, Washington, DC, Kenneth
M. Dreifach, Zwillgen, New York, NY, for
Apple Inc.

MEMORANDUM AND ORDER

JAMES ORENSTEIN, Magistrate
Judge:

The government seeks an order requir-
ing Apple, Inc. (‘‘Apple’’) to bypass the

passcode security on an Apple device.  It
asserts that such an order will assist in the
execution of a search warrant previously
issued by this court, and that the All Writs
Act, 28 U.S.C. § 1651(a) (the ‘‘AWA’’), em-
powers the court to grant such relief.
Docket Entry (‘‘DE’’) 1 (Application).  For
the reasons set forth below, I conclude
that under the circumstances of this case,
the government has failed to establish ei-
ther that the AWA permits the relief it
seeks or that, even if such an order is
authorized, the discretionary factors I
must consider weigh in favor of granting
the motion.  More specifically, the estab-
lished rules for interpreting a statute’s
text constrain me to reject the govern-
ment’s interpretation that the AWA em-
powers a court to grant any relief not
outright prohibited by law.  Under a more
appropriate understanding of the AWA’s
function as a source of residual authority
to issue orders that are ‘‘agreeable to the
usages and principles of law,’’ 28 U.S.C.
§ 1651(a), the relief the government seeks
is unavailable because Congress has con-
sidered legislation that would achieve the
same result but has not adopted it.  In
addition, applicable case law requires me
to consider three factors in deciding
whether to issue an order under the AWA:
the closeness of Apple’s relationship to the
underlying criminal conduct and govern-
ment investigation;  the burden the re-
quested order would impose on Apple;  and
the necessity of imposing such a burden on
Apple.  As explained below, after review-
ing the facts in the record and the parties’
arguments, I conclude that none of those
factors justifies imposing on Apple the ob-
ligation to assist the government’s investi-
gation against its will.  I therefore deny
the motion.

I. Background

On June 6, 2014, a magistrate judge of
this court granted the government’s appli-
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cations for a warrant to search the Queens,
New York residence of Jun Feng (‘‘Feng’’),
whom it suspected of involvement in drug
trafficking, as well as for warrants to ar-
rest Feng and other suspected coconspira-
tors.  United States v. The premises
known and described as 41–21 149th
Street, 1st Fl., Queens, NY, 14–MJ–0530
(MDG), DE 2 (search warrant) (sealed);
United States v. Shu Yong Yang, et al.,
14–CR–0387 (MKB), DE 1 (complaint) &
DE 2 (arrest warrants).  Feng was arrest-
ed on June 11, 2014, and initially ordered
detained;  he was subsequently released on
conditions on July 18, 2014.  Yang, DE 25
(minute entry);  DE 26 (detention order);
DE 50 (minute order reflecting release).
On July 9, 2014, a grand jury sitting in this
district issued an indictment accusing
Feng and four other named defendants,
together with unnamed others, of conspira-
cy to traffic in methamphetamine.  See
Yang, DE 47 ¶ 2.

In executing the warrant to search
Feng’s residence, agents of the United
States Drug Enforcement Agency
(‘‘DEA’’) properly seized several mobile
devices, including Feng’s mobile telephone.
See Govt. II at 5.1 As agents later learned,
that telephone was an iPhone 5s that used

Apple’s iOS 7 for its operating system.2

See id.;  Tr. at 7.3

Over the course of the next year, al-
though the prosecution of Feng and his
codefendants moved forward (as did, pre-
sumably, the government’s investigation of
the unknown others mentioned in the in-
dictment), the government apparently did
nothing at all to discover what evidence, if
any, could be gleaned from Feng’s iPhone.
Instead, it waited until July 6, 2015, to
seek a warrant to search that device and
the others seized from Feng’s residence.
See United States v. Cellular Telephone
Devices Seized On Or About June 11, 2014
From Premises Located At 41–21 149th
Street, First Floor, In Queens, NY, 15–
MJ–0610 (VVP), DE 1 (application for
warrant to search devices) (the ‘‘Device
Application’’).  A magistrate judge of this
court granted the latter application and
issued a warrant to search the devices that
same day.  Id., DE 2 (the ‘‘Device War-
rant’’).  Like the earlier warrant to search
Feng’s residence, this warrant set a two-
week time limit on its execution.  Id.

At some point during the following two
weeks, the government ‘‘initiate[d] the exe-
cution of the search warrant [for Feng’s

1. To the extent that the Application also con-
stitutes the government’s initial memorandum
in support of its request for relief, see id. at 2,
I will alternatively cite it as ‘‘Govt. I.’’ I cite
other sources of the parties’ arguments as
follows.  See DE 11 (Apple’s initial memoran-
dum in partial opposition) (‘‘Apple I’’);  DE 15
(government’s reply) (‘‘Govt.II’’);  DE 16 (Ap-
ple’s supplemental opposition, addressing ad-
ditional issues at my request) (‘‘Apple II’’);
DE 19 (transcript of hearing dated Oct. 26,
2015) (‘‘Tr.’’);  DE 20 (Apple’s post-hearing
supplemental letter dated Oct. 28, 2015) (‘‘Ap-
ple III’’);  DE 21 (government’s post-hearing
supplemental memorandum dated Oct. 28,
2015) (‘‘Govt.III’’).

2. The DEA agents never returned the warrant
with the inventory of seized items as required.
See Fed.R.Crim.P. 41(f)(1)(D).  I assume that

the warrant was executed during the author-
ized two-week period that expired on June 20,
2014.  The date of Feng’s arrest—which coin-
cided with the arrests of all of his codefen-
dants—fell within that period, and thus seems
likely to have been the date of the search as
well.

3. The record does not reveal the precise ver-
sion of iOS 7 installed on Feng’s iPhone, but
neither the government nor Apple has sug-
gested that any differences among the several
versions of that operating system—as op-
posed, for instance, to the important differ-
ences between iOS 7 on one hand and iOS 8
and later versions on the other in terms of the
difficulty of bypassing passcode security—has
any bearing on the technical issues pertinent
to this matter.
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iPhone] by attempting to search the de-
vice, turning it on and placing it in airplane
mode.  The [DEA] agents TTT began that
search but were unable to complete [it]
because’’ the device required a password
to allow access to certain information.  Tr.
at 6. The DEA agents then sought the
assistance of the Federal Bureau of Inves-
tigation (‘‘FBI’’), but remained unable to
bypass the iPhone’s passcode security.  Id.
at 6–7;  see also Govt. II at 5.

At that point—after the expiration of
the two-week period during which agents
were permitted to execute the Device War-
rant—the government sought Apple’s
technical assistance.  See Govt. II at 6;
Tr. at 6. There appears to be no dispute
that Apple’s response, consistent with its
past practice in at least 70 instances, was
that it could and would unlock Feng’s
phone for the agents, but only if a court
issued a lawful order requiring it to do so.
See Govt. II at 6–7;  Tr. at 7–8.  Also
consistent with past practice, Apple pro-
vided the agents with the specific technical
language it deemed sufficient to make
clear its obligation to provide the services
that would allow the agents to gain access
to the iPhone’s passcode-protected data.
See Govt. II at 6–7;  Tr. at 7–8, 56–57.4

On October 8, 2015, the government
filed the instant Application, together with
the proposed order that Apple had helped
it draft.  Relying exclusively on the AWA
(and cases interpreting it) for authority,
the government made several pertinent
factual assertions beyond those recounted
above:

1 ‘‘Because the iOS device is locked, law
enforcement agents are not able to
examine the data stored on the iOS
device as commanded by the search
warrant.’’  Govt. I at 1.

1 ‘‘[I]n other cases, courts have ordered
Apple to assist in effectuating search
warrants under the authority of the
All Writs Act. Additionally, Apple has
complied with such orders.’’  Id. at 2.

1 ‘‘The requested order would enable
agents to comply with this Court’s
warrant commanding that the iOS de-
vice be examined for evidence identi-
fied by the warrant.’’  Id.

1 ‘‘Examining the iOS device further
without Apple’s assistance, if it is pos-
sible at all, would require significant
resources and may harm the iOS de-
vice.’’  Id. at 2–3.

4. The government’s assertion that ‘‘Apple TTT
provided the government with specific lan-
guage to submit to the Court[,]’’ Govt. II at 2,
could be read to suggest that Apple somehow
proposed or approved the government’s reli-
ance on the AWA as authority for the request.
I note, however, that it is only the Application
itself that cites the AWA;  the proposed order
submitted with it does not, but instead con-
tains the technical language specifically de-
scribing the assistance the government wants
Apple to provide.  See DE 1–1;  Tr. at 57.
Also, the reference above to ‘‘the iPhone’s
passcode-protected data’’ is deliberately cir-
cumscribed.  It omits information that the
agents could, under certain circumstances,
access without entering the correct passcode,
such as a log of recent telephone calls made
or received on the device.  See DE 15–4

(Govt. II, Ex. D;  excerpt from Apple on-line
user’s manual) (‘‘Allow Access When Locked:
Allow access to some features when your de-
vice is locked, including Notifications View,
Siri, and Control Center.’’).  It also omits
other types of data that might be stored on the
device (such as information relating to third-
party applications that Feng had installed on
the device) that could be encrypted or protect-
ed by different passcodes and therefore inac-
cessible to someone using the device’s pas-
scode without additional assistance that the
government does not seek here.  The record
does not reveal whether the government’s
agents, in their attempts to execute the war-
rant to date, have tried to access information
on Feng’s device that is not passcode protect-
ed and, if so, what they found as a result.
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1 ‘‘[T]he [requested] order is not likely
to place any unreasonable burden on
Apple.’’  Id. at 3.

On October 9, 2015, I issued a Memo-
randum and Order that declined to rule on
the Application ex parte, and instead af-
forded Apple an opportunity to be heard in
advance of any decision about the applica-
bility of the AWA in the circumstances of
this case.  DE 2, In re Order Requiring
Apple, Inc. to Assist in the Execution of a
Search Warrant Issued by this Court, 2015
WL 5920207 (E.D.N.Y. Oct. 9, 2015).  I
simultaneously directed the Clerk to main-
tain the Application—but not the Memo-
randum and Order, which revealed no fac-
tual details of the matter—under seal, on
the mistaken assumption that its public
dissemination could adversely affect an on-
going criminal investigation.  DE 3. In its
subsequent submission, the government
stated that it had never intended to submit
under seal either the Application or the
proposed order (both of which it attached
to its publicly filed legal memorandum),
and also noted that the 2015 search war-
rant authorizing the search of Feng’s
iPhone was already available on the public
docket.  See Govt. II at 2 n.1 & Ex. A.

Apple submitted its initial opposition to
the Application on October 19, 2015;  the
government replied on October 22, 2015;
Apple filed a supplemental response on
October 23, 2015; 5  and I heard oral argu-
ment on October 26, 2015.  See Apple I;
Govt. II;  Apple II;  DE 18 (minute entry).

At oral argument, it became apparent that
there were a number of factual and legal
issues that the government and Apple
should have further opportunity to ad-
dress, and I therefore set a schedule for
them to file post-hearing submissions.  DE
18.  Apple and the government filed their
respective supplemental briefs on October
28, 2015.  See Govt. III;  Apple III.

The accelerated briefing and argument
schedule described above was not a reflec-
tion of the simplicity of the issues in dis-
pute.  Rather, it accommodated the gov-
ernment’s interest in resolving the matter
(both before me and on review of my deci-
sion by a district judge) in sufficient time
to use any evidence it might secure with
Apple’s assistance at Feng’s trial, which
was then scheduled to begin on November
16, 2015.  See Govt. II at 4. However, just
one day after the oral argument in this
case, the court scheduled a proceeding to
have Feng enter a new plea;  two days
later, on October 29, 2015, Feng pleaded
guilty pursuant to an agreement with the
government.  See Yang, Scheduling Order
dated Oct. 27, 2015;  id., DE 119 (tran-
script of plea allocution dated Oct. 29,
2015) (‘‘Allocution’’) at 12–13 (confirming
Feng’s agreement with the government).
In notifying me of Feng’s plea on the day
it was entered, the government wrote that
it ‘‘persists’’ in the pending Application,
‘‘but in view of the guilty plea, no longer
requests expedited treatment.’’  DE 22.

5. Apple, in its initial submission, took pains to
avoid addressing any issue other than the
feasibility and burdensomeness of the request-
ed relief—explaining that that was all I had
asked it to do.  In particular, it did not pro-
vide its views on the legal question of whether
the AWA empowers the court to grant the
Application, and it apparently sought no op-
portunity to do so later.  See Apple I at 1 &
n.2 (‘‘Apple is not requesting oral argu-
ment.’’).  Because I concluded that Apple was
in the best position to knowledgeably litigate

the legal issue presented here—and in partic-
ular, in a better position to do so than the
American Civil Liberties Union (‘‘ACLU’’),
which had offered to submit its own brief on
behalf of itself and other amici curiae, see DE
10—I asked Apple to file a supplemental re-
sponse addressing the legal issue and to ap-
pear at oral argument, if only to answer my
questions;  I simultaneously denied the
ACLU’s motion to file an amicus brief.  See
Orders dated Oct. 20, 2015.
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Because the desire to secure potential
evidence for Feng’s trial was the only basis
for seeking Apple’s assistance that the
government had identified up to that point,
see Govt. II at 3 (‘‘[t]he government seeks
evidence relevant to a defendant’s guilt in
a federal criminal case’’), I promptly di-
rected the government to explain why the
Application was not moot.  Order dated
Oct. 30, 2015.  The government responded
that same day.  It noted that Feng has yet
to be sentenced, and that his case there-
fore remains open—although it did not
attempt to explain how any information on
the iPhone might alter the advisory sen-
tencing guidelines range that would apply
based on factors, including the amount and
type of drugs involved in the offense, that
the parties agreed the court could take
into account.  See DE 25 at 2;  Allocution
at 14–16.  In addition to relying on the
continuing potential need for evidence
against Feng, the government also prof-
fered a new theory:  it noted that ‘‘Feng
pleaded guilty to a narcotics conspiracy,
and the government’s investigation into
that conspiracy is ongoing.  The underly-
ing search warrant authorizes the govern-
ment to seize evidence relating to Feng
‘and others,’ including ‘customers’ and
‘sources of drugs.’ ’’  DE 25 at 1 (quoting
Application, Ex. A, Attachment B).6

For several months after Feng’s plea
and the government’s letter, this case pro-
gressed no further.  On February 12,
2016—apparently unprompted by any de-
velopment in this case, but just as appar-
ently, in hindsight, reacting to develop-

ments elsewhere—Apple filed a letter in
response to the government’s submission
about the procedural viability of the Appli-
cation in light of Feng’s plea.  Apple es-
chewed comment on whether the govern-
ment’s ongoing hunt for unindicted others,
or the prospect of Feng’s sentencing, suf-
ficed to keep the controversy alive.  In-
stead, Apple alluded to ‘‘additional re-
quests similar to the one underlying the
case before this Court’’ and the fact that it
has ‘‘been advised that the government
intends to continue to invoke the All Writs
Act in this and other districts in an at-
tempt to require Apple to assist in bypass-
ing the security of other Apple devices in
the government’s possession.’’  DE 26 (let-
ter dated Feb. 12, 2016) at 1. Based on
those similar requests and the anticipation
of further motions under the AWA, Apple
asserted that this matter ‘‘is not moot be-
cause it is capable of repetition, yet evad-
ing review.’’  Id. at 2 (citing United States
v. N.Y. Tel. Co., 434 U.S. 159, 190 n. 6, 98
S.Ct. 364, 54 L.Ed.2d 376 (1977)).

I recognized that while Apple’s letter
identified a sound legal theory, it did not
supply a sufficiently particularized factual
basis for applying it in this case.  More-
over, it was apparent that those unreport-
ed facts might bear on a number of legal
issues about which the parties had disa-
greed at oral argument.  I therefore di-
rected Apple to provide, among other
things, specific details of the requests it
had received from the government during
the pendency of this action, the position
Apple had taken in response, and the re-

6. The pretrial proceedings in Feng’s case had
lasted for nearly a year after the defendants’
arrest when, at a status conference on June 3,
2015, Feng made clear his intention to pro-
ceed to trial (notwithstanding the other re-
maining defendants’ announced intentions to
enter guilty pleas) and the court indicated a
desire to begin the trial in August.  See Yang,
Minute Entry dated June 3, 2015.  On July

10, 2015, the court in Feng’s case acceded to
the parties’ need to translate and review ex-
tensive recordings in Chinese and set a trial
date of November 16, 2015.  See Yang, Min-
ute Entry dated July 10, 2015.  It was only at
that point that the government, on July 6,
2015, sought the warrant it seeks to have the
court enforce here.
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sults of those requests.  See Order dated
Feb. 16, 2016.  Although I did not require
a response until March 1, 2016, Apple sup-
plied the requested information the next
day.  DE 27 (letter dated Feb. 17, 2016).
In that response, Apple identified nine re-
quests filed in federal courts across the
country from October 8, 2015 (the date of
the instant Application) through February
9, 2016.  Id. at 2. In each, Apple has been
ordered under the authority of the AWA
(or has been told that an order has been
requested or entered) to help the govern-
ment bypass the passcode security of a
total of twelve devices;  in each such case
in which Apple has actually received a
court order, Apple has objected.  Id. None
of those cases has yet been finally re-
solved, and Apple reports that it has not to
date provided the requested assistance in
any of them.  Id. at 2–3.

In addition to the nine new cases de-
scribed above, Apple also reported that as
recently as February 16, 2016, shortly af-
ter my own order of the same date, the
United States District Court for the Cen-
tral District of California had entered an
ex parte order under the AWA directing
Apple

to perform even more burdensome and
involved engineering than that sought in
the case currently before this Court—
i.e., to create and load Apple-signed soft-
ware onto the subject iPhone device to
circumvent the security and anti-tam-
pering features of the device in order to
enable the government to hack the pas-
scode to obtain access to the protected
data contained therein.

Id. at 1 (citing DE 27–1 (copy of In the
Matter of the Search of an Apple iPhone
Seized During the Execution of a Search
Warrant on a Black Lexus IS300, Califor-

nia License Plate 35KGD203, No.) (the
‘‘California’’ action), Order Compelling
Apple, Inc. to Assist Agents in Search
(C.D.Cal. Feb. 16, 2016)).  On February
22, 2016, the government confirmed that
Apple’s description of the recent requests
could properly be filed on the public dock-
et without jeopardizing any pending crimi-
nal investigation;  in doing so, it noted the
existence of yet one more case in which a
court has ordered Apple to help the gov-
ernment bypass the passcode security of a
locked device.  DE 28.  This matter is
therefore one of a dozen pending cases in
which the government and Apple disagree
as to the court’s authority to command
Apple to assist the government in defeat-
ing the passcode security of devices Apple
has manufactured.7

II. Discussion

A. Mootness

[1] As a threshold matter, I agree with
the government that its Application is not
moot as a result of Feng’s guilty plea.
Whether the government will ever actually
use any information it may find on Feng’s
phone either to litigate the sentencing
phase of Feng’s prosecution or to identify
and prosecute the coconspirators, custom-
ers, and suppliers the government is pur-
suing, is ultimately of no moment.  The
government enjoys the prerogative to con-
duct lawful investigations into suspected
criminal activity as it sees fit, and in this
case it chooses to search for evidence on
Feng’s iPhone notwithstanding the fact
that Feng’s guilt has been established.
Having made that choice, it is free to take
the position it does here, and a ruling on
the Application will therefore resolve a live
dispute about whether Apple must unwill-
ingly be compelled to provide the assis-

7. In addition, the government has identified
three other closed cases in which a court
issued an order under the AWA requiring

Apple to extract information from a passcode-
protected device, all without objection from
Apple.  See Govt. II at 9–10.



350 149 FEDERAL SUPPLEMENT, 3d SERIES

tance the government seeks.  The matter
is therefore not moot.8

B. The All Writs Act

For as long as this nation has had courts
established by Congress pursuant to Arti-
cle III of the Constitution, those courts
have been endowed with broad statutory
authority to ensure they could effectively
carry out the duties of an independent
judiciary by issuing the orders necessary
to do so—even if Congress had not had the
foresight to create all of the procedural
mechanisms that might be required.  As
initially enacted by the First Congress in
1789, the AWA provided:

That all the before-mentioned courts of
the United States, shall have power to
issue writs of scire facias, habeas cor-
pus, and all other writs not specially
provided for by statute, which may be
necessary for the exercise of their re-
spective jurisdictions, and agreeable to
the principles and usages of law.

Judiciary Act of 1789, 1 Stat. 73, § 14
(Sept. 24, 1789);  see id. §§ 1–5 (establish-
ing the courts mentioned in Section 14).
That language has been amended only
twice in the succeeding centuries, and nev-
er in any substantive way.  In 1948, when
Congress codified federal criminal law in
Title 18 of the United States Code, it
rendered the statute’s text in a more mod-
ern style by removing the reference to two
specific common law writs, it updated the
language to reflect the broader array of
federal courts then in existence, it expand-

ed ‘‘necessary’’ to ‘‘necessary or appropri-
ate’’, and it decided (for reasons that I
cannot imagine have any impact on this
case) to switch the order of words ‘‘princi-
ples’’ and ‘‘usages’’:

The Supreme Court and all courts estab-
lished by Act of Congress may issue all
writs necessary or appropriate in aid of
their respective jurisdictions agreeable
to the usages and principles of law.

80 Pub.L. 772, 62 Stat. 683, 944 (June 25,
1948).  A year later, Congress merely in-
serted the word ‘‘and’’ before the word
‘‘agreeable’’.  See 81 Pub.L. 72, § 90, 63
Stat. 89, 102 (May 24, 1949).  Thus, as
currently formulated, the AWA provides,
in pertinent part:

The Supreme Court and all courts estab-
lished by Act of Congress may issue all
writs necessary or appropriate in aid of
their respective jurisdictions and agree-
able to the usages and principles of law.

28 U.S.C. § 1651(a).

[2] The plain text of the statute thus
confers on all federal courts the authority
to issue orders where three requirements
are satisfied:

1. issuance of the writ must be ‘‘in aid
of’’ the issuing court’s jurisdiction;

2. the type of writ requested must be
‘‘necessary or appropriate’’ to provide
such aid to the issuing court’s juris-
diction;  and

3. the issuance of the writ must be
‘‘agreeable to the usages and princi-
ples of law.’’

8. I do not rely on Apple’s assertion that the
case is justiciable on the ground that the
dispute here is capable of repetition yet evad-
ing review.  This case would obviously not be
moot if Feng had continued to insist on his
right to a trial;  and there is no reason to
suppose that in the dozen pending cases there
are none in which Apple’s objection to an
order under the AWA requiring its assistance
can be litigated and resolved before being

mooted by a defendant’s plea.  Indeed, it is
entirely possible that some of those cases—
such as the California action, in which the
only known participants in the crime under
investigation have died, and where, as a re-
sult, there are no defendants with pending
charges at all—cannot be concluded without
the court first resolving the dispute arising
under the AWA.
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[3, 4] If an application under the AWA
meets all three of those requirements, the
court ‘‘may’’ issue the requested writ in
the exercise of its discretion—but it is
never required to do so.  See, e.g., Appli-
cation of U.S. in Matter of Order Autho-
rizing Use of a Pen Register, 538 F.2d 956,
961 (2d Cir.1976), rev’d on other grounds,
United States v. N.Y. Tel. Co., 434 U.S.
159, 98 S.Ct. 364, 54 L.Ed.2d 376 (1977);
Morrow v. District of Columbia, 417 F.2d
728, 736 (D.C.Cir.1969);  Paramount Film
Distributing Corp. v. Civic Center Theatre,
Inc., 333 F.2d 358, 360 (10th Cir.1964);
Chemical & Indus. Corp. v. Druffel, 301
F.2d 126, 129 (6th Cir.1962).  A court de-
ciding whether to take such discretionary
action should consider three additional fac-
tors:

1. the closeness of the relationship be-
tween the person or entity to whom
the proposed writ is directed and the
matter over which the court has ju-
risdiction;

2. the reasonableness of the burden to
be imposed on the writ’s subject;  and

3. the necessity of the requested writ to
aid the court’s jurisdiction (which
does replicate the second statutory
element, despite the overlapping lan-
guage).

See N.Y. Tel. Co., 434 U.S. at 174–78, 98
S.Ct. 364.

As set forth below, I conclude that in the
circumstances of this case, the govern-
ment’s application does not fully satisfy the
statute’s threshold requirements:  although
the government easily satisfies the stat-
ute’s first two elements, the extraordinary
relief it seeks cannot be considered ‘‘agree-
able to the usages and principles of law.’’
In arguing to the contrary, the govern-
ment posits a reading of the latter phrase
so expansive—and in particular, in such
tension with the doctrine of separation of
powers—as to cast doubt on the AWA’s
constitutionality if adopted.  Moreover, I

further conclude that even if the statute
does apply, all three discretionary factors
weigh against issuance of the requested
writ, and that the Application should
therefore be denied as a matter of discre-
tion even if it is available as a matter of
law.

C. Statutory Requirements
1. Aid of Jurisdiction

[5] Controlling case law conclusively
demonstrates that the government seeks
relief that is in aid of this court’s jurisdic-
tion for purposes of the AWA. To be sure,
Justice Stevens, in a dissenting opinion in
N.Y. Tel. Co. (reflecting the views of him-
self and Justices Brennan, Marshall, and
Stewart), persuasively explained the im-
portant distinction between the judiciary’s
interest in authorizing a search and the
executive’s wholly different agenda in us-
ing that authority to gather evidence—and
simultaneously demonstrated that the case
law interpreting the AWA had consistently
reflected that distinction.  See N.Y. Tel.
Co., 434 U.S. at 186–90, 98 S.Ct. 364 (Ste-
vens, J., dissenting);  id. at 178, 98 S.Ct.
364 (Stewart, J., concurring in part and
dissenting in part) (joining Part II of Jus-
tice Stevens’ dissent).

The N.Y. Tel. Co. majority, however,
decisively rejected the dissenters’ argu-
ments:

The dissent’s attempt to draw a distinc-
tion between orders in aid of a court’s
own duties and jurisdiction and orders
designed to better enable a party to
effectuate his rights and duties TTT is
specious.  Courts normally exercise
their jurisdiction only in order to protect
the legal rights of parties.  In Price v.
Johnston, 334 U.S. 266, 68 S.Ct. 1049, 92
L.Ed. 1356 (1948), for example, the pro-
duction of the federal prisoner in court
was required in order to enable him to
effectively present his appeal which the
court had jurisdiction to hear.  Similar-



352 149 FEDERAL SUPPLEMENT, 3d SERIES

ly, in Harris v. Nelson, 394 U.S. 286, 89
S.Ct. 1082, 22 L.Ed.2d 281 (1969), dis-
covery was ordered in connection with a
habeas corpus proceeding for the pur-
pose of enabling a prisoner adequately
to protect his rights.  Here, we have
held that Fed. Rule Crim. Proc. 41 pro-
vided the District Court with power to
authorize the FBI to install pen regis-
ters.  The order issued by the District
Court compelling the Company to pro-
vide technical assistance was required to
prevent nullification of the court’s war-
rant and the frustration of the Govern-
ment’s right under the warrant to con-
duct a pen register surveillance, just as
the orders issued in Price and Harris
were necessary to protect the rights of
prisoners.

Id. at 175 n. 23, 98 S.Ct. 364. Thus, regard-
less of the persuasiveness of any argument
to the contrary, I am constrained to con-
clude that, as a general matter, it would
normally be in aid of the court’s jurisdic-
tion to order Apple to assist the govern-
ment in executing a valid warrant to
search Feng’s device.

Further, the fact that the warrant to be
enforced expired long before the govern-
ment sought to compel Apple’s assistance
in executing it does nothing to extinguish
the court’s jurisdiction.  Although the gen-
eral rule is that the government must exe-

cute a search warrant no more than four-
teen days after its issuance, Fed.R.Crim.P.
41(e)(2)(A)(i), in the context of a warrant
to seize electronic storage media such as
Feng’s device, that time limit ‘‘refers to
the seizure or on-site copying of the media
TTT and not to any later off-site copying or
review.’’  Fed.R.Crim.P. 41(e)(2)(B).  Ac-
cordingly, ordering Apple to help the gov-
ernment bypass the passcode security on
Feng’s device would be in aid of this
court’s jurisdiction for purposes of the
AWA.

2. Necessary or Proper

[6, 7] I likewise readily conclude that
the requested order to Apple is ‘‘necessary
or appropriate’’ within the meaning of the
AWA. ‘‘Indeed, ‘[u]nless appropriately con-
fined by Congress, a federal court may
avail itself of all auxiliary writs as aids in
the performance of its duties, when the use
of such historic aids is calculated in its
sound judgment to achieve the ends of
justice entrusted to it.’ ’’  N.Y. Tel. Co.,
434 U.S. at 172–73, 98 S.Ct. 364 (quoting
Adams v. United States ex rel. McCann,
317 U.S. 269, 273, 63 S.Ct. 236, 87 L.Ed.
268 (1942)).9

3. Agreeable to the Usages
and Principles of Law

[8] The question whether the AWA
permits the relief sought here thus re-

9. I explain below, in discussing the statute’s
‘‘usages and principles’’ requirement, why I
reject the government’s assertion that the
AWA empowers a court to take any action not
prohibited by act of Congress.  As the passage
from N.Y. Tel. Co. quoted above demonstrates,
however, the government’s position is not
wholly divorced from prior judicial interpre-
tation of the Act. I agree that only a Congres-
sional prohibition may place a judicial action
beyond the bounds of what would otherwise
be ‘‘necessary or appropriate in aid of’’ the
court’s jurisdiction.  But that does not mean
that every writ Congress has not proscribed is
necessarily ‘‘agreeable to the usages and prin-
ciple of law.’’  Indeed, ascribing such parallel
meaning to the latter clause would strip it of

any independent effect, and thereby run afoul
of an established rule of statutory construc-
tion.  Duncan v. Walker, 533 U.S. 167, 174,
121 S.Ct. 2120, 150 L.Ed.2d 251 (2001) (‘‘It is
our duty ‘to give effect, if possible, to every
clause and word of a statute.’ ’’) (quoting
United States v. Menasche, 348 U.S. 528, 538–
39, 75 S.Ct. 513, 99 L.Ed. 615 (1955));  cf.,
Marx v. Gen. Revenue Corp., ––– U.S. ––––, 133
S.Ct. 1166, 1177, 185 L.Ed.2d 242 (2013)
(‘‘The canon against surplusage is not an ab-
solute rule TTTT [it] assists only where a com-
peting interpretation gives effect to every
clause and word of a statute.’’) (internal quo-
tations omitted).  Thus, the government’s at-
tempt to rely on the quoted passage from N.Y.
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duces to whether it is ‘‘agreeable to the
usages and principles of law’’ to compel
Apple—a private party with no alleged
involvement in Feng’s criminal activity—to
perform work for the government against
its will.  Federal case law offers little if
any guidance on how to understand that
term in the context of this case.10  I there-
fore consider this aspect of the statute in
the context of case law that more generally
discusses the AWA’s overall function as a
‘‘gap filler’’—that is, a source of interstitial
authority that renders it unnecessary for
Congress to anticipate every circumstance
in which a federal court might properly act
to vindicate the rights of parties before it.
See, e.g., Harris, 394 U.S. at 300, 89 S.Ct.
1082 (‘‘the purpose and function of the All
Writs Act to supply the courts with the
instruments needed to perform their
duty’’) (citations omitted);  Michael v.
I.N.S., 48 F.3d 657, 669 (2d Cir.1995)
(‘‘[T]he scope of the all writs provision
confine[s] it to filling the interstices of
federal judicial power when these gaps
threaten[ ] to thwart the otherwise proper
exercise of federal courts’ jurisdiction.’’)
(quoting Pennsylvania Bureau of Correc-
tion v. U.S. Marshals Serv., 474 U.S. 34,
41, 106 S.Ct. 355, 88 L.Ed.2d 189 (1985)).

[9, 10] The limits of such gap-filling au-
thority are easily discerned.  At one end of
the spectrum, the AWA cannot be inter-
preted to empower courts to do something
that another statute already authorizes
(but that might have threshold require-
ments that cannot be satisfied in the cir-
cumstances of a particular case).  See
Pennsylvania Bureau of Correction, 474
U.S. at 43, 106 S.Ct. 355.  At the other
end, the government allows that a court
cannot rely on the AWA (or, presumably,
anything else) to issue an order that is
explicitly or implicitly prohibited under a
federal statute.  See Govt. III at 7.

The gap between those two poles is
large indeed, and the crux of Apple’s dis-
pute with the government about the mean-
ing of the AWA’s requirement that a writ
be ‘‘agreeable to the usages and principles
of law’’ is whether the statute fills all of
that gap, as the government contends, or
only some of it.  In particular, unlike the
government, Apple contends that a court
order that accomplishes something Con-
gress has considered but declined to
adopt—albeit without explicitly or implicit-
ly prohibiting it—is not agreeable to the
usages and principles of law.  See Apple II
at 4;  Apple III at 4. As explained below, I

Tel. Co. as a basis for satisfying the ‘‘usages
and principles’’ prong of the AWA, rather
than the ‘‘necessary or appropriate’’ prong to
which the Court directly relates it, is entirely
misplaced.  See Govt. III at 7.

10. The Supreme Court wrote in 1952 that,
‘‘[i]n determining what auxiliary writs are
‘agreeable to the usages and principles of
law,’ we look first to the common law.’’
United States v. Hayman, 342 U.S. 205, 221 n.
35, 72 S.Ct. 263, 96 L.Ed. 232 (1952) (quoting
Price, 334 U.S. at 281, 68 S.Ct. 1049).  But
that observation—made in the context of de-
termining whether a particular type of writ of
habeas corpus was available under common
law, and therefore under the AWA—has no
bearing on the instant dispute.  Similarly, the
Tenth Circuit’s citation to Hayman for the

same point in the context of determining the
availability of a collateral challenge to a crim-
inal conviction also offers no interpretive as-
sistance here.  See Rawlins v. Kansas, 714
F.3d 1189, 1196 (10th Cir.2013) (citing Hay-
man, 342 U.S. at 221 n. 35, 72 S.Ct. 263).  In
both cases, the discussion of the ‘‘usages and
principles’’ clause was largely directed to
identifying the types of writs that could be so
described.  Apple does not object that the
type of assistance the government seeks here
cannot find a close enough antecedent in the
common law;  the issue here—which Hayman
and Rawlins had no need to address—is
whether the issuance of such a writ is an
appropriate application of the AWA’s gap-
filling function.
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‘‘[A]greeable to’’ means, in essence,
‘‘consistent with.’’  See, e.g., Webster’s
Third New International Dictionary of
the English Language Unabridged at 43
(Merriam–Webster 2002) (defining ‘‘agree-
able’’ to mean, among other things, ‘‘in
harmony or keeping:  CONSISTENT, CONSO-

NANT’’).  Congress could easily have writ-
ten the AWA to mean what the govern-
ment says it means simply by requiring
that a court’s orders under the statute
must be ‘‘agreeable to the law’’—because
any action not prohibited by law is, by
definition, agreeable to the law.18  But the
AWA requires an order issued under its
aegis to be agreeable not merely to some
part of the entire body of law, but to the
law’s ‘‘usages’’ and ‘‘principles’’—which
must mean something else.  The most nat-
ural reading gives meaning to the whole
phrase by limiting the permissible orders
to those that not only fail to violate legisla-

tive prohibitions, but that also are conso-
nant with both the manner in which the
laws were developed (that is, the ‘‘princi-
ples’’ that the laws reflect) and the manner
in which the laws have been interpreted
and implemented (that is, the ‘‘usages’’ of
the various laws).  Others may propose
plausible alternative interpretations of
‘‘agreeable to the usages and principles of
law.’’ 19  But whatever each of its words
may mean in isolation, the rules of statuto-
ry construction compel me to conclude that
their meanings are distinct—and the gov-
ernment’s preferred reading of the AWA
does not permit that.

  

    

18. Indeed, later Congresses have endorsed
just such simple formulations in approving
rules that give the judiciary the flexibility it
needs to conduct its business.  See Fed.
R.Crim.P. 57(b) (‘‘A judge may regulate prac-
tice in any manner consistent with federal
law, these rules, and the local rules of the
district.’’);  Fed.R.Civ.P. 83(a)(1) (authorizing
promulgation of local rules that ‘‘must be
consistent with—but not duplicate—federal
statutes and rules adopted under 28 U.S.C.
§§ 2072 and 2075’’);  Fed.R.Civ.P. 83(b) (‘‘A
judge may regulate practice in any manner
consistent with federal law, rules adopted un-
der 28 U.S.C. §§ 2072 and 2075, and the
district’s local rules.’’).

19. To date, however, the government has not
come up with any such permissible alterna-
tive construction, let alone a better one.  At
oral argument, when I invited the government
to reconcile its broad reading of the AWA
‘‘with a statute that includes not just agree-
able to law but agreeable to principles and
usages of law [sic],’’ Tr. at 38, it acknowl-
edged my concern but then went on to an-

swer a different question by discussing the
extent to which a particular statute is suffi-
ciently comprehensive as to suggest that its
limitations imply a legislative prohibition of
other actions.  Id. at 38–39.  The government
did not thereafter return to the question of
statutory construction, and it similarly de-
flected the question in its post-hearing sub-
mission.  See Govt. III at 7 (acknowledging
the need to interpret the ‘‘usages and princi-
ples of law’’ clause as a whole, and citing
cases in support of its view on the matter, but
offering no argument about how to give inde-
pendent meaning to both ‘‘usages’’ and ‘‘prin-
ciples’’ consistent with that view).  Moreover,
as explained above, see n.9, supra, the princi-
pal authority on which the government relies
in that argument—and indeed the source of
the sole rationale, namely, that ‘‘federal
courts may avail themselves of all auxiliary
writs ‘unless appropriately confined by Con-
gress[,]’’ id. (quoting N.Y. Tel. Co., 434 U.S. at
171, 98 S.Ct. 364)—does not actually purport
to interpret the AWA’s ‘‘usages and principles
of law’’ clause, but rather its ‘‘necessary or
appropriate’’ clause.
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D. Discretionary Factors

1. Closeness

a. Apple’s Relationship to Feng’s
Criminal Activity

[12] In N.Y. Tel. Co., the Supreme
Court held that where there was probable
cause to believe that a telephone compa-
ny’s own property was ‘‘being employed to
facilitate a criminal enterprise on a con-
tinuing basis[,]’’ and where the company
was ‘‘ a highly regulated public utility with
a duty to serve the public,’’ the company
was not ‘‘so far removed from the underly-
ing controversy that its assistance could
not be permissibly compelled.’’  434 U.S.
at 174, 98 S.Ct. 364.  I explained in the
Memorandum and Order why it appeared
that the circumstances of this case are
materially different.  See 2015 WL
5920207, at *5. After considering the later-
submitted arguments from the government
and Apple, I adhere to that view, and
conclude that unlike the public utility in
N.Y. Tel. Co., Apple is too far removed
from Feng’s criminal conduct to have any
obligation to assist the DEA’s investiga-
tion.

To the extent that Feng used his iPhone
in committing crimes, he used his own
property, not Apple’s.  Unlike the tele-
phone company in N.Y. Tel. Co., which
owned the facility used for criminal com-
munications, Apple has no ownership inter-
est in anything that the record reveals
Feng used to commit a crime.  And unlike
the telephone company—‘‘a highly regulat-
ed public utility with a duty to serve the
public,’’ 434 U.S. at 174, 98 S.Ct. 364—

Apple is a private entity with no greater
duty to serve the public than any other
business.

The government argues that Apple’s re-
lationship to Feng’s criminal activity is
sufficiently close, notwithstanding those
differences, because, while Feng owned
the device itself, he merely licensed from
Apple the iOS software on which it runs.
See Govt. II at 13.  But while the govern-
ment ably demonstrates what the license
forbade Feng from doing—he could not
lawfully ‘‘rent, lease, lend, sell, redistribute
or sublicense the iOS Software[,]’’ id.
(quoting license agreement ¶ B(3))—it
does not explain the significance of that
fact in determining the proximity of Ap-
ple’s relationship to Feng’s conduct.  As
far as I can discern from the record, Feng
did not at any time ‘‘rent, lease, lend, sell,
redistribute, or sublicense’’ Apple’s soft-
ware;  what he did ‘‘sell’’ or ‘‘redistribute’’
was methamphetamine—a course of con-
duct in which Apple was not involved.
Nor does the record support an inference
that Feng in any way used the licensed
software itself—as opposed to the data it
allowed Feng to store on the hardware
Apple no longer owns—to facilitate his
crimes;  to the contrary the record con-
tains an explicit description of the ways in
which the government believes Feng used
his iPhone to commit his crimes as well as
the types of evidence the DEA agents
expected to find on it.  See Device Applica-
tion ¶¶ 7–28 & Attachment B. Nothing in
that description even remotely suggests
that the licensed software played any
meaningful role in Feng’s crime compara-
ble to the role the telephone company’s
property played in the crimes under inves-
tigation in N.Y. Tel. Co.26

26. If Apple’s retention of intellectual property
rights in the software deployed in a device
sold to the public sufficed to render it suffi-

ciently close, for purposes of the AWA, to any
crime committed by any user of such a de-
vice, it would eventually render the first dis-
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Ultimately, the government’s point is
not that Apple in any way facilitated
Feng’s criminal conduct, but rather that it
reaps profits from selling devices (and
leasing the software on which those de-
vices run) to a vast group of consumers
among whom there are inevitably some
criminals.  From that premise it draws the
following conclusion:  ‘‘Apple cannot reap
the legal benefits of licensing its software
in this manner and then later disclaim any
ownership or obligation to assist law en-
forcement when that same software plays
a critical role in thwarting execution of a
search warrant.’’  Govt. II at 13–14.  That
opinion may be perfectly defensible as
moral precept (however much it may be in
tension with the legal system’s otherwise
broad support for free enterprise), but it
has nothing to do with the pertinent legal
inquiry.27  Apple had no involvement in

Feng’s crime, and it has taken no affirma-
tive action to thwart the government’s in-
vestigation of that crime (a matter dis-
cussed in greater detail below).  Apple
lawfully sold to Feng, as it sells to millions
of law-abiding individuals and entities (in-
cluding the government itself), a product
that can effectively secure its stored data
for the protection of its owner.28  Feng
used that device for criminal purposes and
left it locked, and the government says it
cannot open the lock without Apple’s help.
Nothing in N.Y. Tel. Co. remotely suggests
that in such circumstances, Apple is so
closely related to the crime under investi-
gation that a court can order its assistance
under the AWA.

b. Apple’s Relationship to the
Government’s Investigation

[13] The government alternatively pos-
its that Apple is sufficiently close to the

cretionary factor under N.Y. Tel. Co. a dead
letter.  As constantly increasing computing
power is continually squeezed into ever
smaller storage devices, the category of con-
sumer products containing licensed software
will continue to grow.  In a world in which
so many devices, not just smartphones, will
be connected to the Internet of Things, the
government’s theory that a licensing agree-
ment allows it to compel the manufacturers of
such products to help it surveil the products’
users will result in a virtually limitless expan-
sion of the government’s legal authority to
surreptitiously intrude on personal privacy.

27. It is no surprise that references to the idea
that all citizens have some sort of a duty—
moral, if not legal—to assist law enforcement
upon demand can occasionally be found in
judicial opinions.  For example, in an 1895
decision upholding a citizen’s right to assist
the government in enforcing the law by pro-
viding information about suspected criminal
activity, the Supreme Court held that ‘‘such
information given by a private citizen, is a
privileged and confidential communication,
for which no action of libel or slander will
lie[.]’’  In re Quarles, 158 U.S. 532, 535–36,
15 S.Ct. 959, 39 L.Ed. 1080 (1895).  In intro-
ducing the topic, the Court included dicta
suggesting—without any citation to authori-
ty—that that right is also an obligation.  Id. at

535, 15 S.Ct. 959 (‘‘It is the duty and the
right, not only of every peace officer of the
United States, but of every citizen, to assist in
prosecuting, and in securing the punishment
of, any breach of the peace of the U.S. It is
the right, as well as the duty, of every citizen,
when called upon by the proper officer, to act
as part of the posse comitatus in upholding
the laws of his country.’’).  Nothing in
Quarles suggests that the ‘‘duty’’ to which the
Court referred is legal rather than moral.

28. Just as the criminal Feng has done, the
United States government has chosen to en-
trust extremely sensitive communications and
secret documents—including those of many of
the prosecutors and judges who work in this
court—to the passcode protections and other
robust data security measures available on a
variety of Apple devices.  That observation
does not mean Apple should have any greater
or lesser obligation, as a matter of law or
morality, to accede to the demands of law
enforcement agencies. But it does highlight
the proposition that forcing Apple to compro-
mise the data security measures it offers its
customers may adversely affect many who
rely on such technology for purposes the gov-
ernment would endorse.
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underlying controversy for purposes of the
AWA because its ‘‘software now thwarts
the execution of the search warrant’’ for
Feng’s iPhone.  Govt. II at 15.  That for-
mulation comes after (but subtly reinter-
prets) an earlier quotation from the opin-
ion in N.Y. Tel. Co. As the government
notes, in arguing that the court has au-
thority to grant relief under the AWA (as
opposed to the distinct question of whether
such authority should be exercised as a
matter of discretion),

The Court held that ‘‘[t]he power con-
ferred by the Act extends, under appro-
priate circumstances, to persons who,
though not parties to the original action
or engaged in wrongdoing, are in a posi-
tion to frustrate the implementation of a
court order or the proper administration
of justice, TTT and encompasses even
those who have not taken any affirma-
tive action to hinder justice.’’

Govt. II at 11 (quoting N.Y. Tel. Co., 434
U.S. at 174, 98 S.Ct. 364).

There is no question that the court has
the authority under the AWA to compel
Apple—or anyone else for that matter—to
take action regardless of whether it was
involved in the underlying criminal con-
duct, so long as it does so ‘‘under appropri-

ate circumstances.’’  N.Y. Tel. Co., 434
U.S. at 174, 98 S.Ct. 364.  But the proposi-
tion that Apple’s purported ability to
‘‘thwart’’ the government’s investigation
renders it sufficiently close to the underly-
ing controversy as to make such an order
appropriate is ultimately unpersuasive.
Apple is not doing anything to keep law
enforcement agents from conducting their
investigation.  Apple has not conspired
with Feng to make the data on his device
inaccessible.29  More importantly, perhaps,
it has not even done what the telephone
company did in N.Y. Tel. Co.—namely, it
has not barred the door to its property to
prevent law enforcement agents from en-
tering and performing actions they were
otherwise competent to undertake in exe-
cuting the warrant for themselves.30

Indeed, the government’s complaint is
precisely that Apple is doing nothing at all.
If Feng had not engaged the passcode
security on his device, or if the govern-
ment had been able to secure an order
compelling Feng to unlock the phone on
pain of contempt sanctions, the govern-
ment might well be in a position to seize
the iPhone’s data without Apple’s assis-
tance.  See 2015 WL 5920207, at *5 &
n.3.31 Thus, Apple is not ‘‘thwarting’’ any-

29. In making this point, I do not simply rest
on precise requirements for holding a party
liable as a coconspirator.  Not only has Apple
done nothing wrong in marketing devices
with such strong data security features, it has
exercised a freedom that Congress explicitly
deemed appropriate in balancing the needs of
law enforcement against the interests of pri-
vate industry.  Specifically, in writing CA-
LEA, Congress included a provision making
clear that the statute ‘‘does not authorize any
law enforcement agency or office TTT to pro-
hibit the adoption of any equipment, facility,
service, or feature by TTT any manufacturer of
telecommunications equipment, or any pro-
vider of telecommunications support ser-
vices.’’  47 U.S.C. § 1002(b)(1)(B).  In other
words, CALEA provides that law enforcement
agencies cannot do precisely what the govern-
ment suggests here:  dictate to a private com-

pany in the business of manufacturing smart-
phones the extent to which it may install data
security features on such devices.

30. In N.Y. Tel. Co., the agents would normally
have been able to install the authorized pen
register without the company’s assistance but
for the fact that the subject telephone’s wires
were so placed as to prevent the agents from
gaining surreptitious access.  The agents thus
needed the telephone company not to provide
technical expertise they lacked, but only to
step out of the way and let them perform their
authorized surveillance on company property.
See 434 U.S. at 162–63, 98 S.Ct. 364.

31. The government argues that a court order
compelling Feng to unlock the iPhone would
be futile because he claims to have forgotten
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thing—it is instead merely declining to
offer assistance.  There may well be some
for whom the distinction between a third-
party’s active obstruction of law enforce-
ment and its passive refusal to help is
meaningless as a matter of policy.  But it
is hardly meaningless as a matter of legal

analysis.32  In any event, the distinction is
one that precludes a finding that Apple’s
relationship either to Feng’s crime or to
the government’s investigation of it is suf-
ficiently similar to the telephone compa-
ny’s corresponding role in N.Y. Tel. Co. as
to justify an order compelling Apple’s as-
sistance.33

the passcode.  See Govt. II at 20.  More sur-
prisingly, it takes the position that ‘‘[c]om-
pelled decryption raises significant Fifth
Amendment issues and creates risk that the
fruit of the compelled decryption could be
suppressed.’’  Id. at 21.  I assume the govern-
ment is not concerned that such an order of
compulsion would violate Feng’s Fifth
Amendment privilege against self-incrimina-
tion.  See Govt. II at 19 (citing United States
v. Li, 55 F.3d 325, 329 (7th Cir.1995) for the
proposition that ‘‘an [AWA] order may be
used to require the production of a handwrit-
ing exemplar TTT even though the subject may
face criminal sanctions as a result of his com-
pliance’’);  Com. v. Gelfgatt, 468 Mass. 512, 11
N.E.3d 605, 612 (2014) (compelling defendant
to enter passcode into encrypted computers
did not violate the Fifth Amendment right
against self-incrimination);  Schmerber v. Cali-
fornia, 384 U.S. 757, 760–65, 86 S.Ct. 1826,
16 L.Ed.2d 908 (1966) (compelled extraction
and analysis of blood sample is not compelled
testimony and therefore does not violate the
Fifth Amendment right against self-incrimina-
tion).  It may well be, as the government
suggests, that ‘‘[c]ompelled decryption raises
significant Fifth Amendment issues’’ relating
to the due process rights of Feng or anyone
else who might be compelled to perform such
decryption, but I need not address such con-
cerns to resolve the issue now before the
court.

32. The distinction also helps to understand
why so many of the cases that the government
cites as precedent for using the AWA ‘‘in
support of warrants in a wide variety of con-
texts[,]’’ Govt. II at 11–12, offer little if any
useful guidance here.  In two of the cases,
lower courts simply followed N.Y. Tel. Co. to
order telephone companies to assist with trap
and trace devices—orders wholly comparable
in every meaningful respect to the pen regis-
ter order at issue in N.Y. Tel. Co. itself.  See
In re Application, 610 F.2d 1148, 1155 (3d
Cir.1979);  In re Application, 616 F.2d 1122,
1129 (9th Cir.1980).  In four other cases on

the government’s list, the subject of the order
was in possession of evidence of the crime
under investigation and was ordered to pro-
duce or allow law enforcement access to that
evidence—a circumstance wholly inapposite
here, as Apple is not alleged to possess any
evidence of Feng’s crimes.  See United States
v. Doe, 537 F.Supp. 838, 840 (E.D.N.Y.1982)
(telephone company ordered to produce toll
records);  United States v. X., 601 F.Supp.
1039, 1042 (D.Md.1984) (same);  United States
v. Hall, 583 F.Supp. 717, 722 (E.D.Va.1984)
(bank ordered to produce credit card rec-
ords);  In re Application of the United States
for an Order Directing X to Provide Access to
Videotapes, 2003 WL 22053105, at *3 (D.Md.
Aug. 22, 2003) (landlord ordered to provide
access to security camera video recordings).

33. I address below, in the context of analyz-
ing whether the relief sought here is unduly
burdensome, the hypothetical example an ap-
plication under the AWA to compel a drug
company that had decided to get out of the
business of producing drugs used in execu-
tions to supply such drugs to the government
if they were otherwise unavailable.  At oral
argument, the government faulted the hypo-
thetical as ‘‘inflammatory,’’ see Tr. at 47, but
did not contend that it was unrealistic.  Nor
could it fairly raise such an objection.  Before
writing the Court’s opinion in opinion in
Glossip v. Gross, ––– U.S. ––––, 135 S.Ct.
2726, 192 L.Ed.2d 761 (2015), Justice Alito
posed the following question at oral argu-
ment:

JUSTICE ALITO:  TTT Now, this Court has
held that the death penalty is constitutional.
It’s controversial as a constitutional matter.
It certainly is controversial as a policy mat-
ter. Those who oppose the death penalty are
free to try to persuade legislatures to abol-
ish the death penalty.  Some of those ef-
forts have been successful.  They’re free to
ask this Court to overrule the death penalty.
But until that occurs, is it appropriate for
the judiciary to countenance what amounts
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2. Burdensomeness

The Supreme Court acknowledged in
N.Y. Tel. Co. that a court exercising its
authority under the AWA may not impose
‘‘unreasonable burdens’’ on the subjects of
its orders.  434 U.S. at 172, 98 S.Ct. 364.
In explaining why compelling the tele-
phone company to help the government
install a pen register imposed no such
unreasonable burden in that case, the
Court wrote the following:

[I]t can hardly be contended that the
Company, a highly regulated public utili-
ty with a duty to serve the public, had a

to a guerilla war against the death penalty
which consists of efforts to make it impossi-
ble for the States to obtain drugs that could
be used to carry out capital punishment
with little, if any, pain?

Glossip v. Gross, 2015 WL 1929998, ––– U.S.
––––, ––– S.Ct. ––––, ––– L.Ed.2d –––– (U.S.
Apr. 29, 2015) (transcript of oral argument) at
*14.  If the government can discern in Ap-
ple’s conduct here a level of obstruction suffi-

cient to allow a court to compel is assistance
under AWA, Justice Alito’s question in Glossip
would easily provide the basis for a judge to
find that a drug company’s ‘‘guerilla
war[fare]’’ served only to thwart a state’s law-
ful implementation of a constitutionally sound
execution, and would therefore make the
company eligible for an order of compulsion.
The possibility is anything but fanciful.



369IN RE APPLE, INC.
Cite as 149 F.Supp.3d 341 (E.D.N.Y. 2016)

substantial interest in not providing as-
sistance.  Certainly the use of pen regis-
ters is by no means offensive to it.  The
Company concedes that it regularly em-
ploys such devices without court order
for the purposes of checking billing op-
erations, detecting fraud, and preventing
violations of law.  It also agreed to sup-
ply the FBI with all the information
required to install its own pen registers.
Nor was the District Court’s order in
any way burdensome.  The order pro-
vided that the Company be fully reim-
bursed at prevailing rates, and compli-
ance with it required minimal effort on
the part of the Company and no disrup-
tion to its operations.

Id. at 174–75, 98 S.Ct. 364 (citations omit-
ted).

[15] The salient points that the Court
highlighted as the basis for finding a lack
of unreasonable burdens in N.Y. Tel. Co.
are virtually all absent here.  First, Apple
is not a ‘‘highly regulated public utility
with a duty to serve the public’’—the gov-
ernment does not suggest that it is subject
to greater regulation than other busi-
nesses, it is not a public utility, and it has a
duty is to serve its shareholders rather
than the public.  Second, Apple has indeed
contended that it is in its interest as a

private company not to provide the assis-
tance sought here:  Apple seeks to succeed
in a competitive market by being seen to
assume ‘‘a leadership role in the protection
of its customers’ personal data against any
form of improper access.’’  Apple I at 4.
Further, Apple claims to fear—reasonably
or otherwise—that providing the request-
ed assistance in the absence of clear legal
authority (as I conclude is lacking) ‘‘could
threaten the trust between Apple and its
customers and substantially tarnish the
Apple brand.’’  Id.

Third, unlike the pen register at issue in
N.Y. Tel. Co., the assistance the govern-
ment seeks here—bypassing a security
measure that Apple affirmatively markets
to its customers—is not something that
Apple would normally do in the conduct of
its own business and is, at least now, plain-
ly ‘‘offensive to it.’’  N.Y. Tel. Co., 434 U.S.
at 174, 98 S.Ct. 364.34  To be sure, Apple’s
view of what it finds offensive appears to
have changed since the days when it rou-
tinely voiced no objection to cooperating
with AWA orders, and the government’s
displeasure with that change is as under-
standable as it is vehement.  But however
late Apple may have come to its current
view about the way it wishes to exercise its
autonomy, the record offers no reason to
question its sincerity.35

34. In considering the burden the requested
relief would impose on Apple, it is entirely
appropriate to take into account the extent to
which the compromise of privacy and data
security that Apple promises its customers
affects not only its financial bottom line, but
also its decisions about the kind of corpora-
tion it aspires to be.  The fact that the govern-
ment or a judge might disapprove Apple’s
preference to safeguard data security and cus-
tomer privacy over the stated needs of a law
enforcement agency is of no moment:  in the
absence of any other legal constraint, that
choice is Apple’s to make, and I must take
into account the fact that an order compelling
Apple to abandon that choice would impose a
cognizable burden on the corporation that is

wholly distinct from any direct or indirect
financial cost of compliance.

35. I thus respectfully disagree with the gov-
ernment’s contention that Apple’s objection is
not ‘‘conscientious’’ but merely a matter of
‘‘its concern with public relations.’’  Govt. III
at 5. First, I see no reason why a company
that succeeds or fails based largely on its
ability to maintain congenial relations with
the public—that is, with its potential custom-
ers—should not be concerned about public
relations.  Moreover, for all of the govern-
ment’s manifest outrage, there is simply noth-
ing in the record that leads me to question
that Apple’s recent stance against being com-
pelled to assist the government in bypassing
the security it markets to its customers is
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Fourth, again unlike the telephone com-
pany in N.Y. Tel. Co., which ‘‘agreed to
supply the FBI with all the information
required to install its own pen registers[,]’’
434 U.S. at 175, 98 S.Ct. 364, the record
suggests that Apple has never offered the
government the information needed to by-
pass an iPhone’s passcode security on its
own—and would never do so.  To the con-
trary, Apple is clearly staking out the posi-
tion that as a matter of protecting its
customers’ privacy and data security (and
as a matter of securing the benefits it
derives from doing so), it does not want
the government or anyone else to have
access to the information the government
would compel it to use to provide the
requested assistance at issue here.  Apple
has explicitly stated that it will comply
with a lawful court order to assist in by-
passing the passcode security on Feng’s
iPhone, see Tr. at 10, but it has never
hinted that it would prefer to simply let
the government have the information nec-
essary to do so.

Fifth, yet again unlike the telephone
company in N.Y. Tel. Co., which could
install a pen register ‘‘with TTT minimal
effort TTT and no disruption to its opera-
tions[,]’’ 434 U.S. at 175, 98 S.Ct. 364, the
record demonstrates that bypassing the
passcode security of just one iPhone ‘‘di-
verts man hours and hardware and soft-
ware from Apple’s normal business oper-
ations.’’  Apple I at 3. And while that

burden by itself is not substantial in the
case of ‘‘a single device in good working
order, running an operating system earli-
er than iOS 8,’’ id. the record of this case
makes clear that the burdens the govern-
ment seeks to impose on Apple under the
authority of the AWA are not nearly so
limited.  The government has already se-
cured such assistance at least 70 times
before filing the instant petition, it has a
dozen more such applications pending,
and it clearly intends to continue seeking
assistance that is similarly burdensome—
if not far more so—for the foreseeable
future.  In this context, the government’s
assurance that ‘‘any cumulative burden is
minimal and likely to decrease with re-
gard to the type of relief requested
here[,]’’ Govt. II at 16 (emphasis added)
is particularly unconvincing:  the govern-
ment predicates its argument on the fact
that devices using pre-iOS 8 software are
becoming an ever smaller slice of Apple’s
market.  See id.  But that argument
omits the fact that the advent of more
recent operating systems has done noth-
ing to slow the government’s requests—
instead, the government continues to seek
orders compelling Apple’s assistance in
bypassing the passcode security of more
recent models and operating systems,
notwithstanding the fact that such re-
quests are more burdensome than the
one pending here.36

anything other than a genuine reflection of
both how it perceives its private interest in
commercial success and the policy prefer-
ences of its leaders.  The tension between law
enforcement and data security in this case
and others like it presents a genuine dilemma
for people of good faith—indeed, in congres-
sional testimony on February 25, 2016, the
FBI’s Director described it as ‘‘the hardest
question I’ve seen in government.’’  House of
Representatives, Permanent Select Committee
on Intelligence, Committee Hearing, 2016 WL
755376 (transcript).  The fact that Apple re-
solves that question in a way not to the gov-

ernment’s liking does not mean that it is
acting in bad faith, or even that it is necessar-
ily putting selfish interests above the public
good.  As far as I can discern from the rec-
ord, it means only that the parties have an
honest disagreement about how best to ac-
commodate competing legitimate interests.

36. Even taking the government’s argument at
face value, I find it unpersuasive because
there are at least two reasons why a court
considering the reasonableness of the burdens
to be imposed by compelling a private party
to assist the government under the AWA



371IN RE APPLE, INC.
Cite as 149 F.Supp.3d 341 (E.D.N.Y. 2016)

Thus, the government’s argument that
the burdens an AWA order here would
impose on Apple are as negligible as those
imposed on the telephone company in N.Y.
Tel. Co. cannot withstand scrutiny.  The
government’s remaining arguments
against a finding of burden are similarly
unpersuasive.  The government essentially
argues that having reaped the benefits of
being an American company, it cannot
claim to be burdened by being seen to
assist the government.  See Govt. II at 19
(noting the ‘‘significant legal, infrastructur-
al, and political benefits’’ Apple derives
from being an American company, as well
as its ‘‘recourse to the American courts’’
and to the protection of ‘‘American law
enforcement TTT when it believes that it
has been the victim of a crime’’);  id. at 19–
20 (‘‘This Court should not entertain an
argument that fulfilling basic civic respon-
sibilities of any American citizen or compa-

ny TTT would ‘tarnish’ that person’s or
company’s reputation.’’).

Such argument reflects poorly on a gov-
ernment that exists in part to safeguard
the freedom of its citizens—acting as indi-
viduals or through the organizations they
create—to make autonomous choices about
how best to balance societal and private
interests in going about their lives and
their businesses.  The same argument
could be used to condemn with equal force
any citizen’s chosen form of dissent.  All
American citizens and companies ‘‘derive
significant legal, infrastructural, and politi-
cal benefits from [their] status [as such,]’’
id.—but that cannot mean that they are
not burdened in a legally cognizable way
when forced unwillingly to comply with
what they sincerely believe to be an unlaw-
ful government intrusion.37

should take into account cumulative burdens
beyond the financial costs directly associated
with carrying out that order in isolation.
First, as discussed above, the authority the
government asks the court to exercise is es-
sentially legislative in nature—and the record
makes clear that the government has chosen
to rely on the judiciary to achieve such effec-
tively legislative results.  It is therefore all the
more important for the court, if it is going to
engage in such law-making based on an em-
brace of the government’s understanding of
what is ‘‘agreeable to the usages and principle
of law,’’ to exercise such authority in the
same way that a legislature would.  Congress
typically enacts legislation that imposes ongo-
ing burdens on private parties only after de-
veloping a full and transparent record in open
hearings about the costs and benefits of the
proposed law, based on input from all poten-
tial stakeholders.  It generally does not (or, at
a minimum, should not) impose such burdens
based on information received ex parte and
considered in secret proceedings absent some
compelling reason not present here.  Con-
gress would undoubtedly consider in this con-
text all of the potential harms to Apple, not
just the financial ones;  a court should do no
less.  Second, a court’s decision in a case
such as this, although plainly not controlling

in other cases, can nevertheless have some
precedential value.  It is therefore entirely
possible that a decision in this case that did
not take into account the cumulative costs
Apple faces as the government increases its
reliance on the AWA to force it to provide
investigative assistance in case after case
would effectively limit Apple’s ability to have
a future court take such rising burdens, no
matter how great, into meaningful consider-
ation.

37. In its post-hearing submission, the govern-
ment discusses the significance to this case,
and to the Supreme Court’s opinion in N.Y.
Tel. Co., of Chief Judge Cardozo’s observation
that ‘‘the citizenry may be called upon to
enforce the justice of the State, not faintly and
with lagging steps, but honestly and bravely
and with whatever implements and facilities
are convenient and at hand.’’  Babington v.
Yellow Taxi Corp., 250 N.Y. 14, 17, 164 N.E.
726 (1928) (quoted in N.Y. Tel. Co., 434 U.S.
at 175, 98 S.Ct. 364).  As I pointed out at oral
argument, Babington involved a state statute
that explicitly allowed an officer to conscript
private assistance.  Babington, 250 N.Y. at 16,
164 N.E. 726 (quoting N.Y. Penal Law (Con-
sol.Laws, c. 40) § 1848:  ‘‘A person who after
having been lawfully commanded to aid an
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Similarly, the government’s contention
that ‘‘the burden associated with compli-
ance with legal process is measured on the
direct costs of compliance, not on other
more general considerations about reputa-
tions or the ramifications of compliance[,]’’
id. at 19, is irreconcilable with the opinion
in N.Y. Tel. Co. itself.  The Court in that
case did not just cite the lack of financial
burden on the telephone company;  in-
stead, it took pains to refute the lower
appellate court’s stated concern about the
‘‘severe threat to the autonomy of third
parties who for whatever reason prefer not
to render such assistance.’’  434 U.S. at
171, 98 S.Ct. 364.  Indeed, part of its
showing in that regard was the observa-
tion that the company’s installation of a
pen register would not be ‘‘offensive to
it’’—an observation that would be wholly
irrelevant, if not counter-productive, to a
decision intended to establish that the only
cognizable burdens under the AWA are
financial.  Finally, the government makes
no effort to explain why cognizable bur-
dens should be so limited:  as the Court
explained in N.Y. Tel. Co., the AWA does
not empower a court to impose any bur-
dens that are ‘‘unreasonable’’—and it said
nothing to suggest that only financial bur-
dens could prove unreasonable.

Finally, I return to the point that the
Supreme Court addressed in reversing the
Second Circuit’s decision in N.Y. Tel. Co.:
the concern that an AWA order compelling
a private party to provide service to the
government the non-party finds offensive
would ‘‘pose a severe threat to [their] au-
tonomy[.]’’  434 U.S. at 171, 98 S.Ct. 364.
As discussed above, the Court concluded
that no such threat was posed in that case
by the imposition of an obligation on a
public utility to perform for the govern-
ment a task that it would in any event
perform in the pursuit of its own business.
But the concern about whether the AWA,
as construed by the government, would
confer on the judiciary an overbroad au-
thority to override individual autonomy
cannot be so easily avoided in this case.
Nothing in the government’s arguments
suggests any principled limit on how far a
court may go in requiring a person or
company to violate the most deeply-rooted
values to provide assistance to the govern-
ment the court deems necessary.

To try to gauge that limit—and to see if
one even exists—I deliberately asked the
government at oral argument the provoca-
tive question noted above, see n.34 supra,
about whether a court could invoke the
AWA to force a drug maker to supply
lethal injection drugs notwithstanding the

officer in arresting any person TTT willfully
neglects or refuses to aid such officer is guilty
of a misdemeanor.’’).  In N.Y. Tel. Co., in
contrast, no such specific authority justified
the government’s demand for the telephone
company’s assistance, and the question was
whether the AWA provided such authority.
The government assures me that such a dis-
tinction ‘‘is of no moment.’’  Govt. III at 4. As
it explains:

[T]he Supreme Court in N.Y. Telephone Co.
cited Babington to emphasize the more gen-
eral proposition that it is neither improper
nor unusual to expect civilians to assist law
enforcement.  As the N.Y. Telephone Co.
opinion confirms, just as there is no impro-
priety in requiring civilian assistance under

a statute, there is likewise no impropriety in
requiring civilian assistance under the All
Writs Act.

Govt. III at 4.
Such argument misses an important point

by conflating substantive policy questions
with procedural questions about how policy
is set.  A legislature is of course free to ex-
plicitly authorize law enforcement agents to
conscript private assistance under such cir-
cumstances as the legislature deems fit.  But
citizens are under no such obligation in the
absence of such legislation, and Babington
cannot help a court to understand whether
the All Writs Act can properly be read to
permit a judge, rather than a legislature, to
compel such assistance.
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manufacturer’s conscientious objection to
capital punishment.  See Tr. at 43–48.
That the government had no ready answer
at oral argument to a question it deemed
so inflammatory was not surprising.  But
even in its post-hearing submission, the
government offers nothing more than de-
flection:  ‘‘Resolution of the death penalty
hypothetical would depend on the particu-
lar law, facts, and circumstances if such a
case were to present itself.’’  Govt. III at
5. That is undoubtedly true, but equally
unsatisfactory.  If the government cannot
explain why the authority it seeks here
cannot be used, based on the same argu-
ments before this court, to force private
citizens to commit what they believe to be
the moral equivalent of murder at the
government’s behest, that in itself sug-
gests a reason to conclude that the govern-
ment cannot establish a lack of unreason-
able burden.

If, as the government would have it, the
only cognizable measure of an unreason-
able burden in this case is the extent to
which Apple might have unreimbursed fi-
nancial costs arising directly from the
work needed to bypass the passcode secu-
rity on Feng’s iPhone, then granting the
requested order would not impose an un-
reasonable burden.  But the category of
unreasonable burdens is not nearly so nar-
row, not even as described in the Supreme
Court opinion on which the government

primarily relies.  Taking into account the
several other burdens to which Apple ob-
jects—burdens that are no less real or
cognizable simply because they are harder
to quantify—I conclude that granting the
government’s Application would impose an
unreasonable burden on Apple.

3. Necessity

[16] The government contends that it
cannot successfully search Feng’s device
without Apple’s assistance.  See Govt. I at
1–2;  Govt. III at 7 (‘‘The government is
unable to perform a safe passcode bypass
on its own[.]’’).  If that assertion is true,
the government may be entitled to relief
under the AWA if it can satisfy the re-
maining statutory requirements and dis-
cretionary factors.  But if it is false—if the
government has access to resources that
would in fact allow it to vindicate this
court’s jurisdiction without compelling Ap-
ple to take action it finds objectionable—
that fact would weigh heavily against
granting relief.  As the movant, it is the
government’s burden to establish the fac-
tual assertions upon which it claims to be
entitled to relief.  I conclude that it has
failed to do so because of the conflicting
evidence in the record about the availabili-
ty, from private sources other than Apple,
of technology that would allow the govern-
ment to bypass the passcode security on
Feng’s device.38

38. Because I conclude that the government
has failed to establish necessity for the rea-
sons set forth below, I need not determine
whether its refusal to disclose whether federal
intelligence agencies have the ability to un-
lock Feng’s device is an independent basis for
finding a lack of necessity.  While the govern-
ment’s hesitation to reveal what its intelli-
gence agencies can and cannot do is entirely
understandable, and may well be an appropri-
ate exercise of discretion to promote national
security, that does not mean that the choice
must be cost-free for the government in this
litigation.  In some contexts, such as where
the law imposes an affirmative disclosure ob-

ligation on the government, it is reasonable to
restrict that obligation to pertinent parts of
the executive branch rather than insist that
the government is a unitary whole.  See, e.g.,
United States v. Avellino, 136 F.3d 249, 255
(2d Cir.1998) (for purposes of the prohibition
against the suppression of materially exculpa-
tory information in a criminal case, imputing
to each federal prosecutor constructive
knowledge of any information known to any
government office ‘‘would inappropriately TTT
adopt a monolithic view of government that
would condemn the prosecution of criminal
cases to a state of paralysis’’) (internal quota-
tion marks and citations omitted).  But this
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In its Application in this case, the gov-
ernment originally asserted that its agents
cannot bypass the passcode security of an
Apple iPhone.  See Govt. I at 1–2.  Two
months earlier, however, in opposing a
suppression motion in an unrelated crimi-
nal case in this district, the government
said something quite different:

[T]he lack of a passcode is not fatal to
the government’s ability to obtain the
records.  That is because [the Depart-
ment of Homeland Security (‘‘DHS’’),
Homeland Security Investigations
(‘‘HSI’’) ] is in possession of technology
that would allow its forensic technicians
to override the passcode security feature
on the Subject iPhone and obtain the
data contained therein.  In other words,
even if HSI agents did not have the
defendant’s passcode, they would never-
theless have been able to obtain the
records stored in the Subject iPhone
using specialized software.  The soft-
ware works to bypass the passcode en-
try requirement and ‘‘unlock’’ the cellu-
lar telephone without having to enter
the code.  Once the device is ‘‘unlocked’’

all records in it can be accessed and
copied.

United States v. Adamou Djibo, 15–CR–
0088 (SJ), DE 27 at 5 (government’s letter
to court dated July 9, 2015).  At a hearing
on the suppression motion in Djibo, the
government presented the testimony of a
DHS expert who testified that although
the ‘‘IP–Box’’ technology on which the gov-
ernment relied was both ‘‘fairly new’’ and
‘‘finicky,’’ he and others had succeeded in
using that technology to bypass passcode
security on some Apple devices, if not the
precise kind seized from Djibo.  See Unit-
ed States v. Djibo, ––– F.Supp.3d ––––,
––––, 2015 WL 9274916, at *6 (E.D.N.Y.
Dec. 16, 2015).39

In response to my questions at oral ar-
gument about the tension between the fac-
tual assertions the government had offered
in the two cases, the government proffered
yet a third.  Specifically, the government
wrote:

The government has consulted with the
testifying agent in Djibo, who noted that
the government’s ability to bypass the
passcode on an iPhone is highly device-
specific, and depends in part on the spe-

case is not a matter of the government, in
response to some external obligation, seeking
to be excused from an unreasonable burden.
It is instead a matter of determining whether
the government, in coming forward to seek
affirmative relief that requires a factual show-
ing, can be allowed to withhold information
that might demonstrate the falsity of its asser-
tion.  As a legal matter, a court might deter-
mine that an intelligence agency’s ability to
accomplish the technical task at issue here
does not render Apple’s assistance unneces-
sary.  But to the extent the government seeks
to avoid having a court make that legal deci-
sion by offering the unconditional assertion
that ‘‘[t]he government is unable to perform a
safe passcode bypass on its own[,]’’ Govt. III
at 7 (emphasis added), it has an obligation to
prove that assertion rather than simply tell
the court that such inquiry is off limits.  See
id. at 8 (‘‘The government is not required to
consult with intelligence agencies[.]’’).

39. The device at issue in Djibo was ‘‘an
iPhone 5 installed with the iOS 8.1.2 operat-
ing system.’’  Id. The parties appear to agree
that the passcode security on that operating
system is harder to bypass—even for Apple—
than the software (an iteration of iOS 7) in-
stalled on Feng’s iPhone 5s.  Indeed, at the
oral argument in this case, Apple stated that
while it could indeed bypass the passcode
security on Feng’s device, it would be impos-
sible to do so on any device running iOS 8 or
later versions of the operating system.  Tr. at
58.  As the public record of the California
action reveals, the government now appears
to believe otherwise.  See DE 27–2 (govern-
ment’s memorandum in the California action)
at 4–8 (describing proposed method for Apple
to use in bypassing passcode security on a
device running iOS 9).
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cific hardware and software in place.
The investigators in this case have ex-
amined the possibility of using various
third-party technologies, including the
hacking tool referenced in Djibo, and
determined that, in this case, using such
technology on the Target Phone [i.e.,
Feng’s iPhone] presents a non-trivial
risk of data destruction.  Specifically,
the tool, which serially tests various pas-
scodes until detecting the correct one,
could activate the ‘‘erase data’’ feature of
the iPhone and render the data in the
Target Phone permanently inaccessible.
By contrast, in this case, Apple has the
unique ability to safely perform a pas-
scode bypass on the Target Phone with-
out risking such data destruction.

Govt. III at 8. In short, the government,
having previously stated both that it can-
not bypass an Apple’s passcode security
without Apple’s help and that it can do so,
now says that it depends—and that what it
depends on is not just which device and
which operating system is in question, but
also on which government expert makes
the attempt.

In Djiba, the result of that morass of
conflicting statements was a finding that
the government had failed to establish that
it would inevitably have succeeded in by-
passing the passcode security on Djibo’s

iPhone.  Djiba, 151 F.Supp.3d 297 at 310–
311, 2015 WL 9274916, at *11.  That result
does not remotely establish the proposition
the government supports here—namely,
that it is impossible for it to bypass the
security of an earlier operating system
without Apple’s help.  What it does estab-
lish is simply that the government has
made so many conflicting statements in
the two cases as to render any single one
of them unreliable.  Because it is the gov-
ernment’s burden, as the movant seeking
relief, to demonstrate a basis for granting
its request, I necessarily conclude that it
has failed to establish that the help it
seeks from Apple is necessary for pur-
poses of the test under N.Y. Tel. Ca.40

III. Conclusion

In deciding this motion, I offer no opin-
ion as to whether, in the circumstances of
this case or others, the government’s legit-
imate interest in ensuring that no door is
too strong to resist lawful entry should
prevail against the equally legitimate so-
cietal interests arrayed against it here.
Those competing values extend beyond the
individual’s interest in vindicating reason-
able expectations of privacy—which is not
directly implicated where, as here, it must
give way to the mandate of a lawful war-
rant.  They include the commercial inter-

40. Even accepting at face value the govern-
ment’s most recent statement—that the gov-
ernment has access to third-party technology
that might work in this case but that might
also risk data destruction—the history re-
counted above undermines the government’s
assertion of necessity in a different way.  That
is, read in the light of its most recent state-
ment, the government’s position in Djiba was
that it would have inevitably discovered the
evidence on the defendant’s iPhone because it
would have used the IP–Box technology to
secure it—notwithstanding the risk that doing
so might destroy the evidence being sought
(the way in which that proposition under-
mines the government’s assertion of inevit-
able discovery is an issue in Djiba but not in

this case).  If that is so, that means that there
are some cases—demonstrably including Dji-
ba—in which Apple’s help in bypassing an
iPhone’s passcode security is unnecessary not
because the government will inevitably suc-
ceed in securing evidence on its own, but
rather because the risk of destroying evidence
in the attempt to seize it is acceptable.  That
begs the question, which the government
leaves unanswered here, why such a risk was
acceptable in prosecuting Djibo but not ac-
ceptable in prosecuting Feng. Thus, even tak-
ing the government at the most recent of its
words, there is no showing that Apple’s assis-
tance will accomplish something that the gov-
ernment itself deems to be a necessity.
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est in conducting a lawful business as its
owners deem most productive, free of po-
tentially harmful government intrusion;
and the far more fundamental and univer-
sal interest—important to individuals as a
matter of safety, to businesses as a matter
of competitive fairness, and to society as a
whole as a matter of national security—in
shielding sensitive electronically stored
data from the myriad harms, great and
small, that unauthorized access and misuse
can cause.

How best to balance those interests is a
matter of critical importance to our soci-
ety, and the need for an answer becomes
more pressing daily, as the tide of techno-
logical advance flows ever farther past the
boundaries of what seemed possible even a
few decades ago.  But that debate must
happen today, and it must take place
among legislators who are equipped to
consider the technological and cultural
realities of a world their predecessors
could not begin to conceive.  It would be-
tray our constitutional heritage and our
people’s claim to democratic governance
for a judge to pretend that our Founders
already had that debate, and ended it, in
1789.41

Ultimately, the question to be answered
in this matter, and in others like it across
the country, is not whether the govern-

ment should be able to force Apple to help
it unlock a specific device;  it is instead
whether the All Writs Act resolves that
issue and many others like it yet to come.
For the reasons set forth above, I conclude
that it does not.  The government’s motion
is denied.

SO ORDERED.

,

  

VIS VIRES GROUP, INC., Plaintiff,

v.

ENDONOVO THERAPEUTICS, INC.
and Alan Collier, Defendants.

16–cv–470 (ADS)(AYS)

United States District Court,
E.D. New York.

Signed March 1, 2016

Background:  Holder of promissory note
filed suit against promisor alleging breach
of contract provision permitting conversion
of unpaid principal amount of note into
shares of common stock in promisor’s com-

41. Indeed, as FBI Director Comey observed
in the context of the California action:

[W]e have awesome new technology that
creates a serious tension between two val-
ues we all treasure:  privacy and safety.
That tension should not be resolved by cor-
porationsTTTT  It also should not be re-
solved by the FBITTTT  It should be re-
solved by the American people deciding
how we want to govern ourselves in a
world we have never seen beforeTTTT  I
also hope all Americans will participate in
the long conversation we must have about
how to both embrace the technology we
love and get the safety we need.

James Comey, We Could Not Look the Surviv-
ors in the Eye if We Did Not Follow this Lead,

Lawfare (Feb. 21, 2016, 9:03 p.m.) https://
www.lawfareblog.com/we-could-not-look-
survivors-eye-if-we-did-not-follow-lead. That
‘‘long conversation’’ among ‘‘people deciding
how we want to govern ourselves in a world
we have never seen before’’ will of course be
moot if courts presume to make that decision
for the American people based on a perceived
assignment of extraordinary authority by 18th
Century legislators.  Director Comey’s salu-
tary call for meaningful public debate can
therefore be achieved only by recognizing that
the All Writs Act does not serve as a mecha-
nism for courts to give the executive branch
authority it fails to secure from the legisla-
ture.
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Supreme Court of the United States

Samuel R. PIERCE, Jr., Secretary of Housing
and Urban Development, Petitioner,

v.
Myrna UNDERWOOD et al.

No. 86–1512.
|

Argued Dec. 1, 1987.
|

Decided June 27, 1988.

Appeal was taken from order of the United States District
Court for the Central District of California, 547 F.Supp.
256, which awarded attorney fees under the Equal Access
to Justice Act following settlement of action against
Secretary of Housing and Urban Development. The Court
of Appeals for the Ninth Circuit, 761 F.2d 1342 and
822 F.2d 1107, affirmed in part, and certiorari was
granted. The Supreme Court, Justice Scalia, held that:
(1) standard of review of determination that position of
the government was not substantially justified is abuse of
discretion; (2) substantially justified means that the action
of the government was justified substance or in the main
and not necessarily that it was justified to a high degree;
(3) determination that position of the government was not
substantially justified was not an abuse of discretion; (4)
limit of $75 per hour attorney fees under the Act can be
exceeded because of the limited availability of qualified
attorneys only when there is a need for attorneys having
some distinctive knowledge or specialized skill; and (5)
special factors warranting award in excess of $75 were not
presented.

Affirmed in part and vacated and remanded in part.

Justice Brennan filed an opinion concurring in part and
in the judgment in which Justice Marshall and Justice
Blackmun joined.

Justice White filed an opinion concurring in part and
dissenting in part in which Justice O'Connor joined.

Justice Kennedy took no part in the consideration or
decision of this case.

**2543  Syllabus *

*552  One of petitioner's predecessors as Secretary
of Housing and Urban Development decided not to
implement an “operating subsidy” program authorized by
federal statute, which was intended to provide payments
to owners of Government-subsidized apartment buildings
to offset rising utility expenses and property taxes.
Various plaintiffs, including respondent members of
a nationwide class of Government-subsidized housing
tenants, successfully challenged the decision in lawsuits in
nine Federal District Courts. After two of the decisions
were affirmed by Courts of Appeals, a newly appointed
Secretary settled with most of the plaintiffs, including
respondents. While the District Court was administering
the settlement, Congress passed the Equal Access to
Justice Act (EAJA), which authorizes an award of
reasonable attorney's fees against the Government “unless
the court finds that the position of the United States was
substantially justified.” Under the EAJA, the amount of
fees awarded must “be based upon prevailing market rates
for the kind and quality of the services furnished, except
that ... fees shall not be awarded in excess of $75 per hour
unless the court determines that an increase in the cost of
living or a special factor, such as the limited availability of
qualified attorneys for the proceedings involved, justifies
a higher fee.” The court awarded fees to respondents
under the EAJA, concluding that the decision not to
implement the operating-subsidy program had not been
“substantially justified,” and basing the amount of the
award, which exceeded $1 million, on “special factors”
justifying hourly rates in excess of the $75 cap. The Court
of Appeals held that the District Court had not abused
its discretion in concluding that the Secretary's position
was not substantially justified, and that the special factors
relied on by the District Court justified exceeding the $75
cap.

Held:

1. In reviewing the District Court's determination that the
Secretary's position was not “substantially justified,” the

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1982141853&pubNum=0000345&originatingDoc=I1d18804d9c9711d993e6d35cc61aab4a&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
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Court of Appeals correctly applied an abuse-of-discretion
standard, rather than a de novo standard of review.
Neither a clear statutory prescription nor a historical
tradition requires this choice of standards. However,
deferential, abuse-of-discretion review is suggested by
the EAJA's language, which *553  requires a fees
award “unless the court finds that” (rather than simply
“unless”) the United States' position was substantially
justified, and by the statute's structure, which expressly
provides an abuse-of-discretion standard for review
of agency fee determinations. As a matter of sound
judicial administration, the district courts are in a
better position than the courts of appeals to decide the
substantial justification question. Moreover, that question
is multifarious, novel, and little susceptible of useful
generalization at this time, and is therefore likely to profit
from the experience that an abuse-of-discretion standard
will permit to develop. Pp. 2546–2549.

2. The statutory phrase “substantially justified” means
justified in substance or in the main—that is, justified
to a degree that could satisfy a reasonable person.
This interpretation of the phrase accords with related
uses of the term “substantial,” and is equivalent to the
“reasonable basis both in law and fact” formulation
adopted by the vast majority of Courts of Appeals.
Respondents' reliance on a House Committee Report
pertaining to the 1985 reenactment of the EAJA for the
proposition that “substantial justification” means “more
than mere reasonableness” is misplaced, since the 1985
Report is not an authoritative interpretation of what the
1980 statute meant or of language drafted by the 1985
Committee, which merely accepted **2544  the existing
statutory phrase. Pp. 2549–2551.

3. The Court of Appeals correctly ruled that the
District Court did not abuse its discretion in finding
that the Government's position was not “substantially
justified.” Although “objective indicia” can be relevant
to establishing “substantial justification,” they are
inconclusive in this case. The Government's willingness
to settle the litigation and the stage in the proceedings at
which the merits were decided are not reliable objective
indicia here. Neither are views expressed by other courts
on the merits, which provide some support on both
sides. The Government's arguments on the merits of the

underlying issue do not command the conclusion that its
position was substantially justified. Pp. 2551–2553.

4. The District Court abused its discretion in fixing
the amount of respondents' attorney's fees, since none
of the reasons relied on by the court to increase
the reimbursement rate above the statutory maximum
was a “special factor” within the EAJA's meaning.
Since the “special factor” formulation suggests that
Congress thought that $75 an hour is generally sufficient
regardless of the prevailing market rate, the “limited
availability” factor must refer to attorneys “qualified for
the proceedings” in some specialized sense, such as patent
lawyers for patent proceedings, rather than just in their
general legal competence. Similarly, in order to preserve
the $75 cap's effectiveness, other “special factors” *554
must be such as are not of broad and general application.
Thus, most of the factors relied on by the court—the
“novelty and difficulty of issues,” “the undesirability of
the case,” “the work and ability of counsel,” “the results
obtained,” and “the contingent nature of the fee”—do not
qualify since they are applicable to a broad spectrum of
litigation and are little more than routine reasons why
market rates are what they are. Pennsylvania v. Delaware
Valley Citizens' Council for Clean Air, 483 U.S. 711, 107
S.Ct. 3078, 97 L.Ed.2d 585, distinguished. Pp. 2552–2555.

761 F.2d 1342 and 802 F.2d 1107, affirmed in part, vacated
in part, and remanded.

SCALIA, J., delivered the opinion of the Court, in Part
I of which all participating Members joined, in Parts II
and IV of which REHNQUIST, C.J., and BRENNAN,
MARSHALL, BLACKMUN, and STEVENS, JJ.,
joined, in Part III of which REHNQUIST, C.J., and
WHITE, STEVENS, and O'CONNOR, JJ., joined, and in
Part V of which REHNQUIST, C.J., and STEVENS, J.,
joined, and WHITE and O'CONNOR, JJ., joined except
as to the last three lines. BRENNAN, J., filed an opinion
concurring in part and concurring in the judgment, in
which MARSHALL and BLACKMUN, JJ., joined, post,
p. –––. WHITE, J., filed an opinion concurring in part and
dissenting in part, in which O'CONNOR, J., joined, post,
p. –––. KENNEDY, J., took no part in the consideration
or decision of the case.
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Attorneys and Law Firms

Deputy Solicitor General Merrill argued the cause for
petitioner. On the briefs were Solicitor General Fried,
Assistant Attorney General Willard, Deputy Solicitor
General Lauber, Charles A. Rothfeld, William Kanter, John
S. Koppel, and Gershon M. Ratner.

Mary S. Burdick argued the cause for respondents. With
her on the brief was Richard A. Rothschild.*

* Briefs of amici curiae urging affirmance were filed for
Battles Farm Co. et al. by Gerald Goldman and Thomas D.
Goldberg; for the National Organization of Social Security
Claimants' Representatives by Robert E. Rains and Nancy
G. Shor; for the San Francisco Lawyers' Committee for
Urban Affairs et al. by Marilyn Kaplan; for the Small
Business Foundation of America, Inc., et al. by David
Overlock Stewart; and for Vernice Dubose et al. by Dennis
J. O'Brien and William H. Clendenen, Jr.

Opinion

Justice SCALIA delivered the opinion of the Court.

Respondents settled their lawsuit against one of
petitioner's predecessors as the Secretary of Housing and
Urban Development, *555  and were awarded attorney's
fees after the court found that the position taken by
the Secretary was not “substantially justified” within the
meaning of the Equal Access to Justice Act (EAJA),
28 U.S.C. § 2412(d). The court also determined that
“special factors” justified calculating the attorney's fees at
a rate in excess of the $75-per-hour cap imposed by the
statute. We granted certiorari, 481 U.S. 1047, 107 S.Ct.
2177, 95 L.Ed.2d 834 (1987), to resolve a conflict in the
Courts of Appeals over important questions concerning
the interpretation **2545  of the EAJA. Compare Dubose
v. Pierce, 761 F.2d 913 (CA2 1985), cert. pending, No.
85–516, with 761 F.2d 1342 (CA9 1985) (per curiam ), as
amended, 802 F.2d 1107 (1986)(case below).

I

This dispute arose out of a decision by one of petitioner's
predecessors as Secretary not to implement an “operating

subsidy” program authorized by § 236 as amended by
§ 212 of the Housing and Community Development
Act of 1974, Pub.L. 93–383, 88 Stat. 633, formerly
codified at 12 U.S.C. §§ 1715z–1(f)(3) and (g) (1970
ed., Supp. IV). The program provided payments to
owners of Government-subsidized apartment buildings
to offset rising utility expenses and property taxes.
Various plaintiffs successfully challenged the Secretary's
decision in lawsuits filed in nine Federal District Courts.
See Underwood v. Pierce, 547 F.Supp. 256, 257, n.
1 (CD Cal. 1982) (citing cases). While the Secretary
was appealing these adverse decisions, respondents,
members of a nationwide class of tenants residing in
Government-subsidized housing, brought the present
action challenging the Secretary's decision in the United
States District Court for the District of Columbia. That
court also decided the issue against the Secretary, granted
summary judgment in favor of respondents, and entered
a permanent injunction and writ of mandamus requiring
the Secretary to disburse the accumulated operating-
subsidy fund. See Underwood v. Hills, 414 F.Supp. 526,
532 (1976). We stayed the District *556  Court's judgment
pending appeal. Sub nom. Hills v. Cooperative Services,
Inc., 429 U.S. 892, 97 S.Ct. 250, 50 L.Ed.2d 175 (1976).
The Court of Appeals for the Second Circuit similarly
stayed, pending appeal, one of the eight other District
Court judgments against the Secretary. See Dubose v.
Harris, 82 F.R.D. 582, 584 (Conn. 1979). Two of those
other judgments were affirmed by Courts of Appeals, see
Ross v. Community Services, Inc., 544 F.2d 514 (CA4
1976), and Abrams v. Hills, 547 F.2d 1062 (CA9 1976),
vacated sub nom. Pierce v. Ross, 455 U.S. 1010, 102 S.Ct.
1700, 72 L.Ed.2d 127 (1982), and we consolidated the
cases and granted the Secretary's petitions for writs of
certiorari to review those decisions, Harris v. Ross, 431
U.S. 928, 97 S.Ct. 2630, 53 L.Ed.2d 243 (1977). Before
any other Court of Appeals reached a decision on the
issue, and before we could review the merits, a newly
appointed Secretary settled with the plaintiffs in most of
the cases. The Secretary agreed to pay into a settlement
fund $60 million for distribution to owners of subsidized
housing or to tenants whose rents had been increased
because subsidies had not been paid. The present case was
then transferred to the Central District of California for
administration of the settlement.
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In 1980, while the settlement was being administered,
Congress passed the EAJA, 28 U.S.C. § 2412(d), which as
relevant provides:

“(1)(A) Except as otherwise specifically provided by
statute, a court shall award to a prevailing party other
than the United States fees and other expenses ...,
incurred by that party in any civil action ... brought by
or against the United States ..., unless the court finds
that the position of the United States was substantially
justified or that special circumstances make an award
unjust.

“(2) For the purposes of this subsection—

“(A) ‘fees and other expense’ includes ... reasonable
attorney fees (The amount of fees awarded under this
*557  subsection shall be based upon prevailing market

rates for the kind and quality of the services furnished,
except that ... (ii) attorney fees shall not be awarded in
excess of $75 per hour unless the court determines that
an increase in the cost of living or a special factor, such
as the limited availability of qualified attorneys for the
proceedings involved, justifies a higher fee.).”

**2546  The District Court granted respondents'
motion for an award of attorney's fees under this
statute, concluding that the Secretary's decision not
to implement the operating-subsidy program had not
been “substantially justified.” The court determined that
respondents' attorneys had provided 3,304 hours of service
and that “special factors” justified applying hourly rates
ranging from $80 for work performed in 1976 to $120
for work performed in 1982. This produced a base or
“lodestar” figure of $322,700 which the court multiplied
by three-and-one-half (again because of the “special
factors”), resulting in a total award of $1,129,450.

On appeal, the Court of Appeals for the Ninth Circuit
held that the District Court had not abused its discretion
in concluding that the Secretary's position was not
substantially justified. 761 F.2d, at 1346. The Court of
Appeals also held that the special factors relied on by
the District Court justified increasing the hourly rates of
the attorneys, but did not justify applying a multiplier to

the lodestar amount. It therefore reduced the award to
$322,700. Id., at 1347–1348; see 802 F.2d, at 1107.

We granted the Secretary's petition for certiorari on
the questions whether the Government's position was
“substantially justified” and whether the courts below
properly identified “special factors” justifying an award in
excess of the statute's $75–per–hour cap on attorney's fees.

II

We first consider whether the Court of Appeals applied
the correct standard when reviewing the District Court's
determination *558  that the Secretary's position was
not substantially justified. For purposes of standard
of review, decisions by judges are traditionally divided
into three categories, denominated questions of law
(reviewable de novo ), questions of fact (reviewable for
clear error), and matters of discretion (reviewable for
“abuse of discretion”). The Ninth Circuit treated the issue
of substantial justification as involving the last of these;
other Courts of Appeals have treated it as involving the
first. See Battles Farm Co. v. Pierce, 257 U.S.App.D.C.
6, 11–12, 806 F.2d 1098, 1103–1104 (1986), cert. denied,
481 U.S. 1046, 107 S.Ct. 2176, 95 L.Ed.2d 832; Dubose v.
Pierce, 761 F.2d, at 917.

[1]  For some few trial court determinations, the question
of what is the standard of appellate review is answered
by relatively explicit statutory command. See, e.g., 42
U.S.C. § 1988 (“[T]he court, in its discretion, may allow
the prevailing party ... a reasonable attorney's fee”).
For most others, the answer is provided by a long
history of appellate practice. But when, as here, the trial
court determination is one for which neither a clear
statutory prescription nor a historical tradition exists,
it is uncommonly difficult to derive from the pattern
of appellate review of other questions an analytical

framework that will yield the correct answer. 1  **2547
*559  See Rosenberg, Judicial Discretion of the Trial

Court, Viewed from Above, 22 Syracuse L. Rev. 635,
638 (1971) (hereinafter Rosenberg). No more today than
in the past shall we attempt to discern or to create a
comprehensive test; but we are persuaded that significant
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relevant factors call for an “abuse of discretion” standard
in the present case.

We turn first to the language and structure of the
governing statute. It provides that attorney's fees shall
be awarded “unless the court finds that the position of
the United States was substantially justified.” 28 U.S.C.
§ 2412(d)(1)(A) (emphasis added). This formulation, as
opposed to simply “unless the position of the United
States was substantially justified,” emphasizes the fact
that the determination is for the district court to make,
and thus suggests some deference to the district court upon
appeal. That inference is not compelled, but certainly
available. Moreover, a related provision of the EAJA
requires an administrative agency to award attorney's fees
to a litigant prevailing in an agency adjudication if the
Government's position is not “substantially justified,” 5
U.S.C. § 504(a)(1), and specifies that the agency's decision
may be reversed only if a reviewing court “finds that
the failure to make an award ... was unsupported by
substantial evidence.” § 504(c)(2). We doubt that it was
the intent of this interlocking scheme that a court of
appeals would accord more deference to an agency's
determination that its own position was substantially
justified than to such a determination by a federal district
court. Again, however, the inference of deference is
assuredly not compelled.

We recently observed, with regard to the problem of
determining whether mixed questions of law and fact are
to be treated as questions of law or of fact for purposes
of appellate review, that sometimes the decision “has
turned on a determination that, as a matter of the sound
administration of justice,one *560  judicial actor is better
positioned than another to decide the issue in question.”
Miller v. Fenton, 474 U.S. 104, 114, 106 S.Ct. 445, 451,
88 L.Ed.2d 405 (1985). We think that consideration
relevant in the present context as well, and it argues in
favor of deferential, abuse-of-discretion review. To begin
with, some of the elements that bear upon whether the
Government's position “was substantially justified” may
be known only to the district court. Not infrequently, the
question will turn upon not merely what was the law,
but what was the evidence regarding the facts. By reason
of settlement conferences and other pretrial activities,
the district court may have insights not conveyed by the
record, into such matters as whether particular evidence

was worthy of being relied upon, or whether critical
facts could easily have been verified by the Government.
Moreover, even where the district judge's full knowledge
of the factual setting can be acquired by the appellate
court, that acquisition will often come at unusual expense,
requiring the court to undertake the unaccustomed task
of reviewing the entire record, not just to determine
whether there existed the usual minimum support for
the merits determination made by the factfinder below,
but to determine whether urging of the opposite merits
determination was substantially justified.

In some cases, such as the present one, the attorney's fee
determination will involve a judgment ultimately based
upon evaluation of the purely legal issue governing the
litigation. It cannot be assumed, however, that de novo
review of this will not require the appellate court to invest
substantial additional time, since it will in any case have
to grapple with the same legal issue on the merits. To the
contrary, one would expect that where the Government's
case is so feeble as to provide grounds for an EAJA
award, there will often be (as there was here) a settlement
below, or a failure to appeal from the adverse judgment.
Moreover, even if there is **2548  a merits appeal, and
even if it occurs simultaneously with (or goes to the same
panel that entertains) the appeal from the *561  attorney's
fee award, the latter legal question will not be precisely
the same as the merits: not what the law now is, but what
the Government was substantially justified in believing it
to have been. In all the separate-from-the-merits EAJA
appeals, the investment of appellate energy will either fail
to produce the normal law-clarifying benefits that come
from an appellate decision on a question of law, or else will
strangely distort the appellate process. The former result
will obtain when (because of intervening legal decisions
by this Court or by the relevant circuit itself) the law
of the circuit is, at the time of the EAJA appeal, quite
clear, so that the question of what the Government was
substantially justified in believing it to have been is of
entirely historical interest. Where, on the other hand, the
law of the circuit remains unsettled at the time of the
EAJA appeal, a ruling that the Government was not
substantially justified in believing it to be thus-and-so
would (unless there is some reason to think it has changed
since) effectively establish the circuit law in a most
peculiar, secondhanded fashion. Moreover, the possibility
of the latter occurrence would encourage needless merits
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appeals by the Government, since it would know that
if it does not appeal, but the victorious plaintiff appeals
the denial of attorney's fees, its district-court loss on the
merits can be converted into a circuit-court loss on the
merits, without the opportunity for a circuit-court victory
on the merits. All these untoward consequences can be
substantially reduced or entirely avoided by adopting an
abuse-of-discretion standard of review.

Another factor that we find significant has been described
as follows by Professor Rosenberg:

“One of the ‘good’ reasons for conferring discretion
on the trial judge is the sheer impracticability of
formulating a rule of decision for the matter in issue.
Many questions that arise in litigation are not amenable
to regulation by rule because they involve multifarious,
fleeting, *562  special, narrow facts that utterly resist
generalization—at least, for the time being.

“The non-amenability of the problem to rule, because
of the diffuseness of circumstances, novelty, vagueness,
or similar reasons that argue for allowing experience to
develop, appears to be a sound reason for conferring
discretion on the magistrate.... A useful analogue is the
course of development under Rule 39(b) of the Federal
Rules of Civil Procedure, providing that in spite of
a litigant's tardiness (under Rule 38 which specifies a
ten-day-from-last-pleading deadline) the trial court ‘in
its discretion’ may order a trial by jury of any or all
issues. Over the years, appellate courts have consistently
upheld the trial judges in allowing or refusing late-
demanded jury trials, but in doing so have laid down
two guidelines for exercise of the discretionary power.
The products of cumulative experience, these guidelines
relate to the justifiability of the tardy litigant's delay
and the absence of prejudice to his adversary. Time
and experience have allowed the formless problem to
take shape, and the contours of a guiding principle to
emerge.” Rosenberg 662–663.

We think that the question whether the Government's
litigating position has been “substantially justified” is
precisely such a multifarious and novel question, little
susceptible, for the time being at least, of useful

generalization, and likely to profit from the experience
that an abuse-of-discretion rule will permit to develop.
There applies here what we said in connection with our
review of Rule 54(b) discretionary certification by district
courts: “because the number of possible situations is large,
we are reluctant either to fix or sanction narrow guidelines
for the district courts to follow.” **2549  Curtiss–Wright
Corp. v. General Electric Co., 446 U.S. 1, 10–11, 100 S.Ct.
1460, 1466, 64 L.Ed.2d 1 (1980). Application of an abuse-
of-discretion standard to the present question will permit
that needed flexibility.

*563  It must be acknowledged that militating against the
use of that standard in the present case is the substantial
amount of the liability produced by the District Judge's
decision. If this were the sort of decision that ordinarily
has such substantial consequences, one might expect it
to be reviewed more intensively. In that regard, however,
the present case is not characteristic of EAJA attorney's
fee cases. The median award has been less than $3,000.
See Annual Report of the Director of the Administrative
Office of the U.S. Courts, Fees and Expenses Awarded
Under the Equal Access to Justice Act, pp. 99–100, Table
29 (1987) (351 of 387 EAJA awards in fiscal year 1986–
1987 were against the Department of Health and Human
Services and averaged $2,379). We think the generality
rather than the exception must form the basis for our rule.

In sum, although as we acknowledged at the outset our
resolution of this issue is not rigorously scientific, we are
satisfied that the text of the statute permits, and sound
judicial administration counsels, deferential review of a
district court's decision regarding attorney's fees under
the EAJA. In addition to furthering the goals we have
described, it will implement our view that a “request
for attorney's fees should not result in a second major
litigation.” Hensley v. Eckerhart, 461 U.S. 424, 437, 103
S.Ct. 1933, 1941, 76 L.Ed.2d 40 (1983).

III

Before proceeding to consider whether the trial court
abused its discretion in this case, we have one more
abstract legal issue to resolve: the meaning of the phrase
“substantially justified” in 28 U.S.C. § 2412(d)(1)(A). The
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